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1. AlE Q1eYdl oneM2M =24l B

1.1. Al=QEY2] 7Y

AFE¢lE]Yl(Internet of Things)& 8 FHO RE AEESO] ¢
A2 dislstal wsty JRE Fadks = QA e AsE Vs
gk, AFEY 7}4‘3 fol= HE AFEEC] &A% figfsta FHES EAA AHIAE
Agsh= AdE Fe= Mde= dqAd g99 7jez QA= ot

19999 MIT Auto—ID Center A=A}l 7§89l o}AE (Kevin Ashton)©] S AHE
AEY (Internet of Things)oll gt 7Hd E Bl A5 AdshA AMEE7] Al
o|F X|&ZQl WHS At A2 AREUHUE, o 71715 AH|EEY
MR oju] 7] AF KA &4A HeilE o= A =AU

AFEQIE YIS o83t IT A& oln| ohgFstA Aol vekelth, 53] &mtE & &
HtE 7} 283 e—dA T Z2 ZEopoflA= AREQEY AlH|A Y gepo]X Ffdro]
QI AdZo|t

A B Ul A= AHESTES FAlol o]FojAMoptt stal, o]E A Hsh= 7|HE 7]&o]
vl2 AHE £Al (Machine—to—Machine Communication)o|th, AA|Z2 dAA AR o]
A Qe Be AEUAEY AFEL (€ 4, 742 2T, AnE ¢%], FdgE
A 5) MM 7148 ARSI e,

AR NI B AHEUEHY AH|A TE|al fEpo]lAEE FY ARA B Y
AE|A Gt 2 Sk A7 diFEelth AR HE ARAR FREY AES,
Al e AFY G0N AREOIAE AREE (I S0l &RtE £ 7HHE Aot
E 7} 7H9] ARE FA4lo] o]|FojR)7] s EE3HE WHAlo] AR o=w Fasi

A o] A=<

9 Aulsg o]

=

1.2. oneM2M2| 7HL

oneM2Me| EZAL 7 Ft AFEJEHYo] JAsA] & |

S 2S¢ e, FFHeE e HA AEE EFoE T gty IA AHES]
Hule opefet $8 719 332 93 QEHolAg BA, F7HE e X9E EE
AFEE A2 o2 Mu|A QAR AESHE AR Q1| siloF e AvlA Ay
T2E FAYE HoluA X3, 22 Q3 ARERIEYW AH|A AlFo| glojA] tjupolA
T AET Au|A EZHEL JPE v]go] FAH EolEA Fof AREIHY AR & &
W7t =k olF siFdsty] sl AFERJIEUAA Y FE BE Ve 1ES HFHOE
oneM2Mo| AUA Hot,



oneM2M AMH|A EHE 5F sHAAN

loT/M2M Area

Core/Access Network

Smart loT/M2M - 3GPP
Meteri ng Inffastructu e NGN
eHealth & WILAN

Smart City * xDSL
Smart Vehicle & GERANGUTRAN

SHGrHone

Application Network Device
Domain Domain Domain

Qg 1-1) ASUHYW =02l

1.3. oneM2M ALEQIEY SEHE

ARERIEY A2EE EHQlE 7IEoR sk 19 1-1)3 Zo] A4, dfofoly,
guto] A7t et = tHbolA E=HQl YT} AO|EYelE 3 WAL YESLA
g Fof o] LT HELZ =rl F9, AA AEUHU AHAE Adsr] g
ojZgAlol o] YRRt oJEYA Ol =Ml F9o= FEF = Slrh AA AREAA
Hol= FHEQ ofEFgAlold dH9 Au|Ees AUtE AE, AntE F AnkE 2EAL
dxAo], AUtE TP & AH|A Fo] H 5= 1AL, dE AH|A9 HEE fsiAe AR
Yl fulo|2et BAHE HlojHe T, AojY 7|E TSolARE HolE &4,
gufolA #E], AH|A o|&ig AA §F FF 7|eo] AdEHe SHEC] IyFe=
|FHT

71E9 AU B AH|AE AFsh] 9 EREE AT &Y Al A
Hl& FE5A0 SHEo= AT ol EF /Y Efe= AEUAHY &
&9 w3t 9 HY A 245k Adjlaaz AESHlal ol ENStaA oneM2M
9 olgog #¥, ulFE =, =, 4ES 7709 SDO(Standards Development
Organization)E°] 37| FEZ3EE HEA Av|Lo] FEHH|A] g2 F& EFHF

onoM2M Z;Zo|gkal & 4 Qi)

1. AF2 2IE{Ul1} oneM2M =2X| &
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Existing proprietary vertical Applications and services sha
applications and services.. re Common Service Layer

Business Business
: App #1 App #3
Busine Bu5| ne

ss == === === ——f API

3 ]

App APP \ |
#1 i [ Common Service Layer J
Y i
{ Network Infrastructure

Existing infrastructure

e
[yr—

Dedicated devices

ag (1-2) AEUHY 38 EWZF2=9| Tist

71 AFBQIHY EREC] Al ZpolErt AFeke oEeAold Aulie] F47
W B4 Auls FA4 SREoR AdEdchd, I8 1-2)9 2o oneM2M
ZRFo] AFSHE vhe oiZeA0lA A, B, C 53 o] haFet Wed Azt

Aol A olZelAol o] E&HolA YoWA HF HHAEL BE X
e BF AW BRERY FERE AT Yk EF T oneM2M SRE
2 Vo s MEAE AF shud she Aua Zeulo|dEe TF ZE] AT

7l 9 Y 715 ES EESt ALY AHIAE AT 1‘4—

f' 1:1

1.4. oneM2M2| H9|

oneM2M2 20129 7€l FAHoZ ZHEA Ho|l AEJERAAY A FF
®FE 14 o]l AFE QI 20129 T8 4 9ol 7| AR, 7+ AlA mE
71991 TTARRH), ETSI(##). ATIS/TIA(EH]), ARIB/TTC(EHE), S=(CCSA)S
20119 3¥9E Aoz AREJEHU it 22 s YA AMo dist =&
Eipit=g

olF, 2 a9 THol| AEeoA dd 1 FEZE A IoE AFLR, o5 3
4o dEoA EH 42 3 Y7HA] Z+ 2E23F DA AHEJHY HE Z2AE Hio
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gt A2 A 2 F=4 A 2 #@Y 2oF A3 A Continua, HGI, OMA &
& #oF I T oneM2M =Hle 9% T2 AR AR A =o=H 3l

20129 7¥€9] oneM2M &¥& HZE /i 7]54(0]8F “SDO”, Standard Development
Organization) 7t AT FeF (SDO partnership agreement)E 7|Hto g 7|&°
SDO¥ AREEY & /NS X35, oneM2MES B3l =4 385 FFS 73}
712 stgen, #E3He WY, 8 B AHA 9 24 AY F 234 5o AT
TAS}E 2ol Szt

Steering Comm
ittee

I

Technical Plena
ry

Ad-Hoc
Testing

Ad-Hoc Workpro
gramme Ad-Hoc
Method-of-work

w6l w62 we3 w64 W65
Requirement Architecture Protocol Security Mgt and ABS

a2 (1-3) oneM2M HZES} XX pME

a8 (-394 HX dlel Zo], oneM2M EF3} RZA FAL A 293
(Steering Committee)2} 7]& Z3](Technical Plenary)? &2 Ut 93 A=
oneM2M&| ZHHAQl F& L glom, 7|&FIoA= A BE3E F9stal
Rem, qrlo= 8FARY IF(WG1), #+2 A4 15(WG2), ZEEZF(WG3), Het
(WG4), ZA &g 9 FASHWGH)E 97 25l Utk 24 HZaFAA4= o=
22 g Fdstal o (2" A-4))

v 8FARY 5 (WG1): ohfet HEZ AbY 9o =

Oo|2RE FFH AHE QTSRS ng”}% g9

v 32 AA 35 (WG2): 3&F AvlE 8TARIEE FE AL

v ZI28Z 7] 15 (WG3): AH|A Z2EeFZES st

v Mol T2 (WG4): Hol 7|ae ohaitt

1. AIE QIE4lIT} oneM2M =X = 009



Telecommunications Technology Association

°
VAR e, AT 9D AWY IF (WGH): ARl tigt e, AFEEE HlolE &
oA AT 4 YRS S 24D U AWy B )L gy
w6l WG3
Use Cases Protocol
« 770 AFIE0F >« Core Protocol
* 337} Use Case * CoAP / HTTP binding
* Energy, Health & } and MQTT j
-
Requirements W64
% Secur'l’ry
« 77} 20F Q TANE
* OSR, 'A‘A‘GRx_j > « Access Controi
L 14274 Z2l J * Bootstrap /
Association
w62 N wes | ™
Architecture fagegement &
Abstraction
‘127 387|5 ) ’
« ALK A, 2|AA HO| ?);)I\tlA-l—+$E|0§9
kSemanhc Model
(38 1-4) oneM2M EZ3} Zt WGH =] L8

1272+ 7]1e& 3o YoneM2M E2]= 1,052 ©]o], oneM2M launch °|HIE F&
S TE B A&EHA Y3 otodlE T AEUEHU Au|2o] HA| F@EA Sl
=S #ol2 AUt
1.5. oneM2M SHAA{

2 M= ICT 71e sl wat AR 2oF ZEHHE7IE B EE U&=
W BE BzAT Ygol met 71&7 R/ JlE ARIRE SolsiA B &
UEE oneM2M HEZS A AHE HEAE AFstaLAt gt

B - - - === ==-s-essessesssaesssssssssssassEsssssssssEssEsssssssEssssssssssssssssssssssssss
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# (1-1) sHEMOIM CIR= oneM2M EZE A

YaE T
b |

_ TS 0002 - Reqguirements TS
LIPS (WG1)
TS 0011 — Definitions and Acronyms TS

O7|ElX (WG2) TS 0001 - Architecture TS

TS 0004 - Core Protocol TS
TS 0008 — CoAP Protocol Binding TS

D2ES (WG3)

( TS 0009 - HTTP Protocol Binding TS
TS 0010 — MQTT Protocol Binding TS
TS 0003 - Security Solutions TS
TS 0005 - Management Enablement (OMA) TS
’ : TS 0006 - Management Enablement (BBF) TS
TR 0007 - Study of Abstraction and Semantics Enablements

2 4 A oA= oneM2M releasel,0 o Z3HH 9719 7|&qtZol| AlWME T HHH
AHUE 3l §)E= Technical Report® 2715 & 107] #49 st 2852 7|&
TAE 2AF 2 BEA4E oneM2M #EE HEZFEC 98 AF stoH, a2 olF

B
7} ApER ORI Gl Ugo] diE Awoltt,

v A 2% 929 dAto] H ARERIEYl AH]2 (oneM2M Use Case and Requirements
TS & TR) — WG1oA 9] Hdt&Ql 53t A Adof st &2 AFARLe] 34
oA gt

v A 33 AEQIEY B3 ZFE0] 9 FR3F? (oneM2M Architecture TS) — WG22]
FEZ TAl tisfiAl, oneM2M & AEKY, A & QEE, gas 2 3o Wi
Sjl A3y

v A 4% Things S7to| 202 A%3l= H (HTTP, CoAP, MQTT TS & TR) —
oneM2Moj|A] AFRE|OJR] = et T2 EFE (oneM2M9] Core Z2EZ3} CoAP,
HTTP 18]a MQTT)ol tigh W8-S oh&Eot

v A 5% ®Hol 9 Tgto]HA] (oneM2M Security TS & TR) — oneM2M9] ® <ot}
#HE Y& o=

v A 6% ThingsE< #|dtaL AoI3t7] (oneM2M DM TS & TR) — AFERIEYl Hut
O|AES TS thkst 7HES AYs] =2 oneM2M Device Management

o}

v A 73 Qu|g ola)stn 5= AHE A HY (oneM2M Semantics TR) — AHE
Al Quj2F Q] Y&S Adshk= AHE ARE2lgYlyt dHE 7220 AHEA
TR o3t A& AlF3c,

1. A2 2IE{4la} oneM2M =2H| EZ 011
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)
ZH oneM2M EE EA
TR—-0001: oneM2M Use Case Collection
TS-0002: M2M Requirements
TS—0011: Definitions and Acronyms
2.1. oneM2MollAe] TARI U 7S HQl HEt
AERJEHY AHIAE AFdte A2 AAEUEHYT B o2 ols|T A A ¥
dol a9t oneM2MoA= YU FARHEAD), Application AJH|A AHFAL,
MOM AulA ABR, BAY AEAY aKE PRSI Qov, ztzte 749 o
Ze e 2,
v" User/End—user
- M2M Solutiong Al&sh= end-user(ZHel == 7|)
v Application Service Provider
- M2M Application Service Hl&
- M2M Application 24
v' M2M Service Provider
- Application Service Providerol|Hl M2M Service Hl&
- M2M Common Capability Set(MSCS) 24
v' Network Operator
- M2M Service Providerof| ] S412F S UHIER3T M=
- 7|4 HEHI(H. sMZ) 2
L LR R LY



oneM2M A{H|A

M4

SHZE

- 0
2.2. oneM2M {AAHO|A
Use Case-TR - REQ-TS b ARC-TS - PRO-TS
* Pot. Req.#1 * Req.#1 * Funct#1 ..
* Pot. Req.#2 * Req.#2 * Funct.#2 o
- Pot. Req #3 % - Req.#3 = ..
« Pot. Req #4 « Req.#4 d « Funct.#4 .
eIection _
Trackmg }
Ve e
Work Plan | - Release X Feature List
» WL#1 * Feat#1 <— ¢ Feat#1
» WL#4 * Feat.#4 * Feat.#2
.. CR \ * Feat.#3
... LI * Feat#4
V —’Selection y
T8 (2-1) oneM2MOIM2] FAFO|AR} @FALE =& 27|
08 EE3E 1R, fAA0lASERE SREHe g9t AEES EUE
Requirements(R A S =235t o8 £33 ¥F &L A8 vt (a¥
2—1). oneM2MoA+= 3T 2SS WG oA HdPstar o, ol o] Hofxet 7o)
oneM2M ®¥&F149 A A& = FES T3 Qi)
oneM2MoJ A= "149 8¢ release 1.0 publishd}7] €3t A @A Z thekst Ay
2oFof| A 9] FEAR|AE HPSHALL, T THY AbdRore] 337 FrEAlelATE AHEH
AL, dete] Sobe AUA, 19, Be, BRAML, FAY Avs, wF 2 e
o] AL, 7 fadolrde TG FaA0lsd gt AWy Ae, o
274 9 7Fsd aFARREC] Yok itk oo # <(2-1)& oneM2M9] TS—-00019]
TEEHO e F2AlAE B H4A FES &S HoF Ut oA dFdE
% 3309) faAolx Sol thaf 4zt BAs Lolus2 s
--------------------------------------------------------------------------------------- —
2. 22[2| UHO0| E ALE QUEY! MH[A 013
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H (2-1) oneM2M TS—00012| SAF0|A

Indust
Y oneM2M Use Cases
Segment
Wide
area
Energy Environm
related ental
measure Monitorin Qil and
ment . g for Gas
/control Analytics smart Hydro-Po Pipeline
for Meter
system oneM2M Readin wer Cellular
for g Generation /Satellite
advanced using Gateway
transmissi Satellite
on and M2M
distribution
sutomation
. Smart
SRS building
Secure
M2M Wellness remote
Healthcare Healthcare . patient
services
Gateway care and
monitoring
. Informatio
Devices, n Deliven
. Street Virtual Car/Bicycl ~Ivery
Public Light devices e Sharin Smart service in
Services gt aring parking the
Automation and Services
) devastated
Things
area
Plug-In
Electrical
Home Home Char'glng Real-t}me Event . Semantic
) ) Energy Energy Vehides Audio/ Triggered Semantic Device
Residential Manage and Video Home
Manage . Task Plug and
ment power Communi X Control
ment R . Execution Play
System feed in cation
home
scenario
Vehide . Fleet
. . Neighbour manage
Diagnostic
hood ment
. & ; L
Transportation . Alerting services
Maintena ! .
nce on Traffic using
services Accident Digital
Tachograph
M2M Optimizing Optimizing Leveraging Service
Extending data connectivity mobility Broadcast Provisionin
the M2M traffic manage manage Collection ing/Multi for g
Access managem ment ment Sleepy of M2M casting .
P Equipment
Network ent by parameters parameters nodes system Capability with
using underlying with with data of Built-in
Satellites network mobile mobile Underlying Device
operator networks networks Networks

2.21. O|UX| 2o — XM& 15} A X[= EhHY 7|8 WAMS(Wide Area Measurement
System)
A7INA"A e ST A8 £2 #EE @3sh= PMU(Phase Measurement
Unit, Synchrophasors):= HV(High Voltage) A4 % MV(Medium Voltage) &At
A2 E @39, PMU= A|ZHE/ddH/oHIE 7|Hto 2 w3t ko T4 AEE AA

014
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()
3ttt PMUE &2ebY 3o B4 YEA(9). EH}%‘ AHHE &85t PMUO A
AE S0 HolHE AT 4= U2 ARIst dF X (remote site)S TSO/DSO0]| A€
Z714 el Y& Y EYA(internal network) Q';Q'O] dQ9sHA| Y= HY F= 72
AolAolty, F ANE F2AO]AZ BE oneM2MoA+= o2 T2 8 FARNS
ZE38HA o,

v glolg 3 9 Hil(Reporting) 71

v 71719 A7

v AR £ 9 multiple application®. & AX A

v o dHolg A% 2 F7

v HQEF 9 IZaloHA]

v dZA $XA (Continuous connectivity)

2.2.2. OfJ{X| 20F — Smart Meter Reading

H gAAo]ALE SGIP(Smart Grid Interoperability Panel)?t OpenSG AREA} 1
Fo] BuojoiA ZPgH Y& 7|Hte =z st 9o, AMI networkAo|A 2] actor
(. Smart Meter)2} actor(dd]. DAP, Data Aggregation Point)7te] EAlof 9JojA] Q]
data flow 5= 29 F3 oy, SFAEH| disias HAIH S 2= ofYX|Tk, meta
data®l] tHl data aggregation, A%, & Sof tha WLo] AF= o St

2.2.3. Enterprise 20} - AOIE Y2 (Smart Building)

B gaAolaes AntE Hdof ojght AvbAQl W& g Hg W AXE AlA,
AEEY, <€, ACIEY] 52 &8 As ¥d o ofgt & A 2,
WY A, S el o AuA Agees oRn Yo oziy =aW a7
Age et ok

IEAolA e duto]Azt E= EF Adol|Ae] tjuto] A7 chained—action 423
v 9% By

v 71719 aF AR L #Y (9. 7171 FHAA F)

v OEZ =3 XY

2.2.4. dAF 0l 20 - AFHO] HOIEHO]

2 FaAolAE dAaAN AMAZEEH dojR= ALY flo]HE backend AHE
AEste daAo] Alo|EFeld digt Y822 Ao|EY 0|2}t backend AHe}Fe] Utk

--------------------------------------------------------------------------------------- —
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A= R Y o] XY F
stH, Ad As sz Qs LR
Uth =5H 2FARRS o2 2

v Back—end AHZ A4 ZAgHe ALs= Ao|EY 0] XY
tlojg Agolxe] wuw A
QoS A=
24 Alr|EY oY olFs4l HENZ A +8§ A4
A dlolglo i3t Ft=(subscription) 7]5(Subscriber—specific filter)
tlolg AgolAle] Het/QlS
Wakeup trigger 7]% A

AN N N N RN

2.2.5. &2 MH|A 20} - Street Light Automation

B gadolat 29e AES SHe ohRd WAA, B4, B4 52 Ed 3T
P, oux| 4wl @ 02 A, TX 2W BS U $4 HES Boly] %
Broz ®A A5t Ao e grh

z9 A5ste] $98 A8 o thedt 2,
v e Ae x4
- =Y M

— Power quality AlA
- 22| MM (SEXE, 23Xt

v e AEel olg A55
- & 7]t

24 7|5 (LS/YB, Pu

oin

)

£ _I§=

= —
= s)

- of
v Al AgR @)
- 2| MBS MHIA (SF A 24 5)
- 23 AY Mulx (A1 23 Z=2 S

| 4
- X2 MH|A (Power overload S)

o
0

L

—

~

oo olzRY =W ATARFE e 2t
v 2B AR 47
v A)7)2RE S8 4RE Bl

[
il
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v 7171 2F Ale

v ojZE|A o] AZEY OIS )70 Mk
v olEPAlelA T AEF

v g 7%

v EA round trip AIZF &4 7%

v Hol

M2M Service
Platform

Parking
Provider
(Mall)

@ Parking
= Provider

(Street)

Billing
Provider

Police
% Center
)

Smartphone

/

Access Network

/M{P,P;G/ PP2,..)
)

Area Network

Parking Sénsor

a2l (2-2) AOIE 1t SAHo|A

2.2.6. 33 AH[A 20 - ADIE IO AMH[A

I8 @-29A HAFa Q= fF2AlolAes FATHE g4 3 ERFA 35S
A3t AUtE 2} Ad| Aotk ARRAE AntE XL AMHIAS FE QA A = A
on FAF AF 7hesitt, FFO| ojA = first—come—first—served ZHge] dxt
2Rl Aoy VIP Ex= o= FA; F1to] $AF o2 AFGHT, FAFA0lAR 7
H =&% 97ARRS o3 2t

v A2 OE ofZgAold ATAZRREH AT I dlojEe} o]y e AlA XY

v 71719 g3 w2 o 7718 53 EYAHY (Triggering) 716

2.2.7. & MH|A Z0F —xHsh/ZHAXIFHoIM S| FE ME AMH[A

2 fadolat EHAN A ER A WAA, AAA BEAII} oz
59 BAF NS A& FHA ATsHE Aulzo] BE A0 Au2 ATAE
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0)

AR A gt glolEE X EH o2 AHo|Estal AREA} tlulo| Ao HERitt Ao
Edole= HEYIA S EY ZF5 183t A DB AMHEA} tjufo] AR RE HRe
ARE A ¢+ ok, =&2H FF5 L 7AS o2

v ojZg|Alo]A dlojElof tigt HEYA ofEg|Alo|ATt Ale|EYe] ofE A7)

5713}

v Alo|EYoloA 9] glolg 2 A%} 7]s

v Ale|Egole] 17HE tute]Aef reporting 7Hs (WAN Algo] HE H$-

v Ho}

2.2.8. THA MH|A 20 - & o|HX| &t2] MH|A
2 freAlolas FolAe oAudA aHlE H 313}7] -?4'& Aoz, AHAES WY
AgshE o|A=l Hisl & o+ UL, 94 Al 1€ AT o ek,
53], SoA9] ouR] AE 4=Z3} o]F M2M A ’\E\ﬂoﬂ %’5}— EGW(Energy Gateway)°ll
afiAe R Qo 2 FEAR|20AN =S 2aFARNE vt Z
glolel =3 % Eil(reporting) 71
M2M 7]7] f&Ao
e £ 9 ged] ofEF AR HF
dlojg A% 2 I
Privacy, X<, Q1=
gloly 2343
M2M 717] & Ale|Eo] Ao, e
AH|2 71 715

EdE 35A 0

(\

<N X X X K X

2.29. =Y MH|A 20} - HEMS (Home Energy Management System)

H gArAolA= HEMS(Home Energy Management System) 7]&o] 7]Hbsl= A
HIAS A7kl ik, o8 A|RARS] TpeFst 7ol LAN E+= PANES B3 942=x

AoI=510] A171E Fa) Aokgieh, Ao|=glo] /171 A1) A BuE FHo
o1 B AHe] AHshH, Me HAVIE ALT 4 Y=E GadolS 7)ol

AzEct o]2HE =2H QFAERE Tt )

v AZ2 AAE= 7H717] AR
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)

v 7HA7I71E ARl RE AAT 4 Q= pre—provisioning

v A AA mdE o]8ste] thekgt wufAke] ZPAAIE XY

v AR A 22 9 HEMSY Ao & override & = Q= 716

2.2.10. &Y MH|A 20} - Plug—In Electrical Charging Vehicles and Power

Feed in Home Scenario

2 gosfelit AAHFE ARAH FAHE A% A2 D2 actorS] B 4T
ZRgof gt AlUR|E HoFal itk AgEHI 9= actorsZ2E Electricity—Network
service provider(Electricity—N/W—SP), Electric Vehicle Charging SP(EVC—SP),
PEV service provider(PEV SP) 5©°] t} PEVE load(o|vA] 4H| wijd]) = A
A2 (power storage)® AHEE 4= Qlth. o|REEH =2H QAR o3 Z

v SW dagol=

v PEV AR =4

v o AE 3

v $ZH g|oJglE multiple application®] A4

v dolg A% / 35

v sojolu

2.211. 1 MH|A 20} - Semantic Home Control

2 faAolaE AR OE F QY oEgAolHdE 7ol glaie] AuE HRE
o] &3 ¥ YU(co—operation)o] e WE&E o+F1L ¢loH, o]& BEMS(Building
Management System)¥} HEMS(Home Energy Management System)?] AHIE &
Astal it} o|2RE =2d 87ARRS oS3t Zr)

v 8 AWy dlolg =P (4. Ontology) X

v AWE AR 7IRkeE M2M glaA HA 7%

v' Real-world QNEE(A]. &, & 5) AN

v A3} futol Ao} AA| Z8]F tulo|A7ke] Ao WE Wiy

2.2.12. =S MH|A 20 - A|HE! C|HIO|A Plug and Play

2 f2AolAs MER 7|7 582 H$, M2M A|AHE AlWE AHE o]85}]
AA AR o2 Aol EAS TAsHL o] 27719t 1 9 Al=e] #AIE ARt W&
olt}, & o], A2 AXEH 7|7|5& M2M AH|A A|FA A A419] H&at 7%

--------------------------------------------------------------------------------------- —
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aejal AE ARE AFsta, A2 A" 77159 AWE ZrRep 71E 7)77E9
AlE FRES vlawste] M2M AJAE AdollA AZ7Fe] BA (relationship)7F Aol Hrt,
=28 aARRE o 2

v HEZE 4] HeHoR AHgE 4 e AW oy =g

v M2M A= M2M A|A"oA] ZAle] AlhE A B (description)S Al

v AREZRO] AlHHE] A

2.2.13. x}Z Md|A 20F - xp2F ZIEH & 22| MH[A

B Aol adA thRelAT Y AF AUl MEE HF 2flA 77199
A el g ATSl A% £RF2 SlF AF 44 B A goH

=
Ao WAT 4 U AAHA BAS T 4 Utk WES 93 Uk =29
AL thewt 2

v olZgA o)A M2M AAEIZE 714 Ztk(diagnostic) Ho|E 13}

2214, XZ MH|A Z20F - xjZah xpEizh HZ 22| AMdjA

I Rem, AR A AHgA
o2 AHEE= X5F FA4 Hal FEstar Qi = H35s7] flsiA M2M
Ao)EYole] HSM(Hardware Security Module)S AMEE 4= glom, 9492 Ioat=
SHoA 2o 9= 7)7], 7Hd, &8 ErE E 4dAle] 717] Foll A8E & Sl
EEH 9N o2 A

v 2=F RAA 89l W SW/HW/firmware 849 X Z2AA

v Hupo|& 7]1E o]g3t QlF A

v' HSM(Hardware Security Module) A

B gadolat N Ahme Auag a5

2.2.15. XI2F MH|A 20} -DTG(Digital Tachograph)? |8t Fleet Management Service

2 gadolak tAY 23 7|EA(DTG — Digital Tachograph) 7|8k Au]Ad] W
§o07 DIGE 83 X oA Au|2of k™l W& dF38tL ok, DIGE &+
P&, RPM, Eo|a AHl, 378 59 AEE AFstedl, o] ARSS Al°IEY
ol9} T AHEZ HFo] Hol AF ] FA 9 AF Y T 974 ZUEG| AR
Hr}, o|2RE =&H Q7ARRS o33 Pt
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)

v DTG/FMS Hlo|g A% WA 4 A Z=eF

v ZEF U] 71EE AE]A R

v FA7IRE Ao, A, eLF771E, T B

2.2.16. 7[El AMH|A 2O - H|O|E E2iZE 22

2 f2Aola= 714 YEHA (underlying network)?] Hiojg Ejg Aefjo] =zt
golg #jZle] £4& WX s M2M Hlolg EHfES Aol 9 #|7t Zasict
= W&E 22 3o 71A Y EHZEZRYH #Y notificationg TAY AF, M2M
Au| A ZEEI Application AlFA= AR WHASHA Hlolg AF 14 2, dlo|
B AF BA 5 AT ol2RY =EH 8 FARNE: o33 2

v 714 YEYAZRRE Holg EdY A AR

v oA E A JRE ofEgA o)A Aol AlF

v 714 YEQZ dlojg Efy Aeo] WE dlojg A Aol € DeviceollA9] o1&

Aol g5 Ao

2.2.17. 7|El MH|A 20 - 2HIY HIESRT HAM UM 2| =[=stE HlojE ME&

2 fF2aAolaes AH|A AFA Y Holy AF F7] 1AL WI; 7HA|e o]F M2M
AMe|A SEEY 2HlY Y EETEe] QB 7S S8 sHESke WS AWstal Sith
murd glolg ofEYAlC|AL A2 HlolE HFlE AFst=dl, ol dHlojEe] 22
%52 idle/connected state W3HE A oA HEYA HE 7HA17]7] di&Ze|th
O|2RE =EH 8ARRE ot 2t

v M2M AH]2A ZEL underlying networkol|A] M2M 7]71¢} #HHE HE A&

(underlying network & &3}

v M2M AH|A ERES M2M ojEgAlo]de s FE w2 Hojgo] gt &4 43

2.2.18. 7|El MH|A 2O0f - Broadcasting ¥ Multicasting 22|

B g AFo|AE 7|1A UEY Y broadcasting/multicasting 7|5 835t a4
¢l HAIA] Ao digh AFZ shal Ut ol B E AL A A ARl AR
= AR AFEolA &9 23k Ak ¥ wEEsghE oe 4= ok sER|TE ook 4l
Y EYI(3GPP, 3GPP2, WiMax, WiFi)7} &A1& 4 Q7] wi&o 71# Y EHZY
broadcasting/multicasting 7]%5& ARMESHZ|7F €A EA|WE FE3EH AHFo|AE
ASTo=zHN o]F 24T &= Ut ol2FYH =5 27ARNS o= &t

--------------------------------------------------------------------------------------- —
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Underlying network®] broadcast/multicasting 7152 o3t &

E74 A Fof broadcast/multicast HMAIX] HE 8% 7|5 A

Broadcast/multicast HA|A] 2432 ¢35t authentication, authorization, accounting

7174 YEYIZEE broadcast/multicast 7|5 THAAE 4l

AR NN

2.2.19. 7|t MH|A FOF - AMH|A ZZH|X'E

2 f2AolAs M2M AH|A Z2H[AY o et AFRRS il jlow, 53] 399
HEe] M2M AfH|A Z2H[AYS M2M Av|A Z2H|AJ3} YEQR HH] Z2H|AY
o7 FAA"EG shal ok M2M AH|A ERF0| olF UEQIZL #YE AEX
(IMSI, MSISDM, MDN %)& #g3l £2=24 underlying mobile network-—] L e

F3s 28 4 9=t network AYAEE ‘available’, not available’ 2 F33}=
o] 1 dojtt, £ fAA0|AR REs Ul 22 35 7ARYe] =EEoiAH,
v 71719] M2M AE|2 e sl 9 #ie
v 7171 B HER APEAY] JEYA AH|A T A ohef
v Mobile network identifier?] YEHI Au]A J—]ﬂ A WA 7|1A JELTA B
v 71719 M2M AfE|A ] A7 §EE 739 M2M o E2A ol A B1
v 71719 M2M AE|A G AdH #HA

2.3. oneM2M Al

OFA AEE oneM2M FAA|0)|AE 7[HEO 2 Overall System 2GAF}, Management
A, 443 B 5 87 EoF ¥ 142719 7154 87A o] vt =Eglon
o3t

2.3.1. Overall System TA}lst

AERIEY MuIAE AlEs] Hdl 7122 S5EoF AL P Eok &
g FEeR, ¥ ?'%E—.—— 7271011, dlolg AF, T4, 8% AL dF
e = odolg AR, I5¢E sl o F8 W2 a2

v HlolE/AHE e At AT HAE PRy g Bt

vV ARERIEY AR S S-83 HlojH/FEee] 4T dF

v BATo] AlFshes AHlE k2, 714 HEYJTTL AlFste AUl YA
V. M2M oZZAlold 1 AT 2§

v A& o2 M2M Service ProviderEo| Tl ojZgAlo)A 7+ 9=
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°
v oY = v M2M oS Al AN B B th2IM2M Device/Gateway 2+
4T A8 A4

v Continuous/Non—continuous connectivity A

v oo A ', & doly Mg, AEY $4 F) XY

v 0]& M2M Area Network A

v’ Au|A FLE(subscription) &)

v Actuator 7, AA Ao 7|5

v 71719 22/HH A (membership) )

2.3.2. Management 7AlSt

g SFAFGS Huto|2et Ao|EH el e 7ol dEtte FELR, F FE
e 17700, dHjo|la Ee Alo|EH0]Y &34, BYHY, It o] itk F8
W& o= At

v M2M Gateway/Device?] &g & A% 7|%

v' M2M Area Network ¥7 7%

v A2 B2 B 7|49, OMA DM, BBF TR069)& 38 5% 7]7] e

v o9 71719 tig 2F e

v' M2M Area Network® M2M 7]7]e]] gt BZYE /e, 2E2D /ALY 7%

v' M2M Area Networko] Q2% 7]7]9] software management 7|5

v' M2M Area Network AR5l 3 7%

v' M2M Area Networke] A2 7]7]59] topologys 4% 4= U= 7

v' M2M Device® M2M Service AHg] 2]

v 71710 7184 oME, FXE E(log) 34

v Firmware YHo]E 2 3]

2.3.3. T3t @7

FAASteF WS AREIEY QAR F37loH, AR e ot At

v HloJH ZF&(representation)= ¢t H-E& FX(generic structure) A5

v' M2M ojZg|A o], M2M Device/Gateway 18| 7]€} 7|7|o|A AMEEE FE

29 (Information Model) 7t ¥Z7]%5(translation mechanism) A&
v 7 71719 A B 5 e s Al
....................................................................................... —
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2.3.4. A|HE| 31ASS
AEEYl Aujaes AE BA 29 P E(description)& 7IWFOE mash—up, &4
5ol 7Fsstth, e ARt e R AYH F FEpe A oln, AR FES ofet At
v' Resource2} M2M o1Z&A|0]| 2] semantic description & (¢]l. create, retrieve,
update, delete)
Semantic descriptione $%t common modeling language A
0]Z modeling o] 7+ A% AS(interworking) 715 A&
Semantic description 7|8t M2M Resource %A
M2M System @< "] 3+ semantic description® access® 4= Y+ 75
Semantic description®]] 7]¥Fet M2M d|o|g EAX(analytics) 7|5

Semantic mash—up 715 AFCHE 7171 B4, A7t M2M AB|A AlE 5)

A N N N N

2.3.5. HOF QAL

B SRS AOIE U, P, Dos 9 5 9L HER NAUALY
oj ZZ|A o] L‘ﬂ‘oﬂ et Hets ohRA o, aAEer HoH F IE o=
267jolct. Fa gL thew 2t

v DOS(Denial of Service), Y% (Impersonation), Replay &2l et RS AA

v dlo]g]9] H|Y-FA|(confidentiality), A4 (integrity) 273

v" USIM(Universal Subscriber Identity Module)/UICC(Universal IC Card) 18]l
HEYSE A Het A AA

714 YIEYA, M2M Service, M2M ol&=Z|Al0l1A AHl& 2F S S AA
ARIE v HE Alo] it /RS 2]
Hob S A (security credential) Al-&(provisioning) ¥ ]
Heb A B E8, BA, 2= ol gk A/ e 24
oneM2M Device®] HW, SW, firmware 2744 &1L 23t A
HSM(Hardware Security Module) AR
A2 YA FH| gt viEA] AA

AN NN Y N NN

2.3.6. Il 7Are
B3t BeIst ARAEY aTARRS F67loln], AR FEL thed) 2,
v mEm peE gRad 715EeAE AR
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)
v AE| A8 IHES] £E I ARE HA AT = A= 7
v 2PE3kE QoS7E AEH dlolE ARE ik I dHlolE 7|& 23
v 71A HEYATT Aleste daAA QAR
v IF ARE HL(billing) FHoE AP
v I I oHIE YA
2.3.7. 2 1A
&3 JHF AREIEHY aARRS F67101H, AlE FE2 o3t 2
v M2M olEZgAlold BUEY 9 AT 7|5
v M2M ojZ&|Ao]Ae] gt Software Management 7%
v M2M ojZg]Ao] A3PATe] A|o](start, stop, restart)
v 714 HEQZE o83 EffF(traffic) 2AESH(AEHH A AlF Al
v M2M Device/M2M Gateway?] AME, EZ|E EA 5o tis}e] M2M Applicationi}
AH w3}
v M2M Device/M2M Gateway?] Arg, EdfjE] EA Fof tiste] 7|A HEYI L} FHE e
2.3.8. SM 2FH XMz 27tArEt
A 933 JHZ AFERIFHY QAR F57l0|H, AR 382 o33t
v M2M ojZgAlolAdofA A4 AH|AE AlFdhke M2M Gateway2t M2M Device2]
HA|X] ¥ = (buffering)
v wEyg " HAZ] A (forwarding)
v QoS TEtulg, 4459 5ol 8" M2M oj&AlolAde] Al 8 &
v ooy AARHEH AEEE oo HAAE M2M Gateway/M2M Device WollA]
Al e
v' M2M Session¥} #HH context F4]
oneM2M 84} A GA] B2 =971 AT, 11 F9 s g A FE
o|th. AlAl Zt=e] WeAlet A= oE ofAREe] BV "), Auirte] 8o
Ao g go] BUst= dlof B =971 %y, I A TS-00119] Definitions
and Acronymsol|Xe}t Zo] M-EgHo|1 FUH G2 HYT 5= AT
oneM2M SR FAFHFEAE 3EZ330] architecture = & thFo]2 A4 TS—-001121
Definition and Acronym< ZZ3IchH @ 20| & FHolt},
--------------------------------------------------------------------------------------- —
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ZH oneM2M BE EM
TS—0001: FUNCTIONAL ARCHITECTURE

Automotive Energy Home

Application Application Anpplication Application Anpplication Application
A B [o D E F

Communication Service Layer
Y Common Functions applicable to different application domains

M Platform

Communication Devices & Hardware

2

M

Communication Technologies & Protocols

()
d

Access
Network
XA

=

M2M
Sensor
“&
=T

=

a d@" ‘3
@ @ um@ uyi ﬁ} o

3 3-1) A=Y IS8 SHS0| fRlsks Y

ol
rr

oneM2M AREQIEYl SHEFS A 17804 AWt viel o] M2M AlA, AAhL H
ol YEYHA, M2M EHE, M2M oj&gAo]de] =34 md oA SHEel AlA,
duo|2 9 YEQA 7e2 AYs 7|9 7es &Este 725 AT oneM2M
AN BESHE APkl e A2 oS HEZR oS AloldA 87 E= 3
715S XY= M2M ZRHE g ol

G oneM2MOA HEstal Q= 3% Z3E2 Common Service Entity (CSE) k=
fo2 o= &, et ofEA o)A Y3 35 AYA Ve AT £ e
AZolels YulE 2=t} CSE= =88 202 AH|A ZRHPo|E7} A|lFske AW ¢zt
A& Bk ofuel MM, dulo|iof ZEprtke ulEde] &89 E AL YEYIS 4
Aot= Alo|EFole] njEfllo] 2"Oo R HHo] 7hgdttt & oneM2Me| #E3F tiAf2
AH, AlEe], Hulo|xo HAE = = vl 2"l digt 2235 Xdsh=

=
o>




ol

oneM2M AMH|A ZEHE X AN

AolaL o5 F3A AH, AlolEHe], HutelA A F9s 7R AERIHY AH|A

TEERES LZESo doloje THoA HH i Common Service Entity
(CSE)= M2M ojZgAlold 2233t 7]7]19] eHdo|d A|AF AZEQo] Alo]ofx
FAEE AZEOR AT = Ut} T HEZ ofEHAolHA 84 E= TlE
=58 A7) Y3 Edy ZHPEo AFS dukdly g rsoaAL 97 A,
AR, |4, dHolg 3, dHoly Eik, tufolx #E, HoMEo FFAQ 7=
AFgo=za M2M tupo]A 9 M2M o &Aool AtolollA AH|A Al $g STt
dlolg g 9 HEE Au|AE At

3.1. oneM2M HEZ EsiE0o| FH

FlEe] Ml Zzulold W ofZelAold FHHA SREW L] oneM2M 4
B4 BREY FHE e 2ot
7)ol 2k AEl Z2ulolr] WE 183 ool M F4H 0= LU
ABQE Y ERAEY LS WA 4 k. a0 £HH FEEAEY 2YoR
o] AAS B3 AN A0 BHAE AT 4 Ak
7 B FEEAFE] Y ABAL ool Huls A $ipE o
Fi G} QI ol BE BREL B oiZelAoldo] aTsks Tkt 7% S

= 38Y T W] "Rl olF S3lA AvL Z2ujo|E= AL AT Al i

SAES l"“ﬁ 5, Y=, AR, M T AHE 9 AR 0] ol
A gon A~ZEojHOoR :rL A HAEZUES AT 5= 7] "ol ol& &3
3} E]&E°] Trouble Shootings 3t +FH|E-2 TAAAA 4= ot
v REEZIE $BE FEEAEE MY UEYIE dAIAEL ST HIEHZAA Al
Sk AHIAE &85t FEoA AAA UEHZE F-835tes dAEERE AfdH)A
2 AMF713] ] A AlEEl =
v ARERIEY FeEHE gt %4 J SHol|lA EE3HE
2 ZzHlolt] PAAENA 3-89 olsi=E AlFsta weha 7]&
oA ZAAgl gt A R FAo e HHIEH &F4= S-St

Hag AL 4 ot

_4

<, oneM2M EF ZHES T AL = AIPHA 719=R AEE = Ao A=
AEH S2FE] whEst /A, o]F & T B Y vlEAR, olE § A B4
ol o S 7R oneM2M ARERIEYl FF AH|A BE STUEO]
M Aoz & 5
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(®

3.2. oneM2M BE EHE o7 |EHIx| =

To
Infrastructure
domain of

other Service
Provider

oneM2M ¥& EHEE #olo] opp|dlA Aud=A FEsH ATl M2M o &80l A
glojojet shkel M2M YEHS AH|2 Fojo] Alolo]] YX|haL Qlom YIEI AfH|A
glojoj7t AlFshe HIEHNA AH|AE f-85PA M2M 7|5 teiRt ojE Aol d=olA
3 7= AT fg 35 AHl Folol2 #RE 4 Stk

T3 " (3-2)%}F #o] oneM2M EHE o8| A= 75 QdEE ZEE %3] 7ts
st AlA, dFoflold, tiufo|X Alo|EH o7l YX|oh= BE =H|¢l FHT AH|A Z2
HolEl 9] Aw7} YA|ok= AZfAEYA =9l gYog JLio] 7hesitt, ERF 24219
Zr|QloflA Folof oF|ElA mEojx AHEAN o] ojFTA o] #o]o{Ql Application
Entity (AE), 3% AH]2& Z3E Fo]ojQ]l Common Service Entity (CSE), HIEYA
AH)A glo]o]Ql Network Service Entity (NSE)Z2 Haj3le] 7% 2dS Aolsla Qo)

I (3-20Ae}t Zo] FHE gl W IEZHAEHA Z=HRloA YX]k= 7]E QE
g2kl W E= 22| AdE e itk Foe that At

v' Application Entity (AE): M2M AH|IAE A|lF3sl7] Y3t oj&2AlolA 76 23S

ojmm Z¥Z+9] AE+= 4% AE-IDE 1EE ), AR gt A 2A= TAA 2", &
HfEZZE A|AF dAA|o] ALEE 93t ofEAlold R ujA o] 7Hesit

v' Common Service Entity (CSE): oneM2M &% AH|A &

Agdte FEo=A HFH A2FOoRAE nEdo] 2ZEH oo sigdttt, i




oneM2M AMH|A ESHE 2F s

x

(m |
il r[r

<

L orat

<

CSE%fl+= 12709 Common Service Function 3L
RoH HF FF Ve IR ZRIES T4 F lr:EEM /ﬂ‘ﬂ] 74]% s
Uth. dE CSEx= AEE +dshe W4T niR7IX|2 CSE-IDE &34 +Y35HA
A 7Hssitt,

Network Service Entity (NSE): CSE7} 9|3t u|&¢o19] s U EY T Au]|A0
et 443}t 9= CSEAA HIEHR AH|AE AlSdth Als 7Fs3t YIEYA AH]
29] g 24 Hupo|A e, R, fHlolX EFAT AH|A Foln i A4
25 QA= HIEHZ An|A7F ol

_a-l

‘Mca, Mcc, Mcn, Mcc & 47H—4 %.ZS ?_1 7]— XLJQ" °‘°U=1 g Z=xxel
SolA AE, CSE, NSE & 7H9] %ol o|fXItt,
Mca (M2M Communication with AE) 2F& ¥QIE: AE 9} CSE 719 d& ZQEE
7He719, 39 AE7} CSEoA AlFdhs 35 AHlA 7[5 o857 93t API ¢
A7 ZEo|1, CSE 9 AE7IY] BAIS %’4?‘& 72 ZIEO|T,
Mce (M2M Communication with CSE) =% ZQlE: T 79| CSEZH] 4
7Fe]7|H, CSES}F thE CSE7HS] Ad|A '6‘7H 9 FAE 7FssHA sk 92 EZQIEo|t
il
o

Mcn (M2M Communication with NSE) 2% ZQlE: CSEQ} NSE7HY] E
7+e]7|™, CSE7}F NSESA AlgEe YEHZ A8l 7= o8 4= Sle= 92 =3
Eo|HA YELA Fo29 Holg MY A2 ZIEo|t

Mce (M2M Commmunication with CSE of different M2M Service Provider) 2%
ERIE: A2 tE Au]L Z=Hpo|rof FE2|Ql CSEZHY] A5 ZIJAEE 7174,
AE|A Z2HPo|E 7F CSEARO]S] AH|A 37l 9 4l A|¥sks 94 2 Eo|H

oneM2M opF|8lA HE2 L= EHQl, JAZHAEHA LErlo] $X|sk= CSESF AR

o435}
=32

U 7lsel g FRE Vo 455 wTERlS Yolsha gk ol T 1Y

3=3)°] oneM2M =& FAmde] FA|E] i},

v

Infrastructure Node (IN): QIZZAEZH To|¢lo)| ¢x]5}1 = IN-CSEE =&
k= =2 Al 717]oth, i IN Ajv|A Z=2utolr - 3 7Y INS A Hdk= A
o2 AojEn IN2 3+ 72 CSES 071 ool AEE Edsh= FeHZ A" =
214 717191 INoj| Wi == 224 71712 AWE A2 & 4 Atk INS Mce &=
ZRAEES FalA gt 7l oSl MN} gt 7f o]4te] ASNT dEE™ Mca Fr=23EQ1

= B34 3 i ol ADNT d5E 4= Stk Mec' & FalA] thE Afv|2 Za2u}
olt] Fgof AT INT} HFo] AP

I b s
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(®

. . -~ - .
’ Field Domain Ny Infrastructure Domain ¥

Mcc

\_—_—_—_—_—_— T ——

—— e — —
e B T T T —

<
T8
H
m
\__________________________f

o o e

M2M M2M M2M Admln/
Device Gateway Server User

a2l (3-3) oneM2M = A mdl

v Middle Node (MN): ZE& =dQlo] §jX]gF MN-CSEE X3sh= =24 7]7]o|t},
o MNZ 2t 7l12] CSES}F 071 o1}e] AE & X3shk= FHi=z H4EH =84 717]
¢l MNoj| vjA == &84 7|7|2= AlCIEHCIE d= & 4 AUtk MN2 Mce =
ZINEE FaA Aol 3hte] IN = MNY AEE™ Mcece JEREJIEE F3lA
ASNT} %5 9 Mca HFZIRNEE 53 ADNT d5E 4 ot

v" Application Service Node (ASN): FE Zw|Qlo] 9X]gF ASN-CSEQ} ASN-AES
EZgela Y= =% 7)7]0lt}, s ASN2 3t 7je] CSES} 17 oJAte] AEE 32§
Sk FEl= TAEH =224 ASNe| Wi == E84] 7]7]| 2= M2M HHlo]AE o=

= = Slth ASN & Mce J=2ZRIEES F84 T 719 MN E+= 3 79 INoj| 45

=

v Application Dedicated Node (ADN): Z& Zd|Qlo] ¢*]3t ADN-AES *Z3}5}a
CSEE 2Z35HA] %= =84 7|7]olth. & sl ADN+= CSEZ} glat, 17)] o] AES
Z3tt}, =] ADNe|| MR == =24 7172 AlA " dFool et 22 A4
AekAQl M2M tHlo|AS o2 & 2= glt}, ADNS Mca FRIJIEE E3A4 MN
= ING A5EHe +25 2=t

) ml
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3.3. oneM2M & AMH|A 7|5 =Y

kA A3t vk} ZHo] oneM2M ZE AH|A ZIPE Jutal B2 S)o] olF|ElY HZF
BAoA tFE1 Q= HFES Common Service Entity (CSE)o] i3t 7|55 #&3}
3= Aotk I G 715 5L oneM2Mo] At Q= FAA 7)HE o}F|ElH]
TZE Jdloz ZHzZ] gaAs Bloa g ZE AMulA 715So] mdFT Q)
oneM2M ¥23} 2ty ZPAe AAF oz fFaAolA W QFARNS ORI, olE
ol 283 7VleEs =58 Hol A2E oPF|dAHE HARleta, A ZREZS Y
5= 3GPP &3} WAloA 3t Stage 71WH] A om wE TS A3kt

olg|gt WAL HIFORE Stage 1oA= 35 EHE0] Ao k= thaFdt An|a
oAZA ol et fAAlCIAE HPsHe FYEel HPEHSGCH Stage 204+=
Stage 1914 =&d L7ARE ST 5= Qe 75 2452 FYsta Y 7leS
Y = Q= FHas B 9 AR E29E A9t FgEol AP Stage
oA = oFIEIAE alejdt RESTful AEFYS] Au|A A ZEEF YA 9 A=A
AT 3t AT 71 ZREZ vRRIgS Fosiatt. 18| Heb 9 fupo]A |,
A8t A WEA 2L Stage 1, 2, 3 Hyto| 24 w23 A=),

3.4. oneM2M Z5 AMH|A 7|5

Group

Registration Discovery Management

Security

Application &
Service
Management

Data

Subscription & Device

Notification

Management &

M
Repository anagement

Network
Service
Exposure

Service
Location Charging &
Accounting

Communication
Management

a2 (3—4) oneM2M Z2EMH|A EEHE0| ZE MH|A 7|5

w
Pl
T
ro
m
ST
o
M4
(|
s
il
(=)
2
o
0]
rok
d
ey
o
w
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oA AHE oneM2M Stage ZrgZA1}t Stage 2914 oneM2M 3-F AJH|E 7]59]
=2 "H3on g FE AH|A 7]15E oneM2M Faa FR 2d 7]Hl o}y|El A
o} gas glozA 8 A 3tAtE oneM2M 5% AHIA 7158 2 12712 9
= g 7]5ol gk olae} ofof thet i ol thEh o]d7F oneM2M ©}]
g3 T3 ZA9 HAHBo|t} 1Y (3—4)oA= oneM2M CSEe] X3+ 12712 3%
AB]A 715 (Common Service Function)& EA13} sl 9lom ztzhe] 7152 gliaA
Eleloz FHEEI Mce, Mca, Mcn R ZQEE EF|A Au|A7F AlZ=H},

3.4.1. Registration (REG) CSF

v' REG CSF+= AE®} CSE £+ CSE®} CSE 7He] 555 €33, o83t &5
AE A oneM2M A EZY & 2 Mo 7H53He oneMaM A

E|7F] dlolg AEE F3F oneM2M AH|A LA o] 7Hs3df Rt

v AE E+= CSE7} 4t CSE®F 55 #AE a4 WXl #A Y tisir 55
8% AEE = Registree, 552 Wolo] ¥ FJHE YA Ao AEEE
Registrar2 2@ 3t} 8]la AA AE, CSE 7He] 83 YA 582
Registree®| Al Registrar®2 H9E= 725 2=ttt 4 5% dlold A/

Y= A B0 MW ofof Tt

Y
/’ I L [ MN (Gateway
ADN (Device) [ ,
;onnectivity /< MN-CSE
:)

ADN-AE |Registration
\
|
/
)
J
/‘
4

U

IN (Infrastructure)

M2M customer’s
istraf AE

IN-CSE
3G Network

Registration]

A

2! (3-5) oneM2M QIE|E|Zt9| Registration

v 18 (3-5)¢] ¥&@H A3} Zo] ADN-AEE MN-CSEd] 52 8X< 39 &3
MN-CSE= 5 873 "A|AE A ste] ADN-AEQL MN-CSE Atolo] #AE
W=t} MN-CSEL} IN-CSE#AL}F M2M Customer AE2} IN-AEQ] TA =
Registree—Registrar A7} A=}
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3.4.2. Communication Management and Delivery Handling (CMDH) CSF

v' CSEZr, AE®} CSEZL, dHlolH HEA|o] NSEE &%t dlolg AY AH|AE AlF
3t 752 ©9%tt. CMDH CSFE HAIA] AES HalA Al Bd %] a8x
o YESI A2 &3l HIRE ATt 3 AR E vi2 B 5 gl
AY B AA osfiA HAIAE Hotd HEees 8% =W g HAIA o of
SiA HIAIA] HEF 9 Aggregation AES A3,

v' CMDH CSF% Policy 7]5+¢] dlojg 3 2 AgS A Ysty & =gl X3
AE = CSEZ} AH|& Z2HPo|E 9] Au|Xof 7HE of & PolicyE FEAIT
o=2x A3dE 4 Ut

v Od (3-6)3 o] Mee Iz ZRIEE F3 Hlo|g Y Mg Ale] CMDH CSF7} o]
gt oE 7|A YEYIE 8T A T omt Au|A Holo T fol
Ag ARZE AAJIARE Z2AsH do]gle Store—and—Forward 7|8+ do|g
ALdS A Ysiet,

Application nfrastructure
Service Node Node

AE1
Middle Node

CSE2

CMDH

3% (3-6) CMDH CSF MH|A HIZ o

3.4.3. Data Management and Repository (DMR) CSF

v' DMR CSF= 7|24 22 gojg AR 7ls2 AFshz Aol ES tlojg 9
BRQl, AlTHEl AR, AIZE, 9iX|eF wAgt vlolH o £& W flojE ZHo] WA W
dlolg A 75 AlETrt.

v' DMR CSF oA #&sh= tlolEl= thdet i Belo] tigh AR dadas
oltt. AFEE HolH= a3t &o] €7 &= Ut ofEAIelA HlolH, Auls

-
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v DMG CSFX tjufo|lA 3] 7158

T=2E dlolg, T= dHlolE, YA AR dlolH, tulolx FE HlojH, AlME HH
glofe], H Het B dlojH, $4l mEtnE ek #A% HolHEe] 2 4 A

v’ CSE°| 1A% DMR & ARl 7le2 873 3 AE Hojge 2 8 AZE

Gt g slolE: AR 8 CSE 7H) gold A Alef 71EAel A4 Ae A
UES AT Ro® ¥ 4 gk

3.4.4. Device Management (DMG) CSF

5ot 36 Al 7|Eolth, HufolA #e
AE MN (M2M Ale]EYo]), ASN (M2M tjujo]A) 9l M2M Area Networko]
AR A D AFoolE e}t T2 A AFHQl futo|AE EZFFITEH TiHlo|A
Talof #3 HARE 2ZAaA oz FHET AA|FQl oneM2Moj|A| tjufo]A
we 7les @9t ZREZE HHfolA Y E T ZREFTEA Wol| A
91 9) BBF TR-069, OMA-DM, OMA-LWMIM Z2EZS etz e Ho|
stal Qlok, 123l o] & IS4 tHfolA e Al AR ZEEFIHE P

uto] A FEjetarl k2 tjutolAo)] AXE Heojo] tigt e, fufo]s stEgo]
A-ddE (Mg, wEy F), dutels & A #e, Ads Z3A3 DMG
CSF7} g3l 7)15L8 (DCF), Device Diagnostics
Monitoring Function (DDMF), Device Firmware Management Function
(DFMF), Device Topology Management Function (DTMF)2.2 B=3F 4= Qlt},

MN/ASN IN
CSE CSE

_____ DMG DMG

QOut of Scope Management Mec Management
Adapter Adapter

Device in M2 g ms!
Area Network !

™ Poy | T | ol

Proxy || q 9 —— | |
Management | L1 | Management |Management| — Management

mp Proxy Client me | Server
L Clent  Loofomnnd A AN o | . SO p e

[____'__I

a2 (3-7) Cl|HIo|A 2| ZH
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v 38 B-T)oA EXo] oneM2MoA tiHto]A #HE 9|3 7|52 DMG CSF7}
F3dohy AlA| L2 EZo| Management Server, Management Adapter, Management
Client ¥ Proxy AolA &%ttt DMG CSFolA @d3h= tutolx 2] glax
= Management AdapterE E3jA AA| T2EZF<2 BBF TR-069, OMA-DM,
OMA-LWM2MOo. &2 H3lo] T, Management Server?} Management Client 2
ProxyE 3|4 WHo] U&7k MN, ASN, M2M Area Networkoe] $x|gt tju}
o| 28] W E 3YsA Hrh

v oneM2Me tiufels elE 93 s vl U AR AX W EET) Yo
we #ES oSk Jlen AA Hepola HHE SRt ZREF W ST il
A ] opF|ElA 9] FAAHQ] EE-2 Out—of—ScopeE st i},

3.4.5. Application and Service Layer Mangement (ASM) CSF

v ASM CSF+ ADN, ASN, MN, INoj| 9]x]gt AES} CSE £ZEg oo tjgt e
7152 @93t i 7152 AESF CSEQ] A%, HddolE, AEXR], AA
ot 715 Al 9eeth

v' ASM CSF9] 7]%5& Configuration Function (CF)?} Software Management
Function (SMF)2. 2 E&FEn SMFQ| 7|50 2% CSF, AR I3t AZEY o] o
71 o) Alo]ZF B (Install, Installed, Updating, Uninstalling and
Uninstalled) & €33t}

3.4.6. Discovery (DIS) CSF

v' DIS CSFx 7|23 02 oneM2M A 9 oETEE] T7] Au|A AR gt
AN 7152 AFet. AT 716y AT gas 9 oELRE it 2o o
21 2EQZe Wiy AMEYEE SEA AFEHT, dAM digh #HYE Hule
Originator + Discovery Request & AEd uw, Filter Criterias 3|4 =g
% 9 HAE YO FEF o thgt &2 AlFerh. Filter Criteriad] B7|= &
He o5 59, AEY B, WA AEHZE, o AN, AN a9
A (82 e, WEAe) 53 Zh

v Discovery Request & A3 CSEx #AHAQ] glaro] gt AME £33 39
Filter Criteria®] watA 3t BH8SHA El=d|, ANH 2429 URI gAEE
A wkgk gro 2 At

v' Discovery Request®] gt HA|X] =41 AJo] CSE+= A4S EX X2 SHASHA] &
+ Discovery 84 HAIA|QL 5ol dejA AHAA 552 AE E= CSER 4
83 WAXE ADste] F7HE Q] HMo] 7t e s X|¥o] 7hsst o= FAMA

o2 44 2 + o
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3.4.7. Group Management (GMG) CSF
v’ GMG CSF& #2259 O3S H9ste 2§ Zale gt #e 7s& A+
ok, a8a 2y (3-8)1} Zo] Originator= QAWAIRE 15 glaAo] 3Hd
HYORN, IF Basd] &3 W PAAE BEolA ] b ol
Bulk e#o]dolatar g,
Oldl=laEdela ] Access group resource Hosting CSE
ik -fEE
Response
\
Nested
Group
a3 (3—-8) GMG CSF
AE Subscription Request | ilesiilils 6512
(Originator) "  Notification
Response becomes eligible
<« SUB CSF -
Send notification Send notification
a3 (3-9) SUB CSF
v E3L Bulk L olAS 3t & IF0 &3 HH faiso] g 21 SEHS
GMG CSF7} #&ste] Bulk 2##o]ds 8743 OriginatorollAl 395 & < U
v OF gai &3 faisd T2 AAA HIE 7HR] HHEEN 1F%0] He
AL 7HYsta 9lom, T2 AANA A 7HX] WHEET TAAEHE AL GMG
CSF7} A%she 9¢S B9t
v g Yaid WHEA I AAE T 5 Q7] g2 A& 2Fl Higt
A RS ggshe] th AR 41 T8 et $Y= AFstel Originator
oA Ago| 7Fssitt,
BE------ - ---ssssEssEsssEssEEssEEsEEEsEEEsEEsEEEEEEssEEsEEEEEEEsEEssEEsEEEsEEssEEssEEss
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3.4.8. Subscription and Notification (SUB) CSF

v SUB CSF& a2 gzt #5455 #ejehal #as 3 HEHRES i A
o|E HMY, Child 2429 A4, A 5 siF gl izt ESF 2 #HATH
Ho} ARE FA = 982 @9t 18 B3-9oA Hxo] diF it
et #is7b TSRS o, ool Tt W HE = T Ao Subscribedt
F=AA TE "ok g FEAEE AT o, FAE W] f% AR =
Notification URI AXo & HA|AE A gas URI FJE7F S0t

vV FEAE oEd ofIET WASHE Wl FAE WUIE Hste= AE BAISH
o] 9laz, o]of i3t AR Filter Criteriad] FHETH o] vlgte g SUB CSF=
gar 9 ojEFHE] {uo|E WA Child 2420 A L A7} WHAYEHES
3%l FE5A7F HAIEE Notification URI JEE vlgoz FHEHA Hof 753t

wAsto] =2 AF Pazo gt M3E =8 = QAL OF il 4=
TFOozA IF| &3 fat PYAE A7) 55 A FAAE G IFol £
gas FAES gt HFE FHE e = QUth

v ZF FE AR AgE o, AR, oBA AEEA o W FEE A AT
CMDH CSFE -g38ljA A|HHrt.

rf

3.4.9. Location (LOC) CSF

v' LOC CSF = AE9 97 X a4 tisiA] ASN, MN¥ I=E XPRE I5
st7] 9t WS Al$shes CSFolth, o7l YAABEE 8Fst= AE= LOC
CSF7} &3 CSEQ} 22 Eof| fAdt= 249 9 = tE B9 ¢4
o}L YRES HFLE 2GSt olof tigt A A x| X HEL LOC CSF7}h

LEaccie=

v' LOC CSF7} AlFst= AT Aulies Al 7HA] WS A Qshal glom X H
AF AHE &8st HH, GPSE 22 X4l =0l & HHlo|A AAH o=
gt W, Y F 7HA] Hhio] BE A YUET] of#E stEdo] BaiTt Aof

Aolal, HEQA Zairt AoFAQl dHulo|AE 3t I/ WA YAFE AT

L ‘%‘3% AlFskaL Ut

a9 B3-1002 FHEAY AR AFHes #AskL Utk g LHA

MN2 MN¥# AZ%H ADN 0, 1, 2, 39 i3t EEEX] JHE vlgfo =2 AE7} A4

(ADNO)oll tigt 9IAARE 2 WL w] ADNOQ AtiF el 9X& 7|¥tez g

AANAEE AlFstHA ot

ol
‘1]
;O

rlo

_9.
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Topology Information
(Obtained though DM Technology)

Location
Requestor — ADN_O
(Location of itself)

13 (3—-10) LOC CSFe| 37 HWale| X|HE X3

3.4.10. Network Service Exposure, Service Execution and Triggering (NSSE) CSF

3GPP UE
d with 3GPP Identif
ier / oneM2M M2M-Ext-1D)

3GPP Core
Network

12! (3—11) Device Triggering

v/ NSSE CSF& 7|4 U EHA THE 54 FE5HY Men FRIQIEES B3 Y
EQI dAMA Hu|AE AlF3tt NSSEE 53to] 7|4 YEYIE AMEs= AR
E+= CSE= NSSEE 3% F43E FEE g ez A HEHA 7<)
it AHAHQ ARt 743 2 5 Qo

v' NSSE CSF7} Algshs 7|s5s U= &t dHlolX Triggering, HEHIE
% AR FA], futolx e % Policy 7|¥F YEHZ H #7 55 A+
Lle=gpail=

v NSSE CSF&= Mcn HIRERIEE 53 HEYZ dZ2 2 AH #FHE Y3
CMDH CSFolA 71# HEQ =} g HEE A|F3dte] Policy 7|8k dlold
AL A gt
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M4
o

\

v a9 8-11)2 IN-CSEE &% Tt Zudlo $1X3 ASN/MN tHjo]AE
wake—updt7] ¢ Triggering = WAYSS YEFH I o™ 3T Triggering

v =

HAYES NSSES 7|4 HEHIZE FsiA Ao

3.4.11, Security (SEC) CSF

SEC CSF

Access
Management

Security
Association
Establishment

[dentity Protection Security

Administration

Authentication

Key Derivation

Pseudonymity

i ey Megotiation

| SE Management
Credential
Management

Manangement

|| Subscription

Sensitive Data Handling

[SEn
[sE..
Security Environment 1

Subscription

| Securty Keys | | Security Policies | | |nformation

Sensitive
Functions

" ee

| Local Credentials ” | dentity Information | =
Sensitive Data

12 (3-12) SEC CSF

SEC CSF+ oneM2M 3§ AH|A ZHEO] -5 7| 5024 Ht vAYSS
St 7o @Rt Alehe EHeE fiAHUSS 19 (3—-12) ¢ SEC CSF 71594

H%o0| Sensitive Data handling, Security Administration, Access control

A&

management, Identity Protection, Security Association A&} Zth,
Sensitive Data Handling: oneM2M A|AHO|A HE7] W Q=i AR =2
WIS, el etolulAl AR 9 we 7] 9 UneET AT HuE BEsle
7e= AlFEt

Access Control: @420 tgt CRUD L¥dgolde &3 AL
T Yazof Ho] 7HERAIE HetH o ® A Ash= wAHYUSH
2517] St A2 AE BAE € B4 AAE §Eet
Security Association: M2M X=X Alojo]| glojg] AE A], 7]dA
gt 7152 AlEsty olE HsiA Key A4 R wg 5,

Al aAA7} o)
s elazno] 3

039
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3.4.12, Service Charing and Accounting (SCA) CSF

v' SCA CSFi oneM2M +F AH|E EREFS T3 ATHE Avl2of digh =
AA D o] B/ 715 ATt

v 33 BT BRNAE Aua Z2utelnel i) ZIYSHe WAS BE 7HY
719 T AT, 2laso FE Alwitt o|RlET} Byt o] & dbgof E-85h=
oMMIE|5t T o] T ) HAE SCA CSFE A ict,

v SCA CSF&= AI7HA 7l5o2 FAEE . 9 7o d= ddd 43 2 4%
< #8]3l= Charging management function, I o|HE] gt Az L AR
71E&& #Elsk= Charging triggering function, 23Xl H= ARE EHAA
Alatth 7]1E38k= Offline charging functiong ZF3ic,

3.5. oneM2M HIA|X| S 2

oneM2M J% AlH|A Zo gaA 7)Ht opF|Eld FXRE 7FAM Common
Service Entity (CSE)7} Z&3sta U= 12719 CSFsE gliaA gloz FdHst
Atk EZF AE E CSEZF g2 figh H3L2 7|28 2= Mcc @ Mca 7|8k =
ZRIE Abolof| 2/3H 24 7|vte = flojg ugho| oAtk uwEhA Y 2%/
2% TNAE BN oneMaMel Farol g W2E FaA UA AeE
oneMaM Au]27} ol9 AT & 4 ek,

a9 (3-13)2 oneM2M9| 7|2AQl 43/SH HAA ZFELE UEd AL=EA
A 83 §H EEoA Originator= AE E&= CSEZF Hi, 8% HAIXE 4
3l= Receiver= CSE X AEZ} E 4 9t} T3+ AESF CSEZF] WAz n3te
Mca Fz ZRIEE F3A 283l CSE 7H9] WAIA] wghE Mce JRIERIES F3f
A gAskt @ 3/SH HAA] ¢toll= oneM2M HlolE S AE3 7] QA o]= 9%t
HAIR] st e Eo] A ojH,

]
P

Originator Receiver
(AE/CSE) (AE/CSE)

Request message

Resources

Response message




oneM2M A{H|A

=3z

23 S

7}
ot &

3.5.1. oneM2M & O|A|X]
23 HAR=
olMHE At St} AL MAFS

of

a0l

EZ 2| (Target) a0 gt 2HFo]HE
8 A3l+= CREATE,

Nzoz 5749 ouj

g9 gt & 7HA
9= A& 23 RETRIEVE, 420 gt & 7457 $1%t UPDATE, @4
| A3 AAE Y3t DELETE, 181l g2|4A9] ke dolx EHXHs= NOTIFY 7}

ol#gt 2uoldS ofAL=A CRUDN ofztal g 4 U 7 2udoldS 7IE
o2 9 HAA = 7EHor 2EE A wetrlEe vAAIARD &4t
A, 84 wAA Higt HEtnE e FR W A/ diRE 2oF 2=
G- &,
H (3-1) 2% HIAIX| oj2ioe 29
Request message . .
parameter\Operation Create Retrieve Update Delete \[o] 414V
Operation (op) - operation to be M M M M M
executed
To (to) - the address of the target
resource on the target CSE M M M M M
From (fr) - the identifier of the
message Originator M M M M M
Request Identifier (ri) - uniquely
identifies a Request message M M M M M
Resource Type (ty) - of resource
to be created M N/A N/A N/A N/A
Name (nm) - of resource to be created 0 N/A N/A N/A N/A
Content (cn) - to be transferred M 0] M N/A M
Request Expiration Timestamp (rget) 0 0 0 0 0
- when the request message expires
Result Expiration Timestamp (rset)
-when the result message expires o 0 0 © ©
Response Type (rt) - type of
response that shall be sent to the (o} (0] (0] 0 0
Originator
Result Content (rc) - the expected
components of the result o o o © N/A
Event Category (ec) - indicates
how and when the system should (0] 0] 0] 0 (0]
deliver the message
Delivery Aggregation (da) - aggregation
of requests to the same target CSE (0} (0] (0] 0 0]
is to be used
Filter Criteria (fc) - conditions for
filtered retrieve operation N/A o N/A N/A N/A
Discovery Result Type (Disrestype)
- format of information returned N/A o] N/A N/A N/A
for Discovery operation
--------------------------------------------------------------------------------------- I
3. AlZ Qe & SUZ0| & Z281? 041



Telecommunications Technology Association

042

9% wAR o ZE= getulg B3t Age theal gt

v
v
v
v

<N X X

Operation: CRUDN 2 ¥ do]Ado] T3t FA]

To: EAX|(Target) gaAo] st URIE JA|

From: Originator®] gt IdentifierE 3FA|

Request Identifier: 8% H|A|&]o] T3t Identifier NumberE ¥A|stY SH )
Al Ao gt MiAS s3] % == 283

Resource Type: CREATE ¥ o] 2% HA|X|o| 3= getu|g 2 A A
A she das Bele EA

Name: CREATE 2#go]d 27 HA|X]of 23td = Q= Hetu|g =24 At
Ashe elas ol8L EA

Content: 8% HWA|A]o] 23tE= A= Hlo|HE #FA|

Request Expiration Time Stamp: 9% W A|X|of| tgt Tt7 A|7HS HEA]
Result Expiration Time Stamp: &9 HA|R|o] 3t w7 A7 FA]
Response Type: A7HA| B}l A st 27 WAIA| &) S5 Ao et JoE
FAI8H (blockingRequest, nonBlockingRequestSynch, nonBlockingRequestAsynch)
Result Content: 28 HA|Z|o] @7]= W&of tidt QFAS BAIS (attributes,
attributes+child resources, child—resource, nothing)

Event Category: CMDH CSF<} ##HQ+= detu|g 24 QAW AR tjst A7
=% ARE FA (immediate, bestEffort, latest)

Delivery Aggregation: 8% wA|X|o] gt A Alof| &2 FAA| =2 Fsl= HA]
Ao thgt aggregations Y A9 RS EAF

Filter Criteria: g]&A AME A AFLH, giaA AN A AFREE= o3 274
we BAF

Discovery Result Type: #]&2 HA A] bigte]= A3l F2lof tigt Jo&
F A3 (Hierarchical URI, Non—Hierarchical URI, CSE—ID+Resource—ID)

3.5.2. oneM2M SE HA|X]

Originator oA Edl 9% HA| A tigt A& 3 & =41 <
=33t S AR E 24 Originatoroll Al AEsHA Hed 3

=

ZAAQ veto g el 245 wetu|EES A%t A wEtvE e o gk

v

Response Code: ¢ WA= 3|F 24 HA|X]o] that A2 A&, Ao, Tt
0l JHIZ S IF=E mEtu|g oz wEele AL EAF (Successful,

Unsuccessful, Acknowledgement)
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HA
ar
nx
Rl

v" Request Identifier: 2% wA|Z]o] 3 Request Identifier®} A3 gh= A
Al sl gtu|gEA S5 wAX o] ZE HAF3t §H HAIX] Q] Request
Identifier= OriginatorolA] &3-S WA x| o wj# o] AML-3}

A% shepulE: et 2

v" Resource Content: -3 HWAA|o] 2= = HolE=2A J3-5HE ”-’H—%Loﬂ e}
A ag]la 8% wAR o] @71 euFo|de] FRFof uEhA E‘r—J W8-S @7 dot

o AT O|ACl A

— Create: Content= MAME 2(aA0 AHX 2 H{ERA HE
— Update: Content= HAE 2|aAo] HEIX HE
— Delete: Content £ M2 AKE 2|AAE JIE £ U2
R%%EF 2|0l ME 2l Discovery &l 2 AnEA gAE

— Retrieve: Content= Retrieve
2laA URI 2|AES| METL

ol
[‘\I
il

o Auj{70[A

ol g2
- Content= AMufel & ol{™¥ET} =zict

3.5.3. CREATE Fu} sliet ST HIAIX] of

* Request
* op: C (Create)
* to: address of the target resource
* fr: Originator ID
* ri: Request Identifier
* ty: resource type to be created

* ¢n: mandatory attributes for the
resource

* nm: resource name

* Response
* rs: result (status codes, etc.)
* ri: Request Identifier

¢ ¢n: address and content of created
resource (if successful)

Request (Create)

Response

J8 (3—-14) CREATE 2F/SHE GIA|

a3 (3-14)9] d¢} Zo] OriginatoroAl LA3E WA|X]o] tdt ReceiverZ+-E
<5 WAA o Z3tEE= gerEHE2 el Z2 ¢ Uk 2F "AA s 29
oA uztu|e|=A] CREATEE 235t To Tiu|E2A HAA] gaid] 4 YRS
ESHSIT From AR ZA QA3%E AdElE 9 IDE 3E35HH Request Identifier AR ZA
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A9 & At T eEtnlElo] @A ok 3 CREATE 2wl Hee=
AstaRl stz gazof gt B BAISHE Resource Type TEt0|ElE EZ3Hs}
o Content Ttetu|E 24 Y5t} dl= glaAo JRE EZFsch ESE JAHC=E

stz sk Ao ik o]F2 Name opatujEof AT 4= Ut

F 2 HAIR o it S WA]X| o= Response Code®l| A&, Ao FRE
5kl 2% W AR EUSE Request IdentifierE 3EE35}e] Originator oA 2%
HAIZZ7F o= 2 wAIR|o] gt SHRAAE Y = A "ot E3 CREATE
84 gt A58 S "WAIR Ffoles BAAE giry JRE 27T = 9
om wkoF Au 3 HWAIR A= Adfolfol Witk EE Content T}zhn|E
zZ3tsto A9 = Ut

3.5.4. BlockingZ! Non—Blocking HIA|X| S2

oneM2M 2% mztu]g o= Response Type Ttu|g|E E3FsE 4~ 9l &g AR
+ Blocking Request, Non—Blocking Synchronous Request, Non—Blocking
Asynchronous Request & AA% 4= o},

Request(op=UPDATE,
to=/{CSE3}/c01, fr=AE1, ri=01, cn,
rt=hlockingRequest)

Internal processing
{forwarding to CSE2)

Request(op=UPDATE,
to=/{CSE3}/c01, fr=AE1, ri=01, cn,
rt=blockingRequest)

Internal processing

{forwarding to CSE3)

Request(op=UPDATE,
to=/{CSE3}/c01, fr=AE1, ri=01, cn,
rt=hlockingRequest)

| Internal processing
{hosting CSE)

Response(“successfully updated”)

Response(“successfully updated”)
Response(“successfully updated”)

12! (3—15) Blocking Request 0ff CHEF HA|X| S 2

Blocking Request 9} T A= Originatore] &% HA|A]of| thdt # 27} Receiver
2RE SHo] 7] A7A OriginatorolA 3id 23 wA|X]o] gt AlAS FA5HH
7Iel= AS=2A I8 (3-15)9 HYAA] 555 zt=t}, 3T o= AE19] Originator 7}




oneM2M AH|A SHE BZZF AN

S SH77k CSES7F B AReIA] CSES el Qi elaso] gt ddiol=Eg 2%
F12 9137 Response Type T=MEZA blockingRequestE E§5HL 2 &2 4 itk

(ol

Request{op=UPDATE,
to=/{CSE3}/c02, fr=AE1, cn,
ri=01, rt= nonBlockingRequestSynch)

Internal processing
{forwarding to CSE2)

Request( op=UPDATE,
to=/{CSE3}/c02, fr=AE1, cn, ri=01,
rt= nonBlockingRequestSynch

Response(OK) *

Internal processing

(forwarding to CSE3)
Response(OK) | Request( op=UPDATE,
to=/{CSE3}/c02, fr=AE1, cn, ri=01,
rt= nonBlockingRequestSynch

Internal processing
(hosting CSE)
Response(OK) T
» ]
Internal processing
| (process UPDATE) |

2! (3—-16) Non—Blocking Request 0f CHgt HIA|X| S5

Non—Blocking Request®} ##H3A= Originator?] 8% wA|X]of th3t E-2]x]ofA
T 27 At S HARAE Agr] 71R] AL MAS FASE B o
Uzt 94 fAIX]o tigh Sl S5 HAIR|RE ¥l W & vEE A|do] FolXlth, o]%9
a3 digt M7t gEEE BEAX2RE Originator2 A2 $459 HAXE LAY
(Non—Blocking Asynchronous) = 27 HA|Z|o] thgt <1 3F HA|X]o] Reference
Resource AEE WolA Originator’} A7} ¢4R5EY+=A]E Reference Resource
of Hate Elst= W4 (Non—Blocking Synchronous)& A st ok, 19
{(3-16)+= Non-Blocking Requesto] o3t HA|A] &5 FA|5tL 9™ Blocking
Request &+ &8 8% HA]X|ol= Response TypelZA] nonBlockingRequestSynch
AEE 25t glom 2F HAX]o digt ERISHS HIE W WS & 5 th

o7 AAS Fujstn 71 $AOR s de A4Xo) A AL dolth, A
AU AW ZAE AT FA7 FEHolof sk Ao|Ego] B AHE Ho} 52
s} HT. oneM2MolAE Aojshe FAL ASN, MN, INo| EAsHew], 7 =7
#Q) A4x)o] E3HeE AE W CSEell ek N2 o2 AUe FESEE, gX) FEo| 43
et
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AE7} CSEOl 552 wf <AE) A& ARt AR tidt HHEE CSES| AR si==
Ytk CSEo| S5€ (AE) A2 FoA dig <AE)ol A osfid + A==
AES] AEE xE3sh=t ol= ol &l At

# (3-2) (AE) X2l £ &2

Ao

It
0x

[=X=]
AE—=ID AABIOA SLU5H AlE 7FsSH AE-ID
name A0l olsher &~ U= AE 0|
=l 7 SHSE A OIE pal=) i i J_I- =
ontologyRef i}'{g AEZ} ;|oHE -~ U= STology HH, App;hcitlgn; Oﬂ Eataa
2S/FAE & of Xt XSk Ontology HEE 2R517| S
. Registrar CSE7} AEO RequestZ Re—targetingsl?| €st HEY3
tOfA
pointOfAccess =A (Eg. IP. FQDN)
nodeLink SH=H CSE2| Node MHEE 7IX|Z = {(node) Of CHS! Link

CSE7} tZ CSEo| A% SE2HLE AL (remoteCSE) AYE AFESith (AE)
Aol FEEHE ol TYsHA CSEZF 4% §5E "= CSE 1+ A2 BFRE
{remoteCSE) ol &gttt QoA A4S SFolgts £ AR, ol off 19
(3—-17>1} Zro] Originator CSE7} Receiver CSEY] 522 Q9%% uw, Originator
CSE®9] ARE x33lo] Receiver CSEY] (remoteCSE) A& A3t olet T
H 5= QAo st SF°)| Receiver CSE7} A}A1Q] AHE E3slal o|F HigtoR
Originator CSE¢] {remoteCSE) AL AWAFo=ZH A5 7+ CSEe] gt ARE
>55HA =t

Originator Receiver
(CSE) (CSE)

Registration Request

>

g e s h

creation

Registration Response

-
-

<remoteCSE>
creation

a7 (3-17) CSE Zt &5 SSol= Hxt




oneM2M AMH|A Z2HE g SiAA
(J

olg] & (3-3)2 <(remoteCSE) A}gof gt 8 AREERAT}

H# (3-3) (remoteCSE) At&E2| &4 HE

Ay

1P
2z

CSE Type (IN-CSE, MN—CSE, ASN-CSE) ME
IN-CSE= Z2 olie ME EA|

CSE-ID AABIOM R AlE 7+sSH CSE-ID
M2M—Ext—ID Device TriggeringS I8t Target Device ID (e.g., MSISDN)

cseType

Trigger—Recepient—ID 3GPP Device Triggering2| Application Port IDO| SHE

siE CSEOl S8t AE/CSEZH HZS %7 flst WEYZ =4 (Eg., P,

FQDN)

nodeLink S CSEC| Node HEZE 7K1 Q= <node) Off CHS Link

NAT A2 S EH0IM T2 HEE|ZEE ZIF(Asynchronous) Request
AR 2 gls Z2 A% {polingChannel) 2F HA|

—

pointOfAccess

requestReachability

i
o

3.7. HIOIEIE XM¥sta S7517|

AE 9 CSEZt 55 HAE T/ B4 & Ava (4, &ntE HE A
oneM2M 7[¥F HIEA FAo] drHY UYEHIE FHste AAES diHde
Ao Ao digt HlolHE AT FHItER 5§ AH|AE AT, dE =
AUE F $8 AH|2oA 7P U MgV = ALY A ARG, g5 5, A F
Aok Mg AY)E Akl Tkl &Hilo] FHE deiFAY oF A7 A4l A
g WSt Aod 4 =T FAo] Hrt o= AHY AHE AGstHA 2 Al
£ +=3h= REST A|&”9] F2k2] E4o|zkal & 4 it

oneM2MoX= & AH|A F2& It WA= HolHE A& Ik
{container) 2} {contentInstance) AL ARSI F 719 AHL 97 L¥HE
o8 AESte EFAAY FAA "M ARESHE HE R B JHOoR o|s
st ot AA dHolErt AFEe fdD g ) B B4 WY wdo] AFEHI A
ZAHo g FAo| H= gAEZE 22 {contentlnstance)@} {container) AL = uljA
Sk £ ok mebs dEE) okl X3S SdE9] i JE (o, FA 37], ool
=, A2 F8E A 5)F U= AXE {containery= ¢toll = HolH Y tiE
ARE ZFstar, mtdo] ZF wtde] AH 9 HA| HolgE EZ3bst= AAY AAH
{contentInstancey A= AA| Clo|HE EZstaL 7} Hlo|g o] JHE EFITh o}
¥ 3-4H1 E (3-5)+= Z} {contentInstance) AFQI} {containery AL A} 2
W 44 Yue Lehic

i

o
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¥ (3—-4) {contentinstance) XI&2| &M XH

=4 L
typeOfContent contentof] MZEE H|0|E{Q] 28 ME (0, SHA text S)
contentSize content?| Byte 37|
content contentinstancedll M&El= A H0]E

H (3-5) {container) AFHQ| Xt Xtal & £ FHE

Rt X2 Aoy
{container) 5t 7S lolE MyA
creator containers AMAst AE L= CSEQ| ID
maxNrOfinstances S containerofl MZAHE 4 Q= ZICH (contentinstance) XFHQ| ==X}
maxByteSize e container?| Z|C &{& Byte 37|
maxInstanceAge S container L {contentinstance) AIR0| MEE 4= = ZICH AR (= T

a9 (3-18)2 oAl A3t {container) APT} {contentlnstance) Ao THL-L
Vel gt AntE & 28 Au|Aoa] W] £xot % ARE UJehfs 1RoA <]
g AES &8ss AS =43t shglth

Home resourceType = CSEBase

Room1 | resourceType = container

Temp resourceType = container

L]

Humidity | resourceType = container

L 2014-09-04

a2 (3-18) CSE 7t &5 SEosh= Hil

resourceType = container

11am | resourceType = contntlnstance
value = 60




oneM2M AMH|A Z2HE g SiAA

3.8. XI& FZ Hlofsh7|

AULE F S8 AH|AE A2 SolBAL Ho = Alg7] A AEE {container)
¢} {contentInstancey Aol Agsld LR g FJHE HIst=F dria 714
gttt oo WE A= Y AH FEE v pEIe L HAE 5 UA=E T A
olif= Aot HE TS| ot tirt HojoF & ZHo|tt,

oneM2Mo A= i HILS HHS FH5F= <{accessControlPolicyy AHEES A9
stof CSEZF 3 Aol ©A Sle AEE Ed= i Ao A 275 SHo=S
3ttt <accessControlPolicyy Aol EgE Adtol= +7} (Request Originator),
3o gt (Target Resource) omHgE 8% (Operation)S & = A=AE FAST

# {(3-6)& {accessControlPolicy) &4 AEE YeERHT <accessControlPolicy)+=
gk vkl Zo] B4 Apef dig F HITE UEZ] wiZel Adutth 7] Eojof

Aol gt} SHAN, AAFer MH|AE NPT = AHuid HJE @] F

A7 v slom, TRt H HTo] FREE= AS "] A8 A =it
HIre T2 g1, H FIHE <accessControlPolicy) Ao 7143t S i
) [ e

o} {accessControlPolicyy?] Ha ARE x3}3Ic}
5

re
i

ol
L

Qo o omx ol
oft oft ri r 2 rlr

E &£407 ‘gecessControlPolicylDs'S Z3Fshc}

B (3—-6) accessControlPolicy) Ate| &AM XNHE

c 419

P

SHE (accessControlPolicy)E Linkst U= (ie., accessControlPolicylDs
attribute) XF0H| CHSH AMA Het HE

selfPrivileges Sk {accessControlPolicyy AH KEX|O CHSH SMIA HEH HE

privileges

a9 (3-19)2 Y9 M+ HeS (accessControlPolicyy A 7|Hto 2 Aojsl=
Al Uehdt, 2= AlA 3E(AED)°] R AX9 & S 7ML IATE
A 2= Fre AT dHd g e VEFHeE 939 ¥R} (Originator),
=HA] (Target)¥ Za{r F2H(Operation)S FATH. T 84S AT oF &
29 &&= ZFE AASHE Y= CSEle EA XA AYY accessControlPolicylDs &4
of AIE <{accessControlPolicyy A-¢19] URIZ T3l 3l Ao digt A< &
AEE FAste] sl 2ol ek JAIS s7IstAY AZE 4= ok 2™ WA
dlo] w2, CSE19] A& = <{containerl) L <(subscriptionl) Ao HZ HsH
JH = CaccessControlPolicy) EFY Al (ACP1)o A= glom, WAE &2
AE1Z ¥4% Ao RETRIEVE 4 235 & o Slvk= ZAo|t,

O

et ok
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CSE1Base
Criginator Receiver || :
(AEY) (CSE1) container1
» accessControlPolicylDs -,
. Ay
Originator ___Request > H subscription1 k
™ Fr. AE1 _ ]
Target € To: “cse1base/continert” + accessControlPolicylDs o
L Op: RETRIEVE i
Operation « o APt IIiIlaa---t -
Authorization
L (AE1, -, Retrieve)
_Response
" “containert’
Representation
8 (3—19) XHH0| cHSt H2 AEt XS 2
zrldos Ao it T ARE 24 JReE % 2 4 Jed, A=
AR, B 919 e 20E WAsE 20 o g dste] 489 4 k.
3.9. x| &x| &=sh7|
IoT $§ A¥2AE & o Yoz BE7] M 9% 7Y 5§ 18 =
3ot AE 22 O]E]— oneM2M H‘ﬂ]/‘ ERE2 19 SHA AR 9 A&
AZoT, o2 Bl 3 [gate] AulsY B FHT 4 YET At
OJH?E HRe} ZHo] oneM2MejlA] X*Xl AAE FEstL weshe WS 2714 A
2 7|vte 2 $3HTt, A (locationPolicy) A2 AX| 9] A& FEo= WHS
ﬂ%iéﬂ%~iAE4EﬂzhwlHﬂgﬂéﬂﬂﬂélﬂfﬂﬂQ%fﬂf%ﬁ
}z]o] AldAE Z3pstct =rlA oz Hadt YL {(container) X %‘ﬂtﬂ g
w2 gsd 9NE A3 a;mxuw1ﬂq- E (3-De
&4 ARE el
£d =
Ay

ont 3
lgE REsE 499

o) =
{locationPolicy) A}<]
H (3-7) (locationPolicy) XI&2|
(E.g., OMA RESTful NetAPI for Terminal Location

URHDE EASse W A
sl=

a4
-
o
1. 9IXl MHZ 2E
OMA MLP)
2. GPS 2E2 RE 25
3. Et HU= BH x| Y2 S7 YA

locationSource
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Ly
locationUpdatePeriod x| H= HHI0IE F7| HE

locationTargetiD R MHZ T X| 2S5t 2R AlEsk= EFI Bl AR} M

locationServer x| Mol FA HE

locationContaineriD 2Ix| HE7I MEEl= {container) XFEQ| URI

locationContainerName 2Ix| HE7} HEEl= {container) XI&Q| 0|2

locationStatus SIXf| Location ME Q30| Chst AlEj AE

I3 (3-20)2 A AR FE ]S 7|&3t ClocationPolicy) Ayt s 4]
7IRte 2 53t YA HEE AR S (containery A I EE =AU M=
o Z2 29l URIE &4 ARt ald A 7F =84d 22 7FssHA gt

CSE1Base
— locPolicyl |€===-=eao_____
s ocationSource = network_based "“'---_‘\
« containerlD = C5E1Base/locContainerk ‘\l
h ]
.--'—" !
L locContainer]l |€=====m========""7 ")
F
o JocationiD = CSE1Base/locPolicyl ==
locDatal
112 (3—-20) {locationPolicy) AFz} {container) X}ge| HA

3.10. GIO|E{/MH|A SX|517]

SA(Announce) 7|52 AAAE ALY vI277]E TEE AT v|Ssith, CSE= 2]
Au|A ZAF o2 gloJg/AHu|AE APO R AAsIH ojEZ A o]HL o] 0|83t
& AHAE AlF3it AR gE ofEgA o)A ol AES T8t A= WA
o2 ojza|Alo]do] MG ALS AT 4= Qlofof it} (tha Aol AAIE] 7]&eH o
SIet) ag Ahgdo] of@ CSEel AgElo] Qx| Aol & glow Aol golsht,
TA 7152 A Aol ot A=A ©E CSEY| viE717|E At g CSE
oA o] Y& ALS AT ¢ = 7le= A3

I8 (3-21)& AE01°] dHlolg AAA({containery AY)Ql AFL2l contlE CSE19]
MASHe CSE29] o]& FA|5tal, AE027} CSE02E &3l contlo] CSE19] AA x| o]
o= dotdl= HFS YERAT

I
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CSE1Base/cont1o]gh=

Aol AEEl7t ol Aolehs
sfo] Au|2E AUoE B4}
Sqom TyAT A¥AE Y AUL BUN] AT X0L A 0%
shat, A 270 We A4US Aol 1A 4Y ol PAkstel s

ot
MAAE A

Create a <container> resource on CSE1

& Announce it to CSE2

Discover a container
created by AEOL

(.-

s announcelo = CSEZ2Base/contiAnnc
* announcedAttribute = currentByteSize

‘j

contlAnnc

@ ZCreate

a <containerAnnc> resource
on CSE2

CSE2

s link = CSE1Base/contl
* Jabels = TomHomeTemp
* currentByteSize = 50

a3 (3-21) 3X| ¢4

0

Agle] B2 whE,

A Al

L]
052

S et =
) WAS SE aHe EA” Ao

o] Z449] 9XE A

4 194 AE01L CSE19] contl APL AT o]
833t IA204  CSE1S
({containerAnncy A EF)Q contlAnncE A/JEch.
contlAnnc®] @Hd AXEE E3JF| contlAnnc AL
contl® F4a ARE 71& 4= o}

AE019] Q939

1. st HIO|E//MH|A HAST|

2 Zx| wA

HPZ‘(DISCOVGI‘Y) 7].‘:..9. R=| CSE7} 7]-7<] x]. _]oﬂ 1:]]6']— 7-1}\14 7]1:0]1:]- =

ol

A Ex}

S CSE2¢0] FR|eteS
il CSE29|

A FA

e
)

EAL /M oneM2M-E AR 714k 0}71

—5]._1:_1 2 J_i'xq /L«]H]/\E'-. 1:11-7_-]-5]..‘:. E.xl—

52 S HEe) A9 Bl

AMe] Napgoletn & 4 ik

HAE3IA] &kl ¢

:Cé
oft
L]

23517 O}Lu}
d10)0] xjelof A

34 314 ARO27H
A o] AU

>~l

O

rU[o (o,
VI i

(1

A AHE Ziﬂr o]
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@
CSE= AHde Ed|(tree)FA o2 Aol Qv wiebs] o7)A Dok AN AR
A B Aol B4 AYS oulsta A A ®fl= AlEe] ZH7le A "
At Ao &3 nE —5—}34 LS xssitt ol =HE 9 FHZ7} Home/Rooml/
Humidityo] et 2 242 S5k 24 dehlith, o] o $4x= Humidity
x3, al Aol et NS 33
ofg] oAJoA EelE 4= Qo] WA 752 FEFZ (retrieve operation)S ARE-
st WA 5ol B4 242 BEsh AU AN 5 = 2eY /)5S AR
st=t ol= 8% e F felfilter criteria)® 7 2|¥ o] °“3} fee TheFet 9¥ =4
oz FAHY St dAHE 53 A BdS AN o= U3 S AR 0|9 A
48 AU BUY S8 9 223 3N AokE xﬂw S= 9rt. 2y =L
AT A= EAo] AME % 2 ott =3 2AL og A ARRSI= Aol OR =g
AL H G b2 2AL olg) A AgSHe AL ok ofXisk 2ol AND g 9
ALS A8dte] Auks uskslth ol So] “resourceType=AE&resourceType=container ¢
7A$ AE A Bl == container AHY EFY Q] Y-S AT
Home resourceType = CSEBase
L Room1 | resourceType = container
ACP resourceType = accessControlPolicy
Request "
Humidity | resoueType = container
fr. AE1
to: /Home/Room1/Humidity”
op: RETRIEVE resourceType = centntinstance
fc: creationTime = “2014-09-04T10:15:00
filterUsage = Discovery content =75
resourceType = contentlnstanc
createdAfter = 2014-09-04T10:§0:00 resourCeType = contntlnstance
limit = 10 creationTime = “2014-09-04T11.00:00
content = 60
T8 (3-22) LA J|s oAl
dubdel A HAS V)BT WA V)5 mE H5 B4 AMGIEE ol PR
st WA 715 AR Alofl= filter criteria® filterUsageE Discovery= A3t}
[
3. A2 QEY BZE Z3E0| f Z2871? 053
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@
3.12. &4 U= dio|E] HFE Al SX| 27
T-=(Subscription)& o}EFg Aol 7t HlolE gk [-&51A 2ol 7|5oltt. CSE
e B2 dolE/AHATE Adoz ARE Sl ofEFA0lAL ol A o]&
3 5 glek. ofZeiAloldo] B4 xpalel TAlo] glo] S Aol WY FuES FA @
a2 & B9 CSEZF AlEshe 5 e °ol&8 & Stk ouff 5% 4 e AR
75 O A9 og o deEe] ¥ v, A9 44 WE 2 Ay A9
WS TP WA sl vikeh] By 208 nEshs Wy AR B4 W) 9l
EXZ| oHIE ZA(notificationEventCriteria)S AR 4= ot
» currentByteSize = 30
+ expirationCounter = 1
+ notiffcaffonEventCat = Urgent
Originator Receiver
(AE1) (CSE1)
Update
Natification
Event
_ Notification
" currentByteSize = 50
a7 (3-23) A=/EX| 7|5 oAl
TE 715 75 L BA0) gt 4Y JRE T= AU APAste] o3t S 9ok
o] AL = W AYY A Ader AT offf =Wy Zo] ezt
containerl A-lof| ¥4]o] §lo] F% containerl AHH2] W7 ARRtol| digt SAE o
a7 she A A B9 Ade AT olE S containerl Ao H7|7}
30ByteollX] 50Byte= ¥ Ee= o[HIEZ} TASHH CSELZ o3t RS FA HARA=
AT
5 Yo 4L A 5 4@ expirationCounter), FX £A(:
notificationEventCat), SA F&(d: notificationURI) 2L EX] oHE IHEg(d:
notificationEventCriteria) 2 Y= 4= QIth
]

054
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E (3—-8)= (subscription) A& F8 &£44LS vepd

S

T (3-8) (subscription) Xt&2| T2 &M NH

A A5

P

e Subscribed—to AHEH0| LMst= Event & £ =712 TIESH= Notificaction
eventNotificationCriteria S AASITIX} & 0 AR
expirationCounter SHE Counter 2H29| Notification T A| Subscription AF AlK|=!
notificationURI Notification0| M&E= UR

_ EX AIZH7H42| Notification2 8610 Batch Notification@= 4~AlGHIA}
batchNotify St Ad
o mf A

rateLimit EX™ AIZF SOt EX Ji4 0[A9| Notification =4S MIStst7| {lai AH,
notificationEventCat Notification0ll ME=l= QoS 72| HE

Reachability 2! Scheduledil 2|5 Z&E|X| 29t Notification2 A
3t7| {8t Policy ME

notificationStoragePriority NotificationO| HI2 MEE|X| &0 MHEE 0 HE M &2 M=

o>

pendingNotification

Notification BIAIX|Ol ZEl=l= HIOIE F4. (Eg., Modificatied Attribute

notificationContentT
otificationContentType Only, Whole Resource)

12}
rd
ol

k71

ol,'l E‘E{j

3.13. CI= H|O|E{/MHIAE T O8o=F
Bl

IF 716 L& R sk o4+ Aol tig
=°] 1007} Aol tigt &= 100919 85 94 s 215 Aol gk &Y g5
f4deo=z diilste] 1007 A4 BEE Zolth, wehA o|Het 1F HH
@G F 715 &5 HsliAe A WY AdEE 1F AYeE ABASofF it

IF AYE 7|2 oR Y 523 OF 83S AST 5 e 7H AdeE 4
Hot OF 7leE ol&d e 8384 A4 I WY AdY 55 OF §482 ¥
At 25 A S et A3deR OF Aol AAEHYW M A
(fanOut)°l AsHom BPET g Aol B/ 5/78A/AAEA 83 AEsH
H 122 7HA CSE: o] 8L I 159 & Wy Yoz Hul(fan—out)dch,
ol wf Hu} 239 23 AE(fr)< &f 232kl 2€Y A AE01)Y AHE7t
FA1E

Ao 23S AR AHELE ol 29 a3AT ASe aFo= sk H
AAE AA i 2F= A o|F 84 3 A= oA IF &F CSER A
=, 25 &fF CSEx ¥HERE A9d 9 HAIXE T8st] 22 a3% o AY
Eig=

& g A2 Ve AT 9

i

rulo

ol
rr

=
=

i
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0
Originator
1. Group Hosting CSE
CSE1Base
Origina
Request « memberslist =
T ‘CSEZBase/AF21"
= “CSE3Base/AF31”
. Fan-out
the
Member Hosting CSE Member Hosting CSE
2 (3—-24) O& 71s GlAl
I5S 39 2% 9y el Ay ALS AT o = Ao disia= 712
ee ATAY. aAAE 21ES B BE Welo] AT TE AL AT £ 9
T olE B3 1% TE ANAE 15 WHe) RE W AR 5UT B4 74w
SA% 4 glth o) W 7t MR Y Bx A 1§ 44 CSEL R
dgshs 4 oot
H B-9= (groupy A F8 AY 9 &4 Uepdct
H (3-9) (group) Xt&Q| XxtA| Xt X &M HE
XAl XHH Moy
{fanOutPoint) DE 5 WO Batch Requests £85t7| {Ist TA
2 A
memberType I XFRIO| XFR EfRl ZQUSHK| &S AL “mixed”
membersiDs I XHHOl Chist 2=
currentNrOfMembers Sl M
maxNrOfMembers Z|cH M
: S Soff 2E H — 5t7| 2Ist
membersAccessControlPollicylDs EZ?U; e S M0l RequestS: fan-outat?| 24
ot e
memberTypeValidated D= 9| Resource TypeO| ValidationZ|™ TRUE
consistencySirate memberTypeValidated7} FALSEQ! AL 1§ &e| 2
yolraledy (E.g., Validation ATHEt Bt Ax)
B - - - === ==-s-essessesssaesssssssssssassEsssssssssEssEsssssssEssssssssssssssssssssssssss
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3.14. oiZ2[AH|o]*d Zt HIO|E| S& GllAl

a9 3-25& AF7HA A&d oneM2M EHEo| AFdt= 7150 &st= o
e F olEgAlelAe] HolHE ik dlAE Fdl UEhdth 2% Al oEdA
oliZ & A4 HolHE ACIEMClY Holy g oy AT, IFil o] o]
El= AHol AZH &F ofET|HAelAe] s e olH e HolHE dS5she ol

Temp. Sensol G/W Server App
(AE) (CSE) (CSE) (AE)

Create <container> Request

Create <containerAnnc> Request

>

@ | ‘contarnerlAnnc” creatfon
—

Successful Response

<

Data Storagy
Creation “containerl” creation |
Successful Response

<

Discovery Request for Temp. Sensor

Response with

URI of “container1Annc” @
Retrieve “containerl” Request

Temp. Data
Storage
Response with “container1” Resource Representation Discovery &

Retrieval

Create <contentInstance> Request

@ “data_ 002"

creation
Store Temp.
Data

lSuccessfuI Response

Retrieve “data_001" Request

€

Response with <container> Resource Representation Temp. Data
[ Retrieval

a3 (3-25) HlolE 7 OflA|

v E51 AIA oSl HlolH A% #A%t AHolH Aes Alo|Ee] CSEe]
A3, 3 ZEoly A4 Al e oEEA0lAe] olE HA BAT 5 UES
AH CSEel| He|H 9] £ (announce) A< ATt o] o AH ey H AH|
ol A Aol AN FY=EE AMSE 5 Y= 2Pi(label) AR ZFEIAL QI
ol =l FE= dA A4 T AlA dlolHe digt 7IHES gttt 7,

v EF 2 9F AEFACIAS 54 =49 AlA HolH B4 flen B RS
AN 202 Zgshe T 832 A CSE°| A3t A CSEx AlA o1&
gAol o] Bt Aeolv e £4) A FEE wiAste o] AR FAE RIS
gk, 9 F oS A2 T4 Aol x3hE U2 Aol A FEE F
sto] Alo|EL el AFH e A Y £4 FRE 53

p

A
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v EE 3 AN olEAolAe ANRRE 5% 2% doeg Zeolde] AuE
AAEA 4RO YYGt
v ES 4 9% olZedelde Aeolde] AEo] g AXHA UL BEF

Edole =AIEO A AR 25 ofEfAlelde] AH oY = AHdE AAs)

L A% Auole] A4 ojBeFo|de] L& HolEE AUE dAEA PO AR
I ujniet AP A BA WAAR YSHE B sbsi
3.15. 29

A F7 A oneM2MA H| 2~ EHEo] ToT/M2M ojEAlo|de] oudt 7|5S AlF
o QA ARG o7lde AR /olEAld SERE dHol" AR/FA
A2 w9, 93 AR 85, 73, 75/54 2 258 22 71239 75e Aeskd
o, AA oneM2M olF|8lA 7|& 42 AA| #eE, g, 3GPP HEHT AF 5°
B} oot 7|5 xsstar Qo

oneM2M EFE SHELE 54 10T/M2M AH|A F9E 3 2 H(vertical) SHE]
obd theFet HHIA BN A = = $FH(horizontal) EHAES A Fs}ed
thgt olZ Al Ao AR = FEAQ 7eS EHEY Ve oR AlFRlt) wEbA
oneM2M ZHES o|&ste ofEeAoldL FEo] §olsitt, Eﬁ} oneM2M ZE
719k olEgA ol Zholl M2 AHA(HlelE/ A2 FRHE & e ol Sl thwt
S (convergence) AlH|A/AEAOIAS AT 4= JUTh,




ZH oneM2M BE EM
TS—0004: Core Protocol

TS—0008: CoAP Protocol Binding
TS—0009: HTTP Protocol Binding
TS—0010: MQTT Protocol Binding
TR—-0009: oneM2M Protocol Analysis

24o|= oneM2Mof|A JEE ZEEEZ FASC Wi AHEEE 3t dA
oneM2MolA LE ZREZ I BEASS 17] 7|1& HuA 2 4719 71& F4
A7 A SREAY A o otk (2014¢ 11¥9ES 7|ES 2 TR-0009 (&=),
TS—0004, 0008, 0009, 0010 (7% %))

A, 7]1& EIAZE oneM2Mo| HE&EH 4 Sle AMECkA A AMEEIL QU=
Al ZR2EZ| digt 27 9 BAsks Z2EFE B4 7]& 23 (Protocol Analysis)7t
Qltt. 71& XX o)X= CoAP(Constrained Application Protocol), MQTT(Message
Queuing Telemetry Transport), TIA TR—50 Protocol, XMPP(eXtensible Messaging
and Presence Protocol), WebSocket, Bluetooth, DDS(Data Distribution Service),
Modbus, DNP3(Distributed Network Protocol-3), UPnP(Universal Plug and
Play) Cloud, ISA100.11a, WirelessHART 531} & T2 EZof tjste] EA3519c)
3 7ls FAAEE oneM2MOA Y= AT A ZREEZS ST o] TEE
= 7] H#ZA(Core Protocol), oneM2M ZZu]g|E (Primitive)?} A4 AZE: Z2EF
(Transport Layer Protocol) WA]X] 7Fe] wjH(Mapping)2 AYst= CoAP ZZEF
el 7|& FZA(CoAP Protocol Binding), HTTP ZZEZE HRRIY 7|& H23A
(HTTP Protocol Binding) ¥ MQTT Z=2EZE vlQIY 7|& F24 (MQTT Protocol
Binding)7} it} &3], & AoA= & HFAAE FHEE AFEE 1Y F4lo] o
Aoz o|Ro|A A, AP Ho] ZREF V|& FAAY} 24 vRklY 7l& 44 7Y
wAgo disf AuEEE gt

4, AiEE 2l M2 ASsh= WA (Z2EF)
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4.1, Z2EEE T

|

CoAP/HTTP/MQTT
Binding TS
(TS-0008, 0009, 0010

Implementatior

Functional ARC TS
(TS-0001)

Definition

a2 (4-1) Z2EZ 7| 724M i

a8 4-1)& oFIEA 7le #AA4(TS-0001) H Z2EF 7|& FHAS(TS-0004,
0008, 0009 ¥ 0010) 7te] TAIE HAETh A 2% oA AHE A3} Zo| of7|ElA
71 FAAE oneM2Mof|A +8%k= 7164 25 AYste wAlolth o] ZREF
71e AAA(TS-0004)= oFI189A 7l& FAA A Aot Ar=ol diste, 7id=t
=°] AA #8& T o o 2o g Jfido] e ojof sh=A] FYq TAlo|tt =,
oFIEIA 7l& FAA e B FHo] ZREF 7|& FAA NN NEE BAE ' EX
o= T8%k= A°] ofYEl, oneM2MoA A4St AR H AA 55 AL oW
glolg B ARSI | HAIX] FEjE2 AT Ao tisto] Awgitt

whof, oneM2Mol elstel FHE WA Aol Bl BAlol Fhssickn 7R
shl, 2o 2B 7% FAATRCE TAH oncM2M AZHL olgak] Au|2z)
ATd & JSA=E ZE a2y A4 FA 842 &8 AS(Physical Layer), Hlo|
B 3 AHZ(Data Link Layer), UEYT HZ(Network Layer) ¥ AL HZ
(Transport Layer) 52 o] tt¥dt 4l ASER FA4= Utk 53], oneM2M
NA AoE= 7le F42 As AT 4HY EAste ofEgAleld E Au|Es AF
(Application/Service Layer)2 tAre 2 3t} oneM2ME %7| | Ro|A CoAP,
HTTP Z18]2 MQIT Z2EZES violy A T2 =7 XA 18|22 CoAP,
HTTP ¥ MQTT ®Reld 7|& #ZAA(TS—-0008, 0009, 0010)= oneM2Mo] Z} T2 &
5 ARESHe] §Alo] o]RojR= ARe sy, Y Z2EZY] HAIA2F oneM2M
Zujg|E 7ko] wigs Aot
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4.2, =Z2|0jE|2 H C|o|E EtY

oFIElA 7& A A AMUIAE st AoH AY(Resource) E &/ (Attribute)
2 ZREF 7|& A4 SHolA ZejnE B (Primitive)@t dlo|E EF¢)(Data Type)=
gto] FHAE F, WA Originator)et $=A1%}(Receiver) AtolofAl F<4lETh 18
2 ZIZEF 7|& FEAl gt Aol ohA Zejuje|Ee} dlofE ERQlof| thste] WA
IHH & g}

W (d ol ol

Originator Receiver
' 3 N

0 | IE———| . Application/Common | BeEE—
¢ |Primitives] > Service Layer <__| Primitives|

Request Response Response Request

Binding Function | | Binding Function

Applichtion Layer Comnjunication Applicatign Layer Communifation
Protocol (e.g., HTTP, CoAP, MQTT) Protocol (dg., HTTP, CoAP, MQTT)

Trgnsport Layer Protycol Trarfsport Layer Protoc‘
(TCP/UDP) (TCP/UDP)
/

\ /]
\ [P-based Underlying Network /

| |

a2l (4-2) Z2|o|E|E e

O¥ 4-2)+= 3o ZREF 7|& 1840 Hod ZEujgBre] feg HoEo
ofZ2|Alol /55 4Bl AlS(Application/Seervice Lauer)ol = TAIRIZRE BAHH
8% (Request) G 58 AF 54 Z2EZF 9 vRRIY 3(Binding Function)E #
A Z% WA (Transport Message)® WH3HECH WEE AL WAAE 7|4 HEYA
(Underlying Network)E &dte] A% Sof] s, guield IHFE Fdto] 8%
o7 HAEY FARA AL}, o] &, A= 230 gt § T4 £
%, g 230 gt S (Response)S WAIRPA At o] of, $H<] Wg 34
2 933 A E vielg 9 ey IS AR I AR A HEHTh

O 4-2A AHE 5 9l%o] oneM2MAA ZulglHE ojZ Ao/ EE
AElA AS] e TR 9 SARREE o9 8%, 23 s HAIR o] dig
SEHS Yujgitt, FAH SR oneM2Mof|A AREElE ZEujElEE @4 9 SHE A

317 15 Wast $45 ZesHe A=S HE(control part) L HHHel e BB

4, AiEE 2l M2 ASsh= WA (Z2EF)
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(optional content part)C.2 FTAEA G, E Zoie Ao
= TEOHA] Al ARERT

3o 2 fojg lolst 2o AME= HolE7F o BIRIRE &S]
A AREEl= AL ozttt tjEAQl ol By 2AK(String), A4(Integer), I
/AB(Boolean) 5olth), oneM2MoflA AREH= tlolg Bl 24| 35 Hloly B
(Simple Data Type)@} 37} dlo|g] Ell(Additional Data Type)o.2 &S 4= Qlth,

HA, 3& HlolE B2 4 ARl d8] AMEE AL Q= XML Schema Language
(XSD)E AAME3= dlolE EFo|ti2), oneM2M Fo| ZREEFE 7|& FAANME &
5 diole g AFA xsi'E AMESIe] BERT & 9], ‘xslinterger'= XSD
of e B4F dlolE BYS Yujgitt # 4-1)2 oneM2Me| = HHEAHQ F
% Holg B Atk Aot

oy

fo

SJstel £ 7

r’l
[T

# (4-1) 3 HIo|E E}

HiolE| Et =

18}

2

=
xs:string XMLOIIA 2XHE HH
xs:boolean =3 &0l Al/AAIS HH
xs:decimal AMZISE BHEE A4E B
XS :duration AZH F71E BH
xs:anyUR] Internationalized Resource Identifier Reference (R))S H&
xs:hexBinary arbitrary hex—encoded binary dataE HH
xs:token Tokenized string2 &3
xs:language BCP 470l H2lE formal natural language identifiersE H#o

Sog ZE dolg g4 o]go] oneM2MoA AHF F7} dHlolg ©Eglolt}.
oneM2M Fo] ZREZ 7|& JFAANAE 71 tolg BYdS HFAF m2m: < A
ato] #ETH olE E°], m2miresourceType > oneM2MoA Aojgt A ERYY
(Resource Type)= YUetH+= diolg Y uigitt, &3], 57 dlojg g2 &4
A2 igd ghel Mo r o]Fojzxl dEA flolg EYl(Enumeration Data Type),
3% Hlold et 71 dlolg ggo] EdHow fLAH &Y dlolH E(Complex
Data Type)o| tt. & <4-2)+= WEH 7} HlolH &S At Aol

1) http://en.wikipedia.org/wiki/Data_type
2) http://www.w3.0rg/2001/XMLSchema
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. (J
B (4-2) F7} dlo|f EI
clo|E ER Hd
m2m:id oneM2MO|A AFRE|= ID
m2m:acoTvoe AccessControlPolicy identifier2t 2t =l H|O|E EtR. sHE HIO|E Et2
-acplyp URIO|7L} opaque token2Z HH
aid XS Eriat 2tEE IOl EfR. AR 7St A2 o2 22
1 — accessControlPolicy 13 — mgmtCmd
2 — AE 14 — mgmtObj
3 — container 15 — node
4 — contentinstance 16 — nodelnfo
5 — CSEBase 17 — pollingChannel
m2m:resourceType 6 — delivery 18 — remoteCSE
7 — eventConfig 19 — request
8 — execlnstance 20 — schedule
9 — fanOutPoint 21 — statsCollect
10 — group 22 — statsConfig
11 — localPolicy 23 — Subscription
12 — m2mServiceSubscription
(requesty A A 2F Z2|0[E[E0 U= 1t T2HO0|EE e AMEElE= o
OlF EI, AFE 7Fs¢t A2 CE3at 232
m2m:responseType 1 - nonBlockingRequestSynch
2 — nonBlockingRequestAsynch
3 — blockingRequest
(CSEBase) XtH2| cseType &2 ¢l AEEl= CIO[E] EIY, AL 7HSEt
e oen 28
m2m:cseTypelD 1 - IN-CSE
2 - MN-CSE
3 - AEN-CSE
) (delivery) XI20IIM AFREl= ec Of2tOlE 2! {subscription) XFH2| eventCat
mem-eveniCat | s s olsf AlgEls HiolE EfY
oA AFT A Zo| 3ol ZREF Ve {AAE oPIEA 7Ie FEA A A
o3t AREol diste], NEAREe] AA LES & o ofH Ao2 o] ZIPEojof
shex] Aojst BAjolth, o]& Zeujgln @ ool Bl F Amuw, o] xz
EZ 7le HAAE oPIE9A 7le FEA9 A, 54 2 gPo] 5= HiolE HeeE
AT & o]F oneM2M 8% ¥ $H ZuEE FHE AFsh= HHS FYaiot
43. 30 Z2EEE
oneM2M ZREZE 7|& {EAE 7leH o] ZEEZ| tfste] XpA|s] AwEc
s0] TREZ FAMIH oneM2Me| B2 A WAA R 544 W2 LRE]
Ao, a8|a Z2be] Aal= Ao BAGle] 35X E HEEH = Qe FEol o
ste] ZZA AXHGeneric Procedure) @ 2ol wa) o224 AR == AXHResource
Type—specific Procedure)S AREste] Arg3sict,
--------------------------------------------------------------------------------------- ]

4 MN== 2ol Mz A8

9'2
rir
0%
1=
G}
Hu
Hm
1]
o
(7]
w
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@

4.3.1. YUXt SHOAM Zo| Z2EZ HX}

A O 4-3)2 WA SHoA HAE Hojed WA SHN D= 6d A=
TFA4EY, ZF @AE Orig-X.022 FFHE (9714 XE Ao F+E oulditt)
E3], Wlg 9o dA 7hed ‘Orig-1.0't AY By 9 FYolo] uet thzA
Y 5 gl ARE oujste, YA HASS FBHOR AHGEE Aol

Start
A 4
Orig-1.0:
Compose Request primitive
!
Orig-2.0:
Send a Request to the Receiver CSE
!
Orig-3.0:
Wait for Response primitive
Orig-4.0:
Request is blocking? No
A 4
Yes Orig-5.0:
Retrieve result from <request> resource
A 4
Orig-6.0: L
Process Response F
Finish
T2 (4-3) WX STOIN TEH it

Orig—1.0 “Compose Request Primitive”

Az 84 zeujgBE A4, o] uf, AAdEH= 2 Zu|EEs A By
2 gEolo et 24z tEA A2 5 ok 23y, A9 Bl #Aglel 8%
Zajujg)Heolls WAz W SARE oJu)sts wtatulE From(fr) ¥ To(to) 7} wE
=A e olof dn, FrbHozm WAl B4 wel deHel 4o Z3
23 4 A =3 A" 9% ZEugEE g ZEEZ HIY 7|& A
o] of g et

.
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()

Orig—2.0 “Send a Request to the Receiver CSE”

A= AAdE 83 ZEujgBE FAR 35 AvA AdEERE A3, o] o,
FAA| Gt FF AHlA AEETE §le Ao AT 830 AZGHY. &3S
AR Gl 5 AHlA AdEETE F A oo E AAH HdkE §d 8%
2 AZ"EY. (oneM2MoJA= Td FAIARl A9THS 13}

Orig—3.0 “Wait for Response primitive”

Rt 84 ZeEu|gEE AE5e 3, g 84 tigt o] =29 wi7tA] 7|t
Ack o] wj, A¥ AFM(Server Policy) = 7]1# A% 7]&(Underlying Transport
Technology)oll &Jsto] AAH AIZF &3t 3l 2 gk $Ho] flv dfolle 839
gt Sdo] ekl oF2(Time Out)o] © A= A=}

Orig—4.0 “Request is blocking?”

QA= 9% ZEu|glBrt 527 BEQIR] ERIsith, HHAIA7E 8% Zu|glH 9]
E27] o8& st S ZEu|g B wet 702 (requesty AHY EFY
gt gEo] ==7] fgolct o] w, g 83 o] 827 B=7} opd H-$(non—blocking
mode)oll= Orig—5.00 ©ARE o|%3t1, E27] HIZ(blocking mode)¢l Ao
‘Orig—6.0" @A 2 o]%3altc},

Orig—5.0 “Retrieve result from the {request) resource”

23 Zeu|glErt EE7] BBV} ofd %, WAlX= ojdef AT 83 AN
(Retrieve)dl7] 9I3ted ‘Orig—5.0" ©AIE a3t} o] w] dhxixl= 9% Zau|g|lBE
F 4-3)T} o] AT T, T 8F Zu|gEE 4R FF Av|A AEEA A
53}

7 (4-3) 2F Z2|0|E|E MA (Origi—5.0)
otz2tole 0|2 4
Primitive Type (primitiveType) REQUEST
Operation (op) Retrieve
To (to) {request) XI2| URI ME
From (fr) LML ID
Request Identifier (ri) 2F MIAIXIS] ID
Content (cn) Retrieve0] AI2ElE £4 0|2 (optional)
Orig—6.0 “Process Response”
AR = A2 RE A4k §H Zujg|BE A3t}
--------------------------------------------------------------------------------------- —

4. MES 20l M2 ASsh= WA (Z2EE) 065
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4.3.2. AX SHOIM T Z2EE AKX}

o=z AR —%‘I‘Oﬂ/ﬂ AR A, O3 d-H+= FAR SHoA RS UE
W Ao, sig Hx= S4l A wet & X2 FEE] PHT, oY WA}
AR Z2HoA ZF gAlE Recv—X 022 FHHL (9714 X&=
olo] HLE omgttt) E3], I (4—4)o|A Recv—6.0'= AL EFlo] we} th=
A ARE & = FAE Yuisiy, UmA] dAES 3582 AEEH= dA ol

Start

!

Recv-1.0:
Check the validity of received request primitive

v

Recv-2.0:
Communication
method?

Blocking Non-Blocking

v

Recv-3.0:
Create <request> resource locally

v

Recv-4.0:
Create Response Accepted
Y

Recv-6.0: v

Resource handling procedures Recv-5.0:
Send Response primitive

v

Recv-6.0:
Resource handling procedures

v

Recv-7.0:
Update <request> resource

4
Finish

02 44y AR SHON ZH i}

066
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Recv—1.0 “Check the validity of received request primitive”

SRS 248 83 ZeuEne SE4 AR QAT B AN Sass
g 830 Y T2EE 7|4 FAME, HITP/CoAP ¥ MQIT ¥1Y 7%
FAMe AP AAHLEAES FaAFh wop, AT 2Ho] T2 TE Aus
Aegz AeEAL CDMH Hel7t Afss A9l F7bgos “CMDH #AIA
A% A7 SR B3 B AN B 83 Tejugnst fEs e 49
ot sl ane Agdc

Recv—2.0 “Communication method?”

SAAE A4 we 83 Zuensl B2y BEX 227 2Esb ok
‘Response Message Type(rt) THu|E|S Eslo] Zelgitt $:A1x7F 9% Zejulg
Hel 527 R E Ilste B2 Zeu|gE meh F7HE o= (requesty A+
EfQlof et o] sy E7| wFoltt, o] wf, 3T Qo] EERT] BTV} ofd ¢
o= Recv—3.00 GAZ o]F3lal, E27 BE9l ZH9ol= ‘Recv—6.0° FAZ o]F3ict,

Recv—3.0 “Create {request) resource locally”

AL (requesty AHYUS AP 4= 313 Response Message Type(rt)” Thebu]efz}
E27) HEZ}F ofd A, F4AlA= (requesty A AR o] wf, & ©AF
A 8x= 9= nonBlockingRequestSynch ¥+ nonBlockingRequestAsynch©|t},

Recv—4,0 “Create Response Accepted”

—

3¢ =e)

27

e

BT} ofd AL A= BO A|7ho] o[E| 2 E TRt A A
Aok, 2HBEZ, FAAE= acknowledges AHESTo] AR A SH Z g

A

<
e

| et

it

o oy

Recv—5.0 “Send Response Primitive”

AL 5 ZAuERE WA A A

rlr
[H

Recv—6.0 “Resource handling procedure”

PAAZRE S48 8% Zeujglo Qle AY e met gHo] 3=+
Aolth, B Ao i3t Recv—6.15E Recv—6.112 FA" (g dx= 3.3.3
ofJ A ALA|SHA A ET}))

L]
4. MES 20|l M2 ASsh= WA (ZREE) 067
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)
Recv—7.0 “Update {request) resource”
‘Recv—6.0"0 tigt o] F2H F, $AAE (request)y APL 7JAgeE o] of,
A EE dult &4 (Common Attribute) E Ao wE &4 (Resource—specific
Attribute)& o ¥ 4-4y¢t 7t}
B (4-4) Ko 2 HXt S2E £ ALEl= (request) XIS £4
&M 0| ot
lastModifiedTime Oxjetez HAE Gt 2 A7t
stateTag 2E HZAoK S7HE
SAE ZE MH|A QIE|E|(Hosting CSE)= &&= non—blocking request
requestStatus x5 Ale} Zfos Mx
operationResult SAE ZE MH|A QE|E|= 22 QA= HAHo| At Zfoz MX
4.3.3. =AMX SHOIM XHH X2 =X}
npzx|eto g £AR 2o Az 718H Recv—6.0 “Resource handling procedure”,
Z 2 B wE A7 AxE A5 AHEG I19 4-5)= A B &
A AaE B2 Aoz, dg aHoA Z dAlE Recv-6.X02 XIAHT
AZ SHA D AP Axl= Y el wet 35X E AFE ¢ = A
27 AAPEolof sl= AR FEE £ o, o= FAHYLE Recv—6.1%H
Recv—6.112 FA=C}
B - = - - = - === e aEasEassSsssessssSssssssssssssssssssssssssssssssssssss



oneM2M AMH|A ESIE &

HA
ar
x

Start

No Recv-6.1:

Hosting CSE of the
argeted resource?

Recv-6.9:
CMDH processing
ported?

No

Yes

v

Recv-6.10:

Queue request primitive and
execute CMDH message

Recv-6.11:
Forwarding

forwarding procedure

Yes

v
Recv-6.2:
Check existence of the
addressed resource
L
Recv-6.3:
Check authorization of
the Originator
y
Recv-6.4:

Check validity of resource
representation for the
given resource type

Recv-6.5:
Create/Update/Retrieve/
Delete/Notify operation is

performed

v

Recv-6.6;

Announce/De-announce
the resource
v

Recv-6.7:

Create a successful

Response

v
Recv-6.8:
Send Response Primitive
1

h 4

Finish

a2 (4-5) XM ERo]| w2 X2| x|

Recv—6.1 “Hosting CSE of the targeted resource?”

FAAE A 2 9% ZEu|E R To(to) Tetu|EE Tt T 35 A
& AEE7F 2F FHRAUA ARE Ittt AR} diF 55 AH2 dE
g9 §32 Rlstes B2 AT 5HAY F4 TF AL QdEE w2t &
o] 27| wjiZo|tt, o] wf, T F& AH|A AHEH7L HF HHAA Hfod=
Recv—6.2" BAR o3k, $A4 3% Auls AeEQ B9ol Recv-6.9" BAR
o]gttt,

4. MES 20l M2 ASsh= WA (ZREE)
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Recv—6.2 “Check existence of the addressed resource”

SAAE A e 8% Znguel To(o) shetuHY o] EAFHA I

et o] w, s Aol EASHA G B¢ 8% ZEnjEEe AddEn,

Recv—6.3 “Check authorization of the Originator”

FAAE 84 Zu|EHo] tigh A RS STt o] o, AR AR
golsty] st 18 4-6)3F o) .9_7‘43 249 accessControlPolicylDs
9]

FA4E5 Z313}9] accessControlPolicy ¢ privileges #S Edfo] H3H

g 4-6y°lA ‘App AE'E g Ao tj3te] Retrieve I
Delete #glo] Qo= AS HoET)

/<privileges> \

<privilege id="first”>
<privilegeFlags>=
<flag> RETRIEVE </flag>
<flag> DELETE </flag>
<privilegeFlags>
<privilegeHolders>
<holderRef> App_AE </holderRef=>
</privilegeHolders>

</privileges>
TEMP_CSE \
accessControlPolicy 4<\l privileges >

container1
\——C accessControlPolicylDs )

a2 (4-6) WAIKLe| A3t ol

= -

Recv—6.4 “Check validity of resource representation for the given resource type”

FAZAE 8% =ZEju|glHe] 23E Y ERle] et A4S HASe 2 A
ol FaEA HEL B4(Create) ¥ 734l(Update)o] @t th=2A AA|=E™, Notify

(B7) ool dadE & wAst H8E 5 ok fE4 dF BHAN 53
g WS Robd. g £45S WFHA g
L]

070
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Recv—6.5 “Create/Update/Retrieve/Delete/Notify operation is performed”

FARE 9 =mEu|glHo|| E£3tE =2ZHCreate / Update / Retrieve / Delete /
Notify)& 4343t}

Recv—6.6 “Announce/De—announce the resource”

AR @3 (Announce) . oJu-&A 3R] (De—announce)oll et 52& 27519
AL FAAE Y oA RS S3sit) oAt IEE =2RS ‘announceTo’
2 ‘announcedAttribute’ £ AFEEle] AR}

Recv—6.7 “Create a successful Response”

FalAE FARREY gt 8% ZejujEXo| gt Fae 43R T
T, oH ZIuEEES AT, A" oF ZEvEHEAEe AdE A¥Y URIF
EIE

Recv—6.8 “Send Response Primitive”

FAAE AAE S Tejuleag WA A AT

Recv—6.9 “CMDH processing supported?”

A= ZFAlo] CMDHSE #EE A& & 4 9=x] delsit), o] EH’ CMDH<}
AR AYE £PT 5 JE ALoE Recv—6.10 AR o]Fslx, 1Ex Jo
Lo ‘Recv—6.11" GARZ o|E3ic},

ot i

Recv—6.10 “Queue request primitive and execute CMDH message forwarding
procedure”

>
i
o
o
I
o
=

447 CMDHS $#® H2g & 4 e 49, SAdE 4
HHE F(Queue)3ta, CMDH WX Hapgel] whet dd a3e Hea,

Recv—6.11 “Forwarding”

FAA7E CMDHS #RE A2g ¥ & ¢t F9ols 2¥ dAAE oL 3E
Aulz deez Agd

—
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4.4, HTTP Binding

HTTP(HyperText Transfer Protocol)@ (Web) ArolA Zto]AE(Client)}
A (Server) Atole] o]FojR= 2% wWAA|(Request) H §F HAIA|(Response) 2
TAE B4 ZREZo|tt, & B9, ZTo|dEA ¥ EBzke-A(Web Browser)7t
HTTPE &35t AHERE ¢ #Ho]X|(Web Page)tt 54 AEE aAsHH AH=
o] 94 gEste] Bad FEE ST AREAA AgEH, HMEH BEIF &Y
AR5 Bl AHEANA YEht= Aol

oneM2M Rel-1¢] HTTP v}l & A+ RFC723039] WAIE HTTP/1.1 Z&
EZo| g5t vild FEES AlFdtct.

4.41. oneM2M ZZ2|0|E|E O{=

&e oneM2M ZFu|glHE= Tl HTTP YAIX| e} sjH =, oneM2M Zg|u|glE
o} HTTP AR 7t sjBe 27 4-2)eh o] walzel sa1gel ullg 7]%5o|
o3 Y= o]= ol 9] 471X A= U= 4 STh

v 23A}t 93 Teujgug A
v 23ApL g8 ujEn
v AL xejuleln
v AL 9% xejules

¢ o (8% Zu[El2 — HTTP 84 X))

1 o (HTTP &% "AA — &5 Z|ulEr)
¢ o (SH ZIEE — HTTP &5 HAIA)
g o (HTTP 8% #AA] — 87 Ze|ujgR)

il
o

|t
4
[z o
ek

_]

l
o
> o

|t
4
-

HTTP H}OIY 7]& FAALE oneM2M =Zujg]l® mtabu|g et HTTP WA|R| e =t
gl g /8e 7He] wig WS s, v &A= HTTP 8F/SH HAIAS +
25 7|02 AoHo Qit}

4.4.2. oneM2M Z2|0|E|E n|2}0|E{ DHE =

oneM2M ZugE= @37 Fgo] diste] thFet metu|EE FYsta it
o] ZEnEEL A= HTTP WAIA¢ URI, Query, Header ¥ Bodyol wi3d
4 ok, kA EA wEtu]EE HTTP WAIRY ofE dHEe] ujgskzo] gt
& o] Fasi},

# (4-5)+& oneM2M ZEugE mtu|EE 3714 IFLE #R3T o= 8%
7 S ZEu|gHe] FFes EXste wetnE et 3t ZhX|ovt At 2Fo|t
ol HTTP 8% 4WAIAZ} HTTP SH wWAIXS FAZ 22 Request—Lined]
Query Strings F7Ho2 Zst= M2 ol&3t7] sl

3) “Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing”, IETF, June 2014
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NeRoR 4% mejuleHolwr £A45He TetalEi Query Stringel WL,
2% 9 ggel EAt: seuEl /A Ee] Ten SHn At
shebule i SPgslcle] g,

¥ {(4-5) oneM2M ZZ|0|E|E ml2lOjE BE

nt2to| g DHE i HTTP YWHHE
Primitive Type n/a
To Request—Target
From From (header)

Request Identifier
Originating Timestamp
Result Expiration Timestamp
Event Category

(new extension headers)

Content Message—body

Operation Method (POST/GET/PUT/DELETE)
Resource Type Content—Type (header)

Name

Request Expiration Timestamp
Operation Execution Time
Response Type

Result Persistence

Result Content

Delivery Aggregation

Group Request Identifier

Filter Criteria

Discovery Result Type

Query—String

Response Status Code (new extension header)

T3 8 W S ZYugE B EX5te Etu|E = ol wiE A& A&
a4 QU
Message—body+= content eja|elqt o Fstc}
Primitive Type2 833} S vAX 2 jYjex Hr 2 ojgysir] g
To+ Request—Targeto] =33t}
From-2 From 3f|5|¢] wfjsggic},
YA g2t e= &4 st o miggitt,

D N NI N NN
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o~

T22: 8% ZHu|gEovt EAst= FEtn|E = ol WiE 23S 28T

v Operation& Methode] mj3&kc},

v" Resource TypeZ Content—Type 3l|5jo] ujF3ic}.

v YA seu|E= Query—Stringol WiF gt o] wi= Z wEu|E o] B2 olES
AR&-tet,

% gl

23 8 9§ BT st Fepuge ok &S A& 4 Qo
v Response Status Code= &% 3j|tof nofjg3ic}
v 2 Ao 7led metulg wig 22 CoAP HRRIY FEo= FYsHA H-85t

4.4.3. HTTP Request—Line OH%Z

Request—Line2 Method, Request—Target ¥ HTTP—Version® 2 FAAETCH THA
Method+= oF * 4-6)3}+ Zro] wjg =l POST MethodE AME3st= HTTP 8%
HA] A= Resource Type Htu|g Ztol| wet Create -4t Notify &4& &5+
o 5 g

(E 4-6) HTTP Method O

oneM2M Operation HTTP Method

Create POST
Retrieve GET
Update PUT or POST (for partial update)
Delete DELETE
Notify POST

Request—Target2 To I2tu]g Fko] Absolute—Patho] mjH = o] Z2u|g|lHo] g
PAHS GAEHY, F7FH 2 Query—Stringo] oneM2M 2% Za|njglE o] thok
et e & wjg@gtth, AA getujE o] off ¥ 4-TIf T2 F2 o|F9 €&
o] FoE AMGHT
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¥ (4-7) Query—String O{Z

Parameter Field Name

Name nm field

Request Expiration Timestamp ret field
Operation Execution Time oet field
Response Type t field

Result Persistence ro field
Result Content re field
Delivery Aggregation aa field
Group Request Identifier gid field
Filter Criteria fc field
Discovery Result Type art field

HTTP 1.1 HAL X ¥ste 2 HTTP—VersionS “HTTP/1.17%ko] g Hc}

4.4.4, HTTP Status—Line O{&

Status—Line2 HA HTTP—Version®E “HTTP/1.1"gre] ujg=ct o]ojA Status—Code
r2 Response Status Code #&tu|glof tf-8-3l= HTTP Status—Code Zro] w3
Hot oneM2MO| S AH ZE== HTTPY IEHT oS okt I=7F Ao = of
ReEg HTTP ZEQ 1112 WFEA = g=th did Z=e =Y oo Ee=
mfj 3 E o},

olgff I (4-8)2 Response Status Code®} HTTP 58 =9 s XS Lpepdit),

H (4-8) Status—Code OHE (L)

oneM2M Response Status Codes HTTP Status Codes

Success 200 (OK)

Accepted 202 (Accepted)
Unsupported resource 404 (Not Found)
Cannot forward, target not reachable 404 (Not Found)
Create error — no privilege 403 (Forbidden)

E3F 9 (FE 4-8)3 ZFE&Response Status Code?] FJEE=HTTP Reason—Phrase®]|
o sy Hct

4. A=S 2ol M2 A S8t
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0
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4.45. HTTP &l oj=!
HTTP HAIR9 &5 ¥ &3s||ci= ofiet Zo] oneM2M Ze|u|g| B uletn] g et
ufj g =l o}

H {4-9) HTTP sl oHE (1/2)

Primitive Parameter Header Name

From From
Resource Type Content—Type
Request Identifier X—M2M—-RI
Originating Timestamp X—-M2M-0OT
Result Expiration Timestamp X—M2M—-RST
Event Category (eventCatType A2 Al) X—M2M—ECT
Event Category (eventCatNo A2 Al) X—M2M—-ECN
Response Status Code X—M2M—-RSC

F (4-9)9 =ZZngX wehu|g sy fjo= Tt JE7F HTTP st w3
Hot ol & 4-10p° 8oFFo] U

H {4-10) HTTP sl oHE (2/2)

Information Header Name

pointOfAccess Host
oneM2M MIME Type Accept
Mo/ES/A0 SEe| Al BRI XFEC| URI Content—Location
Message—body2| Z0| (Content It2t0|E{2| Z0]) Content—Length
BISSH XMRO| Etag 7t Etag
MME X UR Location

pointOfAccess= $AIAF CSES] IPe} e E &2l F4oln, $£Ax CSE=
Core Protocol tFAA Aolsl= 28 ol <

4.4.6, HOt 17| A}St
HTTP vpoly #H HQF ot &2 ARFS 13t}
HTTP 8% tA]R] 1= vp
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N
v Registrar CSE9] Credential® A4 o Proxy—Authorization 3|8& AR&3tc}.
v' Hosting CSE®] Credential ZA4& w] Authorization 3|tj& ARE3IC}
v' OAuth 2.09] Access Tokene E3 Hosting CSE®] CredentialZ #A£3 o,
Bearer Q15 7|¥H& ARE3ITH
vV RS AF B 71E AR
v' TLS(Transport Layer Security)oll 23] Hop—by—Hop HE<SHE HASIC dX|
Rel—19]4 End—to—End ®¢re HASHA] o=t}
4.47. 7|t
oflg) AFe 5 FAFHoR FASE HITP viely 13 ARolot,
v' HTTP HA|A9] 29 7]
v' Registrar CSE2] HTTP Proxy Server &2}
v" WebSocket ©]-83F Notification A% 7|
4.5, 30| Z2EZED HTTP Zte| Hi2IlH dff
2 AoA= SoA AHE 3o ZEEF 9 HTTP 7HY vHIRIY dAE &3}
Z2EF 7|&E FEAAE ATET,
Receiver Transit Originator
MN_CSE IN_CSE IN_AE
Retrieve contalner1” o
“container1” resource representation
a3 (4-7) T Z2EZ 2 HTTP Zt2| HIRIY OAIE {Ist 7+
a9 4-7>& IN CSE¢] =3 IN AE7F MN CSEQ ‘containerl’ =A9&
Retrievedt= oA|o|th, 47| dAJoA IN_AE, IN_CSE ¥ MN_CSE= 4IA, FA4
AMEJE](Transit Entity) @ $ARE 2+ 9ujgict, o] of, 4=41x MN_CSEd&=
I

4. NFEE 2t M2 ASsHs WAl (Z2ES) 077
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0)
‘containerl’ Zpo] oju]l AAEo] Qlow HAz IN AEE g Aol oigh
Retrieve & 4 Q&= #gto] Qth, E3t Ao HOAHE fste] & AAA 8F
ZaulglHE ‘Blocking REolH, RE JEEELS CMDH A& AYshr] I
AL 7H3sH. A7t 22 A EAR, FA4 dEE 2 #4453 A
B 247 oS3 Zr

WA I9 4-7)9 OHAE st HAZ IN_AEE= 4IZ MN_CSEY| =
‘containerl’ AFY-E Retrieve 3}7] 93t oneM2M 8% ZEu|g|lBHE AT,
HdE oneM2M 273 ZEu|g|EE HTTP 8% HAIRAZE vlRIYste AF3th, O
A= o] ZEEZF JAAN A AHE dHAR SHA 2T A 4-3))<]
Orig—1.0 ~ Orig—3.0 9AE 9u|gt;, o] W, oneM2M 8% ZIu|glB= F
(A-11)3} e wehugz 748,

B (4—-11) YAXIAM oneM2M & =2|0|E|E o|A|(‘container1’ Retrieve)

From: IN_CSE/IN_AE

To: MN_CSE/containeri

Operation: RETRIEVE

primitiveType = REQUEST

RequestiD: 001

responseType = blocking

Content: currentNrOfinstances, currentByteSize, latest

AR A oneM2M 2% Z@u|g|lErF HTTPS vRdlY EHE AHQolmz 9
Zeu|glE= HTTP 83 HAIAZE £ 4-12)9} Zo| mjg=H}

B (4-12) LAMXIM HTTP 23 mIAIX| 0f|Al(‘container1’ Retrieve)

GET /MN_CSE/container1 HTTP/1.1

Host: http://m2m.sp1.com

From: IN_CSE/IN_AE

X—M2M—RI: 001

Accept: application/vnd.onem2m—resource—data+xml

Content—Length: 115

xml)

{content)
{attributeName)currentNrOflnstances{/attributeName)
{attributeName)currentByteSize{/attributeName)
{attributeName)latest{/attributeName)

{/content)

{/xml)

T L L LLLLLL L LT T P PP PP T
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(J

o2 FA4 dEE IN CSEx I1d 4-79 @QTAE 3%, g oA
Al HEE 714 YEYIE S5t HAEL2 HTTP wA|A|o] diste] up
HAHE P &, A2 ERE ASH oneM2M 8% Zujg|HE 3o U

1S sgict (e AEEA vidd 2 Fuield g2 5 U
2, 0] & mE oA vielg 9 dniely YL AHS AETh) @
AL ol ZREZ AN A HAHE FAA SHAA 2EF HARH(AE 4-4))
2 Y Elglo] mE AT A3 d-5))E B3 AvrEd, F4 JdEEE dg
oneM2M ZHulg|H 9] § 84 (Recv—1.0) ¥ T4 WH(Recv—2.0)= It o] o,
83 zejujgBo] FAMHI #AE metu]E7F Blocking R E(responseType =
blocking)o| B2, o] & ¢S AHeshks I (Recv—6.0)S FaPgict, E3t FA E
Bt SHAE AL + s "= E(To = MS CSE/container)E &3l 3T
AEE7E HF FAA7E obd As BWEstil(Recv—6.1), CMDHS #dH AH=S
g dEE7} A Ye=A] Bl(Recv—6.9)3ct, B AAoA mE <lEEEL CMDHE
A GtA] Fov R FF oneM2M Zu[E|BE= ok AEERE AP (Recv—6.11)H T}

3 A-79 @gANA A2 MN_CSEx $A1E oneM2M Z@ju]g|Ho| o3
39 d-49 9 a¥ 4-59 3AZE A7) @PAlet YA Aggith 4] @9
o} uh7FX|2 MN_CSEoA Al #H¥H2 Blocking REO|EZ AYE A st
4 (Recv—6.0)°] +3HE, 28y, @A NAE oneM2M Zu|g|2E A5l
AEE]7} Ao B R S AEEZE 2E BHA] FA(Recv—6.1) ©] ¥, Recv—6.2
HE Recv—6.6& 33t}

FARE FARRZEE HE 2 oneM2M £33 ZujgEE Hi T, Q9
AN oneM2M $H ZEug|lEE A4 L FAzA WAHEH oneM2M $H ZE
nE|EE HEsrh O 4-79 @9AE 19 4-5)9 oneM2M $H ZE|n|
B2 A (Recv-6.7) @ AHAFH oneM2M -§F Zu|g]E HAEH(Recv—6.8)° T
gt B3 AAFE oneM2M §H ZEU[EEE tF # 4-13)3 Z2 mEugE
FAEH, Y oneM2M $E ZEuE|BE HTTP ®RoIY 7|& FHAE 53 3
A ® d-14)¢ 2o

B (4—-13) AKX oneM2M 28 =2|0|E|E oAl(‘container1’ Retrieve)

primitiveType = RESPONSE
responseCode = Success
RequestiD: 001
currentNrOflnstances = 2
currentByteSize = 95

latest = MN_CSE/container1/a1bx3

L]
4. MES 20|l M2 ASsh= WA (ZREE) 079
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080

@
H (4-14) MKl HTTP 28 HIAIX| GllAl(‘container1’ Retrieve)
200 OK
X—M2M—-RI: 001
Content—Type : application/vnd.onem2m—resource—data+xml
Content—Length: 115
{xml)
{container)
{currentNrOfinstances)2{/currentNrOfinstances)
{currentByteSize)95{/currentByteSize)
(latestyMN_CSE/container1/a1bx3{/latest)
{/container)
{/xml)
a9 4-79 EHAE B3 AgH oneM2M S ZIuElHE @TAE T3
AR IN_AEA A Eet, ©@PAE I8 4-3)9 AR SHAA 222 dX
£ B9 AEEY, T dANA oneM2M 8% ZFu|E|]E7} Block HEo|EZ WA
ZH= oneM2M 8% ZIOjE|EE A% 9 oneM2M - ZIujE|EE 7|t} o] &
@A A A= oneM2M S ZEu|g|BE AHEsty RE AL FEIC)
vureR ;o] Ted Y HTTP vhld 7l FAA7 H8d dAg 2
o) i I35 <
stA| A EE Iy {(4-8)3 Zo] 2@E & Ut
HTTP Request
MN_CSE GET /MN_CSE/container1 HTTP/1.1 IN_AE
Host: http://m2m.sp1.com
Request Primitive SR A Request Primitive
From: IN_CSE/IN_AE Accept: application/vnd.onem2m-resource-data+xml From: IN_CSE/IN_AE
To: MN_CSE/container1 Content-Length: 115 To: MN_CSE/container1
Operation: Retrieve Operation: Retrieve
RequestID: 001 <xml> RequestID: 001
<content>
Content: <attributeName>currentNrOflnstances</attributeName> Content:
currentNrOflnstances, <attributeName>currentByteSize</attributeName> currentNrOflnstances,
currentByteSize, <attributeName>latest</attributeName> currentByteSize,
latest </content> latest
Sl Retrieve “container1”
Request
— HTTP Response
Response Primitive
responseCode = Success 200 OK Response Primitive
RequestID: 001 X-M2M-RI: 001 responseCode = Success
Content-Type: application/vnd.onem2m-resource-data+xml RequestD: 001
currentNrOfInstances = 2 Content-Length: 115
currentByteSize = 95 currentNrOfInstances = 2
latest = MN_CSE/ <xml>1 ) currentByteSize = 95
tainer1/a1bx3 <container> =
e <currentNrOflnstances>2</currentNrOflnstances> latest ,r\:/IoI:T:i::eEr/1/31bx3
“container1” Resource <currentByteSize>95</currentByteSize>
Response <latest>MN_CSE/container1/a1bx3</latest>
</container>
</xml>
1% {4-8) oneM2M Z2|O|E|E & HTTP H|AIX]|
]
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4.6. MQTT Z2EE I

o

MQTT= HEHZ AA 2L &4o] A AF 3N AA, AR 717 & =2
FAES At A=A e WAIA d2E 7FestA s fsiA IBMoll &8s 1999
dof ZgE AR Z2EFo|t)

MQTTE= Message Queuing Telemetry Transport®] FRFZ A L7 AX|o ojgt
HUHHES F42= folg s &olstA st7] YA NEE AT, MQTT Z=2
EZY FE Alele off ¥ 4-9)¢ Zol MQIT BE&A Ex= MQTT AWzl
= FAAHE 7|HteE MQTT ZTho|dE 7|7]E3 Publish/Subscribe #AE
W3, o] Higos el A4S mEs PAS Hstn gt

™=
o R

38 {4-9) MQTT Publish—Subscribe MIAIX|] mEt QA

4.6.1. MQTT EX|

MQTTOA o8] SEpo|AESS MQTT AHo] dAZdEo] EY o|Fo| Subscribe
st SEfo|dEESS EY o]52 7|RIeE Huye= HAIXE Publish FOoEH
A HAAE MQTT AHE AAH Publish @ EF o]0 7[Y3t Flo]dEE
oA AgdHct olnf, th2 MQTT Zo|dEESC] &2 EY o|F9| Subscribe
o 5= Q7] 2ol dlolHE EulE= 999 & MQTT ZTpo|dEZE g 7He HA|
AE 3T EFCE PublishstAEH o] WA X = ot SEto|AESA Aol
2 4 St

o]} ZoIMQTT HIAIA= Z1A°] Publish & o EF o]FZ 7HA|aL, o|& FdliA
NF EFof 71Us SEolJdEENA AEE 5 = FXRo|t}. meEta ETo] g

4. MES 20|l M2 ASsh= WA (ZREE) 081
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e
ug

|o
u
’ s
o
et

A% Fast A4 WAAZE Ho EFY o]§2 EY Fx29 AFTHU

& e FHE /A, 4 AFL "/’(Slash) & 7|z=2 39
52 Z9oldEZ MQTT AW H&S W Subscribe d}alz}
= A% Fe2A MQTT AW g FE7F AHHT, E3F B9 9
24 “# (multi-level), “+7(single-level) &tYE7lE FHHEHE A
of, ZTe|AEE o to EFof Subscribe & 4 S, t9 E
Zoj| Publish 7Fsdtth. g B o]F9 e ta3 &

o
o)
il

i e _r; o T
fm
i)
1o
o

£ gy

Ml K 1E
ro
[m

v’ sport/tennis/playerl

v sport/tennis/playerl/ranking

v’ sport/tennis/# (a multi—level wildcard)
v

sport/tennis/+ (a single—level wildcard)

4.6.2. MQTT MAIX] Mg Az|ld

MQTT+= AAYH o= F4EH folg A Ad HE &4o| TAst= Y ELHZ g
IS Stk wEtbA HAIR] AEe 4AFA4dS AT Al 7HA QoSHEHES <
ATt 9714 QoS+ MQTT ZtoldE|A Publish EHo] HAEH HAIX| 7}
MQTT EgtoldENA AEA AEdE AJ7ME A= Aol
d& E°], QoS #HH0Y ZHLe= ALH= wAIA it A=AHdS EA

AL2A STo]AdEE= HAAE Publishdlx vIZ Ado] HAL Holzkx 7}
1 HAAE AHAIRIT, SldES AW Apolo] HIAIX] Ao gk of
AcknowledgementE A|¥stA| grom o] A= HAX Y {4 7HsAdo] HAT
Atk QoS 19 ALe AgHEe wAIX O dig AZAHS BAs=s WAolt
Zto|dEE= MQTT AHE WA X E Publishslal AW ZEE Acknowledgement

o on
Mt R oo

o

4y ot b i

s & 5 M 371 Adeln. i A2 HAAZE Ha 19 dgEe 84
2 5 A" 7S o miAEe R QoS #HE 2= g HA Aol digt AlF
9o
H

2
fr ox |o

o

Hasin AJgstA wAIRX 7 gt AdolA AeE + e FFE EAS
Frlo|th o]E YA T ©@A Y Acknowledgement HAlE A Yt EE QoS
| =255 vAIA AL digt 924, Aol F71sHARE Hlolg AY A

ZEo|AEAA AHE AXHA STHo]AEBE flolg7t AEEE= AollA Publish
3 Subscribe 7ol tHetQoS ol wekA dHlolg HEo| His A4S Akl
g2 ok A HA 24, Zo]AE A7} QoS W 28 HAAE EF9 o]
© 2 Publishdlal Zeto]AE B7F QoS #H¥ 02 | EY o]Fo] Subscribed}t

\;ﬂ
=
=
Pl

082
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OH MQTTAIHA Zeto]dE BE HAAE AEY fi= QoS #HE 0= %‘5{}5}
5 HA dE2A, S=o|AE B7F QoS #HE 22 EY o]F9) Subscribe g g3l A
ZetoldE A7 QoS ¥ 0= Publish 3t9& 9= AHAA Zo|dE BE=
QoS 27} obd QoS 022 dHolg7t AEHtt. &, MQITAHERE MQTT Z
O|AE o g9 Holg HAEL ZEto|AENA AHE Publish ¥ QoS ¥t
FYSAY Zr,

4.6.3. MQTT Retained MA|X]|

MQTT+= Retained WAIA] ®Als ALt i F22 MQTT AH7F MQTT
ZTOIAERZ R Publishd HAIAE 9 B 7HAT STIAESNA AL
& HAIAE Aol Efste Aot o] W& FdA HAIA7F Publish = o
EY o]F] A=Zo] Subscribe ¥ MQTTEFCIAESC] Aol AFHE HAAE
dg w2 o A Eoh. Retained HAIA] ‘%MH +&4S U= EH. dE =9

g EFY oS0z AHAIEL glojgle F7|7F 71 AL, g EZo] AJZo] Subscribe
gt SEYO|AESE 7HY & AEHE= HolH —Z.“ dHClE H= HolHE 27|71
Al7ro] 3z AE 4 QJANE, Retained WAIA] ®HAZ FalA Subscribe®t Al

24 dolee) duelES W 4 vk Aol it

4.6.4. oneM2M Primitive@t MQTT H2I=! 7L

oneM2M®] AE®} CSEZMe] E+= CSE 7HY] HYE+= oneM2M HAIXE ZE|u|E|HE
2kl skal 3 oneM2M ZEU|EEE2 AA AgE o, ZE2EZE H)IY FHoj
HEI ASE oA AEEe 125 Zeth & FodA= F /1Y AgE Al
of (AE &= CSE) A=A = ¥ wHAA A2 AYsts MQIT Z2EZS
A& oneM2M Z2|u| g Eoto] HQIY S AWt

oneM2M oF7|8lH FLXo|A A2t Mca (AE—-CSEZF?] ZZRIEQIE), Mcc (CSE—
CSE 7te] A% EQJE) AR ZQAEE EFA oneM2M Zu|g|E7} AGo] L
ol MQIT Z2EZF HRRIYE A AA MQIT Z=2EES T4 UELH=
ASE AAA dolg7t AgHEct, AA AE EE CSE7F MQTT ZREF3 uioly
7] H8liAe= siE oneM2M AEEES MQTT S| E ho]E g et A-FEojof
3, oneM2MOAA Mca, MccH® EZJQEQ AL foly HE2 AAZE Ztol
AEZRE MQTIT AHE ARste] Al SolAdER AGst= 12 E A=t

ol¢} HHst] FxH o2 MQTT HIRIE AlUg 224 oneM2M <MEE 2} MQTT
A7 AR dAS5Eo] ZA5t= WAlT oneM2M AEEQF MQTT A7 Ea 5o
SHA R EAsts WA 02 FET 4 flon T AU E AHET|E 3T

=

ﬂll

—
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M

4.6.5. MQTT HIQIE AlL2|R (XX ZHHF)

v oneM2M AEEQ} MQTT A®7F A dA5EE 24

PS1

Mca messages over MQTT

r--
>
m
21D LIOW

Ps2
]

g T
3| Mca messages aver MQTT

r--
>
m
D LIOW

ADN
oo L PS6 — Py
i i
IL Mcc messages over MQTT IL
CSE 3 | 7 —l¢le CSE |
I g|  Mcc messages over MQTT —3 |2
ASN Mcc messages over MQTT MN IN Mecc” messages over MQTT
e
]
g PS4 M
CSE : } cc
Mcc messages over MQTT Mec’

& (4-10) MQTT Server Co—located Al

o] WA 1%] (4=10y¢} o] oneM2M <EElo] MQTTEZ|AE B A7}

AARH o R AZEo] Zro] A5t Haloz MQTT ¢ AR w3to] zt == E7F
o] F It} 1‘%]4 e oneM2M =t FAA EE oneM2M l-:E% Z= ADN
(Application Dedicated Node), ASN(Application Service Node), MN(Middle

Node), IN(Infrastructure Node) 52 MQTT ZTo|AEE 7[A 1 9o MQTT
MW= MN, IN oA k=9 X3 AFHe F+2E 4=

Mt oneM2M AEES MQTT AH7F A AEEE urale] Xube| Qo)A 22+
F2EZJNEE T3 AEHe Z2EEF AlAUENA AHUst= oneM2M HEEJIE
2 MQTT op7|gld FxoA 452HE fA= & 4-15¢ £

v MQTT A¥7}F oneM2M NEEHZRY SHHo2 X5tz F4

o] WAL I7 4-11)3 o] MQTT AH7} oneM2M e E L} E2 & o 59
Aoz YAst= WA LE MQTT 9 wAIA ngho] Z =& 57t o|FXth, 173}
e oneM2M k=E FAoA BE oneM2M =E=E = ADN, ASN, MN, IN &
MQTT Zgto|dES xZ3aln Jorm 18 MQTT A¥E oneM2M =E9} =7
Aog Lt QR EA g}
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oneM2M AH|A SHE BZZF AN

g MQTT A7k oneM2M dgE el Egxdosn s Ateleds ztzte)
JEE Eo) WUHE Z2eE AIUEA AYstE oneMaM FEES

RES E
9 MQIT ob|8ld Fxeld Holt 454§ AL & 4-16)3 2o
¥ (4-15) Z2EZ NMIHEO 3t oneM2M - MQTT 7= 2t (ZHASH|0|A)
Protocol :
oneM2M Message Transported MQTT Interaction
Segment
PS1 Mca (AE of ADN to CSE of IN) Client in ADN to Server
pPS2 Mca (AE of ADN to CSE of MN) Client in ADN to Server
PS3 Mcc (CSE of ASN to CSE of MN) Client in ASN to Server
PS4 Mcc (CSE of ASN to CSE of IN) Client in ASN to Server
Mcc (CSE of MN to CSE of MN)
PS5 Mcc (CSE of MN to CSE of ASN) Client in MN to Server
Mca (CSE of MN to AE of ADN)
PS6 Mcc (CSE of MN to CSE of MN) Client in MN to Server
Mcc (CSE of IN to CSE of MN)
pPS7 Mcc (CSE of IN to CSE of ASN) Client in IN to Server
Mca (CSE of IN to AE of ADN)
PS8 Mcc’ (CSE of IN to CSE of IN) Client in IN to Server

B (4-16) Z2EZ MIOHEO i3t oneM2M - MQTT = 27| (SZAH0|A)

Protocol

N oneM2M Message Transported MQTT Interaction
PS1 Mca (AE of ADN to CSE of IN) Client in ADN to Server in IN
PS2 Mca (AE of ADN to CSE of MN) Client in ADN to Server in MN
PS3 Mcc (CSE of ASN to CSE of MN) Client in ASN to Server in MN
PS4 Mcc (CSE of ASN to CSE of IN) Client in ASN to Server in IN
PS5 Mcc (CSE of MN to CSE of MN) Client in MN to Server in MN
PS6 Mcc (CSE of MN to CSE of IN) Client in MN to Server in IN
PS7 Mcc’ (CSE of IN to CSE of IN) Client in IN to Server in IN

4.7. MQTT Z2EZ HIQIE

oneM2M HIA|Z] Zju]g|BE MQTT ZE2EFE HRRIY-E FoA ddEstal & & o,
oneM2M HA|Z] ZE|olg|HE MQTT WA|A o oj@A wjsyg & ZHAA, MQTT
ZE2EZY of FAZ o] 8T AJA ] g ASo] A Holof gt 2 FoA=
ool Abatell disfA thEth,

4. MES 20l M2 ASsh= WA (ZREE)
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()

v oneM2M <QEJE] &, CSE Tt AEZ} MQTTo] A&sk= v

v QA3 SAYARAE MQTTHARZ A5kl AR A HAEdh= B

vV AT SAYAAE oAEA| S=AISEAL o] Tt SHS oAE9A T ALK gt B

v' Mca, Mcc &= ZQEE E3F oneM2M Zdu|glE AY-E MQTT w|A|Z|o]] o2

o sFE A7t gt ®Y

4.7.1. MQTT ®&

MQTT Z=to]dESo] A2 FAE 317 falA 7|EFoRE H=EAztn &=
MQTT Alwjo]] Z&dlofof 3y, oA AHE Ryt Zo] oneM2M A EEL} MQTT
AW AXTAANA, MQTT A= AdEEL} A AFHs #2328 242 &2 9,
MQTT A7} SHFHORE X|ot= F+2RE 242 & Ut

ADN
ADN
T | -AE
CSE g é CSE PTB
g PSI4 @ - g Mecc’ m 8 MQTT
ASN MN IN
(| Mca
Lo || e
CSE % } Mcc
ASN
a8 (4—-11) MQTT M7} SEXo =z X|st=s EiAl

MQTT Zao|AdEL MQTT AHe FAE FEST MQTT CONNECT AR 2 A
AHel &S AlERTE CONNECT HA|A]& ClientldE Z3sh=t] i3 Clientld
= MQTT AW HA&dh= BE SFHO|AES Atolof 1HE 4= Qlojof dir} o]t
Z7AL& MQTIT Zgto|dEV dA55E= AES ID (AE-ID)¢+ CSE ¢ ID (CSE-ID)&
Clientld2 AMEFC 2R TSE 4+ ot E3F MQTT Zo|dEE HES YA
CONNECT HA|RE Agd ), s #H AR o] “Clean Session” Z#IZ FalseZ
AR =E ot it

M- - - - - === - -eeeeeeeeseEeEEEEEsEEsEEEsEEsSEEsEEsSEssssssssssssssssssssssssssssssssss



MY
x

oneM2M MH|A B FZ 54

MQTTolA Zeto]AEZRY] B4 MQITAME HAfstA He Zeto|dEEZS]
AR A 2L EAA ettt BY STOIUET MQTTAHSE H&=
sHA| FAHE o E2 AAE SEA dEe TSR AT Aol dES F
23ttt 28|32 “Clean Session” ZFI1E Truez AR5t Al 2 AZL 3t}
a2 A dEe TR olHT FAE S MQTTAH SToldESt ¥4
H A" S 9714 F3 FERE APIES Al

4.7.2. oneM2M Request/Response HA|X| H}QIE!

v 84/ HAA

MQTT 3zl F2&= I 4-12)¢ o] 14 FHFE, 7H g iE, Holz=
o2 Us 4 Ak MQIT = #Hol==9 &4 4 Qe dHlolg ol disiA 533
dlolg 2dz 3Hsial A 7] "lwell Arze] HolHE "= 4 = 54 Uth
2t oneM2M Mca, Mce &AZ ERIEE EdjA ALGEE= oneM2M HA|X] ZojE]
HE XML E= JSON g2z 2Zojsja MQTT Ho|2Eo] et

7 4 0

Fixed header

Variable header

Payload

8 (4-12) MQTT &l 7=

EZF MQTT s #xoA 1 o= 2vo|ER 27|15 7HAAL A 5§, =34,
7l dolE B F e F2E 7T o7]olA i B 25+ 14709 MQTT A
EE 7 8HYS BYsH] s AMEH 4BEE 7EX|AL 16709 ®&Ho| 7Hesitt
oneM2M®] Regeust/Response HA|X+&= MQTT Z2EZE HRRIY-S E34 UEYA
Fojoj2 A= wf, MQTT 7 oA Publish24 FRE X & & 4-17)
oA} Ho]xzo] Publisholl tigt gt 3°] A Bpof 22ojZthal oafjdd 4= Ut}

L]
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¥ (4-17) MQTT Packet Type ZE Z}

Reserved 0 Reserved for future use

CONNECT 1 Client request to connect to server
CONNACK 2 Connect acknowledgement
PUBLISH 3 Publish message

PUBACK 4 Publish message acknowledgement
PUBREC 5 Publish received (QoS=2)

PUBREL 6 Publish release (QoS=2)
PUBCOMP 7 Publish complete (QoS=2)
SUBSCRIBE 8 Client subscribe request

SUBACK 9 Subscribe acknowledgement
UNSUBSCRIBE 10 Client unsubscribe request
UNSUBACK 11 Unsubscribe acknowledgement
PINGREQ 12 Ping request

PINGRESP 13 Ping response

DISCONNECT 14 Client disconnection request
Reserved 15 Reserved for future use

¥ {4-13)9|4 EZo] Publish HA|Z|of| Tt ZE1= 4| EE FHEH, 7|4
QH|EQ] ZFo & QoS o] AHoEtt oneM2M Zu|g]Eo] MQTT vlQIY Alof &40
gk A 9 A4S 135 QoS HHE 12 AASIEE k= 2 IHsL Ut

v' oneM2M RequestH|A|A] HYj7]
oneM2M RequestHA| A= MQTTS] Publish HIAAE &3t A& =™ Publish HA]
Z9] 7HH 3ol EYQ o]go] 07ttt oneM2M HWA|A] ZolE|Ee] MQTT HiQIY
Aloll, oneM2M Request WA Higt MQTT BY o5 thad #o] A4t
/oneM2M/req/<toy
- “oneM2M™2 oneM2ME 2I&t MAIX| S =telsh=
- “req"= RequestHA|X|S LIEI= %

- “<to>"= EM 2laAo s URI

0k

-
4

Byte 1 Flags

Byte 2 Remaining Length

a8 (4-13) MQTT ™ &l #+x



oneM2M AMH|A SSHE &

HA
ar
nx
x

v' oneM2M Request HA|R|S] =41 2 ST}

20U EE oneM2M Request HIAIA|9] tiet MQTT E3 °o]F22 subscribe
o MQITE B34 AEEH+= oneM2M Request HAIXE 7S 4 o
oneM2M Request HWA|A]= B gato] tigk CRUD LHdolds HiL Sl
CREATE 2#Hfo]HdE A|¢lgt RETRIVE, UPDATE, DELETE 2 #Hyo]Ad THA =
g A glaArt 2AEH7] wEo| T3 o202 Fg EHo|| Subscribe EHo] ¢}
o MQTTE E34 AEE+= oneM2M Request HAR|E B+ 4= QJt}, 124} CREATE
LYol gt BA iaies $A MQTTEEO|AENA g EF ol v
Y3l Subscribe & 4 glenz EF ooz WEHE U AYEHE (& =0
“JoneM2M/req/#’) AFE38t] g o]2 92 Subscribe 2N Y oneM2M Request

HAAE B % 9

iin}

-

AE MQTT Client MQTT Server MQTT Client C5E

Initiate

Initiate
Connect

Connect

Subscribe .
(oneM2M/req/AE-ID/#,  Subscribe
oneM2M/resp/AE-ID) (oneM2M/req/CSE-ID/#,
oneM2M/resp/CSE-ID)

Non—MC.).TT MQTT Domain Non—M(EZTI'
Domain Domain

T8 (4-14) MQTT HIRIZE LISt Subscribe 2+

MQTT =41 EE}O]ﬁE% oneM2M RequestH|A|X]|§ ®FoH g wA| R0 2
HAZ o] et FaEAS & o+ e T= BY2FHIE A|2E st §F Alxte] A ud
PR zaxl ocfel = $asih MQIT PUBLISH wA%) sjoj2=e] E3kd
oneM2M Request HAIAE &2l & AAE A& A3t 18]22 oneM2M Response
HAIZE ool MQTT EY ©|F2& Publish 3ttt
/oneM2M/resp/<to)
- “oneM2M"2 oneM2MOll A ALEE|= MAIX|YLE FE0H7] 213

o

2T
- “resp’E SEMAIX|QLE LIEIYE %

— ST

- “<to>"& Q&EXo| thek URI (F, CSE-ID, AE-ID)

—
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o, oneM2M Reqeust HAIAES EWH MQTT Zto]AEY} 3t oneM2M Response
HAIZRE 7] Y8fiA s MQTT EF o]Fol Subscribe®lo] §lojof s, MQTT
Publish HAIA 2] Ho]2Ed= oneM2M Response WA X7} €74 Ht},

v" Request/Response HA|X] &

MQTT Ze}o]dEEL MQTIT AlHo] EX o]20= Subscribe TO2H, FF 3
EY o]E%9F Publish He= HRARE w2 4 ok waEb4 oneM2M  Request/
Responsed|A|A|of] tfgt MQTT vRRIGS &3 HA|A] Ago| 7Fs3t7] $six=s 19
{4-14y9} Zro] oneM2M 4EEIQl AE ®= CSE:= MQTT HRRIY S 84
AE-ID E¥& CSE-ID ARE MQTIT Zgo|dEqA Adstct a2l i MQTT E2
o|AEE MQTT Ao H<EE 3l MQTT CONNECT HA|R]of| Clientld2#] AE-ID,
CSE-IDE ARE3ITE

AE MQTT Client MQTT Server MQTT Client CSE
Request Publish
(oneM2M/req/CSE-ID/resource) | pyplish
(oneM2M/req/CSE-ID/resource) Request
Publish Response
{oneM2M/resp/AE-ID)
Publish
Response {oneM2M/resp/AE-ID)
Non—MC.).TT MQTT Domain Non—MC.).TT
Domain Domain

a2 (4-15) MQTT HIIES S8t Rea/Resp HIAIX| HE 2HH

Fixed Variable

Resource
Type

Operation From To Request ID Contents

a3 (4-16) MQTT HIQIZIZS E3t Request HIAIX| ol



oneM2M AMH|A Z2HE g SiAA

g MQTT S|AEZF A2 MQTT AWl A=A 2z} STo|AE= AH
SubscribeZ dl=t] g £ olgo2 AE-ID EE: CSE-ID Ho “#” 9= A
HE ARESte] © g o] SubscribeE 37T

= 0neM2M/req/ID/# o] AL, “oneM2M/req/ID o} H}HE EHo]| Subscribe 3t
the A2 oujet, ol2dt d4s F3lA MQTT So|dEE g AE-ID, CSE-ID
= A9 AXUER 7HX|AL 5199 oEet glat o]F9] HAEXUES Heir = dsEHe=
MQTT HAIAE ¥ 4 Sl o] Th=o] XA "o,

dAde FHE #'L ARE3 ET o]Eo)| SubscribeE TFCEH, oneM2M/req/ID/
resource 9F Z2 o|F 22 Publish EHoX HAIX|o sz B 2iio] tigt
o5l AFALS=Z Subscribe o] A HEZHE Wi HAH= FlA ST HAAE
MQTT Zelo]dEE $AT 4= Ut}

v' oneM2M H|A| X2} MQTT HA|X] Mapping

1. oneM2M Request HIA|X|2} MQTT H|A|X|] Mapping

MQTT HAJA] +4L& I8 4-16) 3 Zo] 1A 3], 7hH 3T, Ho|2ER 4
=, oneM2M Request HIA A= MQTT Hlo|2& HEo| g4 4 ot

o 2A AEQ} CSEAFO]O] Mca #HH#HA ZJIEE E3F 138 4-15)2 oneM2M
Request/Response H|AIA]2] EFA AES MQTT Zo|AE o= MQTT AH=
Adslazl sk= CSE-ID7F E3E  “oneM2M/req/CSE-ID"®+E  “oneM2M/req/CSE
—ID/resource EY o]&97 MQTT HA|A|E PublishE 3%t} E3H dd MQTT
Publish #A|x]2] #Ho]2Eo= b AHE7F ZFETH {"Operation (op)”, “From
(fr)”, “To (to)”, “Request Identifer (ri)”, “Content (cn)”, “Resource Type (ty)’} & o}
24 wetulE MQTT AW Z$ MQTT Publish HIAAE oW g EFoj2oz
7Hgk MQTT %ﬂ'olﬂ.‘iﬂﬂ] MQTT "X E AEstd, MQTT Sto|dEE AY
ko mjA|R| S JPCSE E= AEE AGsA "o},

[ =2
=

Fixed Variable -

Response Status Code Request ID Contents

O3 {(4-17) MQTT HIQIZIS S5t Response HIAIX| of
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2 oneM2M Response MIA|X|2F MQTT MIA|X| Mapping

oneM2M RequestH|A| R} FL3H4] oneM2M ResponseHA| A= MQTT #Ho|2=
B 7|4 Htl g Ho]Z=ol= oneM2M Requestol] Tt AF, AuES 47
F= g3, QAID, a8x F7F AR So| @7|8 oneM2M ResponseH| A A7}
MQTIT ZR2EEZS FdA ALH|A7] 84 = 9t MQTT HAJA= oneM2M
Request HWA|XQ] “fr” FEE ZxRste] CSE-ID T AE-IDE ET o220z
MQTT HAIR]E Publishdtct, 3T doAE “oneM2M/resp/AE-ID" EY o]&9]
MQTT HIAJA|E Publishdt] & HIAAE AEgth, EZF MQTT Publish HA|A] €]
Ho|2to| ZIEL AHE 7Y 4-17)3 Zo] {"Response Status Code (rsc)”,
“Request Identifier (ri)”, “Content (cn)’} ¢} o2 &A Fein|gEL =3It} AE
Z2HE CSEZ "WAA7E dAgse 2Aet L3t CSERFE AERSY SH wWAA7L
AGEl= A= MQTT AHE Zfste] HAIR|7F At

”

4.8. CoAP 72

ARERIEIR 30N AZ == YHlo|lAE2 AREE, PCE Z2 =] 450l
2 Yulo|Ak EASIA|RE, AlAe}t dFoolEet 22 A &9 wimeer ¥ A4l
A e 7H gupo|A7ER] gpeFstA EAgttt, CoAPS Constrained Application
Protocol & SfAEA HEA AT} AEAUEC] =2 UEYHZ oA A AF¥Y st=
dol2 ZAEE= MA tjulo]Ao] RESTful YAHIAS Q7] Q3 A% Z2eF
oJtt,

CoAPE ¢lgYl ®&3} ¢H¢l IETF Core WGolA HTTP ¢ ZREZJ th$EHE=
BEE ¥ ZREIZEA AEEGeH o3 ZF2 EAES A=t CoAP ZREZZ
HTTPS} 22 URI & &34 842 tfgt CRUD eHgoldE X|gsty ¢ ==
EEZ 2H0F [Pv6S A Ydt= 6LowPANY EHAXE AZFo=2:= UDPS s
UTh EZF CoAPE 22 HAA] =27] | 4% IFY, HIEGS fla Hpolvg] Ql=d
Mg A Qe B 7L lo CoAPS WAA] 3 A71E& oF 10~20ut0|E
I HTTPS} ®laste] #AJZ] Z7]= <F 1/10 F=o]7] W&o HTTPY H|wste] o
A GH3} ThsAdo] Wotx]7] wjFof HjRlEAEC] w2 UEHI A FEsh=
Zk=t},

CoAPOA WA AF WAL SIFP(CON), HIERIF(NON), <2UACK), A
RST)9 ¥l 7HAE A ¥t 23/ HAY WAIX] wghE ey, EIF HA|Z] ER
o

O ok

>

A

A|m
flo

2
Adnie 27t B2 DS Fol 7t ERAMS PR, FbHos @4 IETF Core
WGOlME 2atolze] dloje AYe 913 22T ALLAT CoaP MM Blas

HlE B v 4 9 Observe 7|52 BF3sta 9t

092



oneM2M AMH|A EHE 5F sHAAN

(J
4.9. CoAP HIQIZ TajAlst
oneM2M WA|Z] ZE|O|E|EE CoAP ZZEZT} RIYS & uf, CoAPL] HAIX] &4
2 A WAL o]sts o] Baslth EZF CoAPY T&E 750 Hgt mEass
sforstofof Gtk B Pl CoAPS] WAX 4, A WA, AN 2 BS99 W
715 duEc
CON [0Ox11aa] NON [Oxabcl]
GET /temp GET /temp
(Token 0Ox66) (Token 0x76)
ACK [Ox11aa]
CON [0xc123] NON [Oxbbaa]
2.05 Content 2.05 Content
(Token Ox66) (Token 0x76)
“23.9¢” “23.9"
ACK [0xc123]
CON & MIA|X] H& NON & DjjA|X| &
8 (4—18) CoAP MA|X| EtYHE HAIX|] HE A
CON [Oxdc12] NON [Oxcb43]
GET /temp GET /temp
(Token 0x45) (Token Ox46)
ACK [Oxdc12] NON [Oxcb43]
2.05 Content 2.05 Content
(Token 0x45) (Token Ox46)
“18.5¢7 “18.5”
CONY QA|X| ML NON & QA X| M &
O3 (4-19) CoAPOIA Piggy—back SEHS| SE}
--------------------------------------------------------------------------------------- —
4. MEE 2ol M2 ASsh= WAl (ZREE) 093
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4.9.1. CoAP MA|X| EF

CoAP HAIA] dtfol= CoAP HIAIA] ERdE Aosh= 2W|E7F AL sig HE9
CON (0), NON (1), ACK (2), RST (3)9] #AIA] 8BS 97t 0~39] HIE & 44
g o Qlth. CoAP HTTPSF FYstA GET, POST, PUT, DELETE HIAEE A
st = 7Y SAEZ 84/SH WAIRKY Holy nge] TS S HAA|odl=
SAWAR O Bt dEa dufjoifol tisid HTTP TdE 2= oF ZEE A4

HX

sith 2% d-18)el4 BEe] CONE WAA Adelit A=Ae RAs a4
axWA A et ACKE $HOR W 4 glom, NON® wlAx A4e wlawy
MAX Ao ACKZ HYER| gheth EF CoAP %] UE SEE o]

ke 9EE FoiA AR #AE o|FH, HAX] IDe shute] ERAAS FEsk=t A
SEch olgto I% 4-19)9F o] CoAPIAE 8% HAIR|o] didjA ZA] SHo]
7Fs’t 7ol A tlol8lE Piggy—back FHIZ SH3te A= AUt ot

4.9.2. CoAP H|AIX| &4l

RHOZ CoAP WAXE OSI Folololn olZeAold AZo] &3] sF CoAP
wAAE OSIEelele] EAAZE AZo|H UDP Hlole1se] so]ne HEo| Soizt
o, 2% (4-2007 29| CoAP HAXE Hlold EHem 1my Hiy 4vjolEd

s mge 9tk ololA 0~8 Hlo|E Zoje] E2o] s} o|F o] 9
Sh £ olF 2] WA FAL CoAPS] Ho|2E} iAgH}.

Ver | T TKL Code Message ID

Token (if any, TKL bytes)

Options (if any) ...

Payload (if any) ...

12! (4-20) CoAP HIA|X| &Al

e Version (Ver): 2 HEQ| Zt2 Zt11, CoAP X Hr{E 2o|o|sict. &X| =2 01 binary
2 MA™EO UCH

e Type (T): 2H|E2| gf2 Zt11, MIAIX| Bt S olo|etct 02 &ly, 12 H|&eld, 2=
s¢2l, 32 2|M S LIEphCt
e Token Length (TKL): 4H|EQ| Zt2 2t E2 ZE=o| Z0|E LIEKHCH CHel= HIO|E
(@]

olo{ OollA 87tX[2e| g2 ALEE == RUCh 9 oM 167kX|2| g2 off2k=[0] AT



oneM2M AH|A SHE BZZF AN

A5, BHIEE AHMIEt &2 2folettt. c.dd2t
00ollM 317HX|9| gt2 Zt=rt SAE
2] &, 5= AMH{ o3| SEO|c 2F
UT, 0.04= DELETEE LtERMHCE,

, 55 &2l 3! CON EE= NONH|A|X[of| CHEh %o 2 A

Ugrlr

e Message ID: 16H|E2| 3t
ACK, RST HA|X|of AlEE= F.

rulo
|—]

4.9.3. CoAP 1d 7|5

CoAPZ 7|4 7155 AL e=H A/ HAAZE YEYAE BRshe Ad %
HYZ= A2 A7l 888 € + Aok T AW 7162 T2 ZFA] AHA X]|Ho]
3 ZSA AME Aeois SF WA el SHEES sz Aol Fhsd
elacsol i) B A9 o oS ALY ek o} 2a) Abi o
glato] digt 84 HARZE Bsks Aol tisiA Z=A *13101]/\1 M= B
28 origin serverd] 8% glo] ¥HS & &+ Ut A 7152 freshness@} validity
S ARESIA Aol Hr,

v’ Freshness: 8% WAIXo|| tiallA HAH 2aArt “fresh’2H s 2ol tisfia
origin servero] 8A3HA] %ol EHER YEI XA &Y & Stk origin
server= Max—Age CoAP ¥4 AMESY|, o|& F3llA CoAP 3| HAIX|of| Z3He
220 i3t expiration times HA] &t AlZFo] Max—Age gk Holzithd, s
NE glas FEE fasH] 252 UEil= Aol

e Max—-Age SM2 CIEZEE ZI2Z 60X2 MY =0, Max—-Age SM0| gle= SE HAIX|2
A0l RAISHOZ CIEE g9 F Max-AgeZt A= ZHoZ QIX|=CY,

e Origin server? | Max—-Age zt2 022 MYsP| =M 7|42 sHX| pb=the WS 2lo|sk= Zo|ct

TEA| At FHASHD Y= 2IAAS HAISE| 2I5HA origin serveroll HRHS $545F 4= UCt

v' Validity: CoAP SE}o|AE(ZEA))= HAE itof gt fa4dS glstar 784
8171 $J8tq origin serverof| Al gai QA tigt AJE k= Zo] obd ETagE At
gslo] AR A& & 4 Qlt), ETagE ARESHH origin servero|A sig g]4&AA7}
744l0] E QR0 RS ERIT 4= Qo

CoAP Z20|AHEo|A A E 2|2AT} M3 FESICHH A= Max—Age =441t 27|
SEFE 2.03-ValidE SaiM SE3SID 0|2 SalilM S2jo|dEL s 2laAo ofst
freshnessgte O|O|E Sict

o||

e CoAP ZZI0|EQ| FJ| M= SEO| F&
2ctaE 2 05-ContentE S48
2| AaAof CfsiA SH gt 2aa=z

HXI gicte M= 0| EE 2l HELL ol
Zcth sl g HAIXIE 22 220[HEE e &

E| =g

o

x

2t
o H

o

II9.m

@]

£

[IJ||'|J
1

rok
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494, EET MS

CoAP9] 7]& HA|Z]= AlA Zk, AFololE e gt 5 22 Abo|29] HlolHE thE
= A Hol AT, EETS Ad JHS FoA 2 Ae|2Y HlolHE ASE o
E5 O92 Yol AT 5+ e 8% Aol oHDP 71%-& oneM2M E}2IY
*l°ﬂ HHlol/AZE o] HHo|E T 2 Ao]2Y HlolE Ago] Had o §-84d¢] Uk
E2 9] AL 7]%5L CoAP HAA] ojZgA o)A %011*1 & Ato]z9] FolREES
fragmentation3iA] A5 ¢ JEF A Pst= Aot}

CON [0x1234], GET /status

ACK [0x1234], 2.05 Content, 2:0/1/128

CON [0x1235], GET /status, 2:1/0/128

ACK [0x1235], 2.05 Content, 2:1/1/128

CON [0x1236], GET /status, 2:2/0/128

ACK [0x1236], 2.05 Content, 2:2/1/128

0I->

38 {(4-21) CoAP EETH?| T& GET ol

ul

22 g4 12 2% fAxe gt 2299 A4 A AsHn, 22 g4 2k 99
AN Sfel g wifis A3 A4S, 29 A2 BF 4 29 AU,
B2 9o S48 BN BIH 190 BREH 2048 YU, B TSl £
=, % u "/ Slash) 89l S

A 22 W

=5 Ao|2E yEhi,

4.10. oneM2M HM|A|X| Primitive?l CoAP HIQIZ

&2 Zo| A= Mca, Mcc ZZ ZOEE E3t oneM2M 83/3H HWAA AL A g
HAZ] E2LE CoAPY HAIR] Z299] dAssk= WHT oneM2M ZEu|g|EHE
CoAP HA|R|of wjHah= o) dialjA] Arwic)



oneM2M AMH|A Z2HE g SiAA
(J

4.10.1. oneM2M 2% M|A|X|E CoAP 2F HM|A|X|0f Mapping

oneM2M 8% HAJXE CoAP 2% WA 29 i Alof| L4, onM2M HA|A] 2z
Hje|Bo] ewgolde| tiajA HITP Z2EZI up7FAE2 CoAP HAEERE wjgFsi=
HBo| gasith oA AHEARAN Zo] CoAP 8% HAIX] Ao 4ulo]E 1 H
gtjollA] 8HIE Zolo] AEFE 2FstL gloH g A= HEE S 9% HAEE
Uepd o= Qlth, F7HH 22 oneM2M 2% HAIX7} 2= ZEjug|E getug o] ghe
CoAP9| Hlo|2Eo] Foj7it},

H (4-18) oneM2M 22m3|0|MI} CoAP HIAE Mapping

oneM2M operation CoAP Method

CREATE POST

RETRIEVE GET
UPDATE PUT
DELETE DELETE
NOTIFY POST

E 4-18)°)|- EE0] oneM2M CRUD 2w |o]ido] CoAP HAERE mjdE 4= glom,
RETRIEVE, UPDATE, DELTE®] tfaix+ w3 == CoAP HlA=ZF 112 ufH
"ot SHAE CREATE, NOTIFYO] tisiAs F 7H9 HiAE &% CoAPS POSTZ
g E=t], °|& CoAPolA F&317] #I8l CREATE 9] 9ol oneM2M Zz|u|gH
2X] Resource Type (ty) Tretu]ej7t EA1stE2 whekA] Resource Type Tetu|E]7}
EA5tH CREATE 2#old, &3t ¢o¥ NOTIFYeHFolHdeg g3t
EZF CoAP HAIA] 3ol A|¥dt= W& 5 oneM2M ZZ|u|E|E&l g3 9JsfA
&8 = Qe Code?t HAY AHE= ARt ol7] wjiol, oneM2Me| Zz|u|gHe}
njgo] o]g]& BELO CoAP Ho|2=0] @it}

4.10.2. CoAP Content—Format Negotiation SM

CoAP9] Accept 42 8% HAIXE Bl CoAP ZEFOIAENA =41 A] A3 4=
2+ Content—FormatS ZFA|Sh=0] ARESITE CoAP 8% Zeto|dERRE QXA
A& HES CoAP AH(Hosting CSE)7} g Content—Format &4°] HWA]E Content—
Formatle® B4 4 thdH, Hosting CSEx= 2% HA|X| o] Accept &40] S o,
CoAP $A1AHHosting CSE)7} A|€¥& 4= &= Content—Format < $H HA| A9
oA SEHE & Aok WHeF Hosting CSEZF 8% AR Accept &4 BAIE
Content—FormatZ X|¥8t 4= ¢icthH “4.06—Not Acceptable”& A5t 2514 ot

4. MES 20|l M2 ASsh= WA (ZREE) 097
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4103. EZ

CoAPOA EFL ¥ Hopell tigt F4 o] ohvgl, Hop—by—hope] CoAP 8% H|A]
A9k CoAP % HlAIZIS] AL SAaIA AGET, wekA oneM2M HlAIA] Eejueln
glz2hu|El £ response type©| nonBlockingRequestSynce T+ nonBlockingRequestAsync
ol L] oneM2M HAIA] Zju|g]lB m2tu|g £ Request IdentifierE CoAP2 EE
kol Wi & 4= Sl

4.10.4. URI SM

oneM2M HA|A] Zau|g|BoA “to” mtalu]go] HWAE AHHEo] CoAP HAA 3
tjollA FAe] Uri-Path& wi®=w], Uri-Host, Uri—Port &2 HAIXE HAdsh=
Aol that TP—address®t Port 7} BWAE (remoteCSEY 9] pointOfAccess &AZHS
Fzstel o A 4 ek

4.10.5. HE|AEZ

oneM2M HAA] ZE|ug|H 9| theket 9% wA|A] mletu|gE0] CoAPY FHAEF
Uri—Query®l] w1 & 4= ot o|E SoJA] Delivery Aggregation (da), Filter Criteria
(fc), Event Category (ec), Request Expiration Time (rget), Result Expiration Time
(rset), Response Type (rt) 5°| 7Fs3ic}.

4.10.6. oneM2M 2% HA|X|E CoAP 2%t MIA|X|0 Mapping

CoAPS] St WlXAE 4% 2l Ei Av) o] Pe|S 2ir}h E3 CoAP 23
WA Tt el ATre] AX ARE =tk of dol weF % WAIXY oneM2M
i PE st ZFEGE ol CoAP SF WAIX Wo|ZE HEo] 97 4 9t
CoAP S HAIA7} 2 A ZE e ofd & (4-19) @ (4—200F} 2},

H (4-19) CoAP SE HIAIX|e d3Zxt 2|8 AE

Status Code Status Code of CoAP

STATUS_CREATED 2.01 Created
STATUS_DELETED 2.02 Deleted
STATUS_CHANGED 2.04 Changed
STATUS_CONTENT 2.05 Content
STATUS_ACCEPTED ACK




oneM2M AMH|A Z2HE g SiAA

Status Code of

Numeric Code Description Description
p CoAP escriptio
2000 Location info not authorized 4,01 Unauthorized
2001 Unsupported resource 5.01 Not Implemented
2002 Unsupported attribute 5.01 Not Implemented
2003 Target not reachable 5.05 Proxying Not Supported
2004 Cannot forward, other reason 5.00 Internal Server Error
2005 No privilege 4.01 Unauthorized
2006 Already exists 412 Precondition Failed
2007 Create error — missing 402 Bad Option
mandatory arameter
2009 Does not exist 4.04 Not Found
2023 Create mgmtObj — memory 413 Request Entity Too Large
shortage
NITHERE Description SEiLE Cadl @ Description
Code P CoAP P
2028 External Object not found 4.04 Not Found
2031 Cancel execlnstance — 403 Forbidden
not cancellable
2032 Cancel execinstance — 4.00 Bad Request
already complete
Delete execlnstance — .
2033 4.03 Forbidden
not cancellable
Delete execlnstance —
2034 4.00 Bad Request
already complete
2035 Retrieve CSEBase — format 415 Unsupported
error Content—Format
2036 CMDH rules — non compliant 4.00 Bad Request
2037 Target is not subscribable 4.05 Method Not Allowed
2038 Car.1.not.|n|t|ate subscription 5.03 Service Unavailable
verification
2039 Sgbscnphoh V erification 5.03 Service Unavailable
failed — Originator
--------------------------------------------------------------------------------------- [ ]
4. AFZE 7H0ll M2 AESH=E WA (ZREE) 099
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410.7. 71 HE

CoAP HIAA dltjofl= SuH|E Zolo] SE HEE EsH, CoAP 8% HAIXd
Folle g = s 84 WAEE YEAL, CoAP §8 WA A-9ole &

ofl oX

FE Fel g Ay 32 yehith 35 USUb oneM2M ZujEEE 93 m
< oH 23 Z=E AT ¢ o F7HEQ AEE CoAP HAA] Ho|2=9 Y=
e alegi

4.11. CSEQ| Z|AA HTurAl

OneM2M9| AE ¢} CSE, CSE¢ CSEZ WIAR|= 83 /5H AR o|FR|1L 3
F HAIA] E297F CoAPY HAIR] E=9-9 vjE s 14o] sttt CoAPS H|
AA E229E HITPS 22 A9 83/89< At ok £ olA+= oneM2M
o] AR E2E CoAPY HWA|R| E299 vjF dt= A At

4111, S5Z dMA

oneM2Me] Response Type (rt) Tta|€]l7} “blockingRequest’ & AA L o,
CoAP2.2 w3 Ao Confirmable HAEZ wd =Hw, QAWA|R|o st 2|7} A&
ol SHHAIAZ AcknowledgeZ} AEE™ F7H4<Ql Hlo]¥= CoAP Acknowledge
WIAIA piggy—backElo] HAF AT ST T=7} s WA Ak,

Client o Server
oneM2M Primitive

Request(op=RETRIEVE,
to=/room/temperature, fr=AE1, ri=01, cn, rt=blockingRequest)

C CON [0x1234], GET /room/temperature

, ACK [0x1234], 2.05 Content

k oneM2M Primitive

Response code = STATUS_CONTENT

38 (4-22) 22 AMMAH CHSt CoAP Mapping

a3 (4-22)2F o] Blocking oneM2M 834 HA|X]S] 7o RETRIEVE 839



oneM2M AMH|A Z2HE g SiAA

4<%, I CoAPS] GET @3WIXAo] v =i, g CoAP $% WA HisjA
2.05 4 "AIA= oneM2M HAIX] 9] SHFE STATUS_CONTENTO| Wi Hr},

4.11.2. =222 Asynchronous 2HM|A

oneM2M®] Response Type (rt) TFatu]E]7} “nonBlockingRequestAsynch” 2 A3
& o, CoAP Zto]AEE Confirmable MethodZ ¥ slHA| 2HA|R]o] EZ

2 oneM2M HA|A] Zu]E]H 9] Request Identifier (ri) Fro= AAS} QA
AR E 42 CoAP AlH= QAWAIXE & FAIRTE= 9u|E @2 AcknowledgeE
Agdttt, QYYARE B2 CoAP MHE Ayt Td & A3 g9 F=ef F71
22l dlo|g7} piggy—back=e] Z3HE Confirmable WAIXE HEgict, g CoAP -$H
HAR|ol= CoAP 834 wA|R|o] £3H BEZg w3 ghom BESgE AAste] A
gttt s HAIAE B2 A= Acknowledges AEste] HIAR] AE= wpR|A Hot,

=

Request(op=RETRIEVE, to=/room/temperature,
C fr=AE1, ri=11, cn, rt=nonBlockingRequestAsync)
CON [0x1234] (Token Ox11), GET /room/temperature

ACK [0x1234]

/ CON [0x1376] (Token Ox11), 2.05 Content

oneM2M Primitive

Response code = STATUS_CONTENT

ACK [0x1376]

a2l (4-23) =22Z Asynchronous@M|A0| LSt CoAP Mapping

18 {4-23)¢} ZFo] nonBlocking Asynchronous oneM2M 8% HWA|X|Q] 729
RETRIEVE 8239 ZA$, g CoAPY GET LFWA|A|o] ujl =i Request
Identifier (ri) #t= ©]-&3t] CoAP HIA|X|e] EFFto] Wil gtk CoAP 2% HlA|
Ao i3t Acknowledge Al &, AHo|A QFHAX|o| gt HE P U
Zeto|AEA A= CoAP 8% HAIX|o| F=7F&Q1 HlolElE piggy—back 3t 2.05
AEZ HAAE Bl &g 2.05 Content AEL oneM2M HA|AQ SHFE=
STATUS CONTENT9Y] w3 =t}

4, AiEE 2l M2 ASsh= WA (Z2EF)
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4.11.3. =222 Synchronous AMA

oneM2Me] Request Type (rt) &1 €]7} “nonBlockingRequestSync = A= ch
H CoAP Z&to|dEE Confirmable MethodZ i SPHA QAW AR ESEFHS
oneM2M HJA]A] Primitive®] Request Identifier (ri) o= A3} g 94 A
A5 W2 CoAP AW AcknowledgeE Q2AAMA A&ttt CoAP AlWle QAH|A|
Ao s SH HARAE §H ZESH &7 CoAP 8% ZEto|dENA HAEett, 1
I o]u] Request Reference® Zro] Aoz, & @37} FoAAES =3 A
g8 23S 9 (T ¢ JEFE Tt} o]F CoAP 8% So|UE+= CoAP AHEHE
RS HHYUAE FolA Blas AP duto| dishA FIote 8% SE|dERRE S
JHALE T HAE 8T CoAP AH= gaA9 dX Ay AHE SHT
g S22 dsixe 1" 4-2HF JE2T 5 Sl

ient [l onevamprmie

Request(op=CREATE, to=/room/humidity, ty=container
C fr=AE1, ri=12, cn, rt=nonBlockingRequestSync)
CON [0x1126] (Token 0x12), POST /room/humidity

ACK [0x1126] (Token 0x12), Reg-Ref

" ~

k oneM2M Primitive

Response code = STATUS_ACCEPTED

CON [0x1173] (Token 0x13), GET Reg-Ref

ACK [0x1173] (Token 0x13), 2.05 Content

k oneM2M Primitive

Response code = STATUS_CONTENT

a2l (4-24) =22Z Synchronous@M|A0| CHSt CoAP Mapping

4.12. HOt majAfst

CoAP ZHAl= 1%, si7hel dds HebkE AlFstA] gl Slvh, skARF CoAP> HTTP
o] A3l WAooz B 2 ,J\.Tl HTTP 2] HSF MAL 9%t TLS (Transport Layer
Security) ¥]& UDP 7]8F ®¥2lo2 Z83F DTLS (Datagram TLS)S AREste] Hot
HAUEE ATt gick, DTLSE E31H CoAP AW 2 Zeto|AET 9%, dlog

7|HAT A Au|AE AT 5 Aot mEbA @A CoAP HAIR] Hlo]R2 =0 23E
oneM2M H|A|R] ZE|u]g]|E= DTLSES £3%F Hop—by—Hop A 02 Hoto| a3 E )
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(J

4.13. 2%

£ AOAE oneM2MOI] e ZREZ B4 @ TAA dAE Awpgt B g
oA A so] ZRED 714 FAAE oA 71 FAMIN FYSHe oneM2M
NeR el dstel, ALAZo] AA TRL T © oW Ao o] AW olof
sl AMejsh BAolth 3 CoAP, HTTP % MQTT ®leld 7l& FAM:
oneM2Me| F4 A% ZREZL AHgste] BAlo] o|Rolqt AR medtel, W
A4 A2 T2EZe| A7 oneM2M Zeluleln 7he] S Helahelct

4. NEE 2ol M= ASSt

rir
0%
1=
G}
Hu
Hm
1]
—-—
o
w
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@
A oneM2M BE EM
TS—0003: Security Solutions

5.1. HQt O}7|ElX]| (Security Architecture)

2 HoAd= oneM2M ANA AFHEHI Sl= HS op|EXE AWt I¥
G-t o] Hl op7|"HlA HE2 A 7FA| AL, & Security Functions layer,
Security Environment Abstraction Layer, Secure Environment layer2 FAJE T}

M| Security Functions layerv ZZF(reference point)2l Mca2} MccE E3f
oFolA L WelZl% AFoletn 9l Hels WFL 674 Rels euez
UHY, A1¥E3}t Q=(identification and authentication), AgrF¢](authorization),
D] (identity management), E<QF AA|(security association), W7 dlojg &
(sensitive data handling), EeFH4&]|(security administration) 522 FAE o] o},

Security Services
——————————— Security API (Mca, Mce) (not specified in the present document) = — — — — — — — — — -
Security Functions Layer
Ident;f;sation Aillioration Identity Seculrit.y Sensitivel Data Se.:c.urity.
o Management Association Handling Administration
Authentication
Secure Environment Abstraction Layer (not specified in the present document)
Secure Environments Layer
| I
Secure Environment n
Sensitive Data Sensitive Functions
a2 (5-1) HQt of7|ElXo| A2fd He
]

104
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oS AZ¢ Security Environment Abstraction LayeroAl: FZ oA HA| = o]
QA kAW ThOFE Mol 7)ol AEHET o2 So] Hol 71%0® Protection
Levelo] 9J&=d Level 0& FHoj(no protection)ztil A oS 3R &= Aola
Level 12 45 ¥Z(passive attack)s Wolsh= A gmit=E FEE wrl= %Z‘l
o2 FASLE AL Adsts Ao|th &% TAY dRL BX, SRR $£FH So
tl Level 2= 92 FA(remote attack)S E3dl= Al shujtjE AHE BAL
EHACRE ZA7] AT HHOE st= ¥4 9 Hpolg|AaY JAPIAEE A st A
oty XY AZEY o] FZ(local SW attack) S.ZHE] H&3l= FHo|ct Level 3
A9 =] T4 (local HW attack) 22 HE AMEALS] HFEHE HIdt= Aot}

Al A AlS2

Sensitive Data®} Sensitive FunctionS 32§33l @tk o] £ Sensitive Data=

702l Secure EnvironmentS 3E3}s5H=4|, Secure Environment<

SE capability, security keys, local credentials, security policies, identity information,

subscription information”|%5& 3233}l Qlth Sensitive Function”|% oA=&
data encryption¥} data decryption 7]%5& X333l Qlth data encryptiono] A+
AT AS & 5 A St 23} ke 7S AYstL, data decryptionolA=
o] dL3tH HolHE REXEHY s17] { WS A dq

Hot ol7|HIHE *47:]]6‘} LY E &7 YaA= 4t CSE(Common Service Entity)S
ootof sh=t, o|AZ M2M Service layero] Sl mlE9olgtal sjA thE tjrto]X9]
CSE =2 AE(Apphcat1on Entity) 2 HIE2 23t BEAS 4 Q= AZEZojo|r},
CSEX: CSF(Common Service Functions)Z ©|Fo]A Q=g o|AL 7hds| Wty
CSE9] 7ls=°lth. 1 7$52 & 1372 UHY Z} 7]5ud 85t 71559

20}, CSEx= 2E7} Ho| B oo wet thE fupo]Let §Alste] BES AT
A, A ™Y opF|dA= BEA AAE ASste oy Eet #4849 5t
T 242 Bro] it 99 fApelez Az thE =2} Z21F|9 olr|dlX o] uj
o] 7hssith Wige 7] fsiA= thE dutolAet AZdo] EHojoF st=t|, °| df
AFg-E]= 70| Security Function LayerolA] g3t Mcc, Mca®|t}, Mccx= CSE9]
W HEFAE ® cE AT IR Mcecthe A2 AR OE YHpo|A9 CSES}
CSE, & ulEdo7|gle] dZdo|gt= Folil, Mcad ax= AEQ ag§ W ZO=2A,
CSE®} AE, & v|Edojet ofEg|AlolA Ateld] ddE Erith o|fl CSEQ] HetEAE
s dst7] sl CSEQY HIeE2 Secure ¢ 1HY F WA 73“%?1 Environment
Abstraction LayerE £3] HZ(access)dl= RE Q3 YL CSEZF AH 7K1
UEF ST B 2 7duit a5k T)eEe] tEY] "), #9 2™
2= 2 71dol 8%t Ve EE AT EY AT 2594 9 5
Uth=E A= FF sfiFofoF gt

r*°

I
5. HQH I Z2fo[HAl 105
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106

o|A| Security Functions layero] = oA 7HA] Het7)s 7}’5114-31—3— At
WA A)H(identification)} ¢1Z=(authentication)o] t3lA 2R 2JHLE Q=0
AFE AEAID)7 FaETA| FAF ot AR AEst= g2 0%“94 Ao o
g debd 4 o dF2 AN AFE= AT A SR (trustworthy
credential)i’]- o] %1%1]% @%ﬂ% 17}7@‘0— 3}, dE 50 o ]'EPO] 5 |

AL AARHE AL "L%Olﬂ‘rﬂ st £ Sill:} A 9 9lZ27]=9 (SE 9 AES AS
15 Sl QI I AFS dh=d Zash o] AdHolth XY AL QdFe
EZ 0| wet £ s HEY A& 59 2lad FH(resource access)e] A%

= .E.

[e)

7158 AEEL: CSE7} 24 CSE9
It} AE =X CSE S£9] AL 927

;O

¢l
SHEA U] A9 488 87T 4
< AE E+= CSE7F Al§ Alio] 2= &
A L

Ust= AEE A & 5 Qo A2 Ad dAA AlF g ID7F *]E]f?:_} T %=
HI AE} IAEHO YA FRlsts AT} olH, dFS AT o od A=
315 WAYUES ARESE=Uol oo, AlE 59 AFA 7IRte =R 3 ¢dF WA
UEE ARESte A, U5 7ls2 HAE Ade d50he d5s 8+ & & dth
A7) 718k S WAUYES ARSSte A Q57152 HWAIA JISEZEMAC)S
g5k Y8l s 8 & 5 o

a1 2o g At FoJ(Authorization) 7|5 FHAZ A4 M 9 T = AT
w2k QlF H Z|#A Avja " FHolH HIE F7ste 98 e, U575
AFEHRNA th=9 HT AR F7id Zart Slok dE &4, o5 B7F 4

(ACL, RBAC)& M2M AjH|A Sgo] QIFH Ao 7HYdsta, e Ad7 #HH
A A AR AR AvlA 74y AdE &8 3 AF B7F EE A B
A2 §A T ARl v S4e 1Y "avt led TAAS CSE Ee AE
W SAY CSE Aol9] Q1% Mrh A o] oA SaEojof g,

Al A 7]5¢1 Az B (identity management)= 3T DS HEsk= Ao|t}
o]AY 7|52 2AJ¥AE°] Secure Environmento] AAE /‘PEHE}Q, OneM2M
Identities T+ IlidentifiersE ZRZ dl= EPZQ 7HA9 oA A3ttt 19
oA OneM2M = Wel BH oneM2M A|HA= AE E+= CSEOﬂ A3ty 2¢
Sensetive DataZ TR Aolx, o] AHE ojfdt I Hojukz] by =
Moz Ag B Ao},

A 7]15¢ EQF AA(security association) R R F4l H3o] d4H F
= Abo]e] = FQl BA 0|t o|AY 7|2 oMAHTH MA HAT AE HoES F3

AT AFL T Aol
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oA 7159 ®IZE gloj8 A2 (sensitive data handling) A¥]A%E Application
LayerolAl Al 71A19] 7]%50] 9= E4 Sensitive Functiong Al53Ich ARZ ¢HAFH]
ALE & ¢ e 715 AFsta, A2 4353 752 AY(data decrtption)stH,
upAre 2 229 REXAEHY 317 Y3t W (data decrtption)S A|L3ct,
AXHA 7|52 EoFHE|(security administration) AH]AE Sensitive Function,
Resources Z12]al AttributesE #&|dh= 762 AlFeth ©]A2 Secure EnvironmentE
53 AF=E Resources & Zgdtct H#EEe RSP (5HHY = o
HE, AT £ e T AR T 2ZEJY B3)9 EYAHA FFo|t,

o o

(¢}

(1T

A

e N

rO

5.2. AI&le| HstE O (Authorization) 7|&

oneM2M FZoA AREE F3HE A (Authorization) HaF= 718 2L (Resource)dt
Aujzof gk AR &2 AFEEY FEE Aldsy] 9% 71&(access control)&
&2t oneM2M AJAE FROJA AH|AE 7R A 849 FF AHE JRA
(CSE: common service entity)?} S8 7lA] (AE:. application entity)oll <& g
Hot oneM2MoA FF3}; st Sl HITFH dXe= o9 F 7HRE 712 84
o= skl Qo

v Zdol gigk H 8% WA R 9] WAIR}7E 915 7] (Authentication Function)©]]
A E]ojof o

v AT Ao A = FAYN 84 HAA] AR AR AT S EHo ok 3

AL 83 HAAE S8l F2ol A== YL HAAY A= accessControl
PolicyID SHEZREE Zt=th ©o] HEZREC= 2Fst= Ao &€ & Sle
CaccessControlProlicyy AFMES 4]Edk= 2 E50] ZgEtt <accessControlProlicy)
o] ofgk tx 9 AHLX “Resource Type accessControlPolicy (TS—0001)"¢] A<]
o] ok ZFZF9]  (accessControlPolicyy AFES  HdKprivileges)?t AP7FESH (self—
Privileges) &/4& ZA ==t 24 42 A2 Aol 30 HAE = ARE 314
o Qoh 7|4 HI A2 Y Ade FxRshe oE A AEEHe =Y
A= Uehie, A7HEE £4& (accesscontrolPolicyy A4 AHA|] A&==
Ao A= uvehde 2" G-2)= AP AL"H2A9 (accessControlPolicy)
oIAEI A9 AAE el oA E7|E ACPE= <{accessControlPolicy) A <]
2| AS Yebdo, E3F 27 G-2)o4 AFH FE Ao WA &4 7N J2
AoJ(ABAC: attribute based access control)9] 7@ wEt}t ACPo] gt ALHZ
83 Al, ACPY A7 &4 AE ditt AEZ}F o]Fojx, 1 99 & =EE &
o] 2 AdAEI A fst A2 93 HIsluAF sk 2¥ AY(target resource)Tt

I
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BT ACP Aset)®] AT H4GRo| e AT} olFojAth =, ACP Ao
fal ARHD Rl & AL, Ha & A AFE £49 ol “sl7HPermit) e
worEE, AYAT X A2 dde] Reluth 1 9o) thE Y $7ol UE Y
AT 23 A% Ha & A9 dI H4o] SV n By Aeolut o] g
AaUsto] Hofgrt

List of IDs in accessControlPolicyID
attribute of Resource_1

Resource_1 Example:

ACP set=(ACP_1, ACP_2)
assigned to Resource_1

Each ACP includes one privileges and one
Resource_2 selfPrivileges attribute.

privileges and selfPrivileges attributes include
a set of access control rules

Resource_3

Instances of
accessControlPolicy
resources (ACP)

Resource N

a3 (5-2) X UAEARL FIA FMof FAM ZH 2=

st 47 A7HEe $42 ACPY Ao °‘°tﬂ ole Aode a3 d
3tazzk sk Apedo d—}fﬂ@ sk A, A, A R AADe Hgh H2

W, ofyzt 54 A%l ff]r—Ei Z4E Ak AFRFHZAZE Hg

A+ IPoﬂ it Aok, ARl it AloF S)ofl sl desta A,

—4% HMe ATHO =g LS ALE A Aol fAYZ| s HE

Ho, A HIde 84 HARol 23 g, 29 FHE, JI= Aiske FA

seto] AUk 171_01 A4e q}ﬂﬂ] Hr}, oo :L% 532 AILEAA ¢

o 49 AHER
2

ol
Q% H
NURID)
0.>Ii
o

bo

o= O

S 2 479 75;11:_"7@]0117'734 AR o= FA=
7Hig, A2 24 ¢ags 9 24E 2¥ste o= HIA o2 ACPO
gt 2% duglEed "F7-A A A (Permit— overrides)” L1 EE ARSI oS

v TAACPY &Aooy ArkEAl EdE o sl HIAletE] AAo] "It
(Permit)"2t Tat=d M2 A3k= "7 oo
v X719 ALt old AL HE AAY A= “(A%)Deny & ook
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acrs = {acr(l), acr2), ..., acr(k), ..., acr(K) }
4 & hY
acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k) accessControlContexts}

/
Set of originator parameters. Examples:
{CSE-ID1, AE-ID1, AE-ID2}
{all}
Set of allowed operations. Examples:
{Create, Retrieve, Update, Delete, Discover, Notify }
{Retrieve, Discover, Notify }

Set (list) of M_k context constraints (number of elements M_% can be different
for each acr(k)):
{acr(k) _accessControlContext(k, 1), ...
., acr(k)_accessControlContext(k, m), ...
/ ..., acr(k)_accessControlContext(k, M_k)}

Set of time windows defined by start and end time
Example:
{daily 04:30 — 06:00, 11:30 — 12:30, 22:15 — 00:30
Set of location regions defined by list of objects
representing geographical regions
Example:
{geoRegionl, geoRegion2, geoRegion3 }

Set of IP addresses or address blocks
Example (IPv4):
{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24}

il

[y .

a7 (5-3) HA AN e A

5.3. Ho T3

oneM2M #F 7|&2 M2M &4 A & 5 Aes ot Augedd d$
371 Y3 A"l WHe Bt AA(Security establishment)S et wWieotyl 14
(provisioning) WHES A5t

A7) 7)8F ®Hok EE]] -r-lﬂ(Securlty Framework)olA, & FA A4 &, &
29| dEE)o| FRqEE ATU5S 8 FFE A7 AR AR =Hojof gt
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o] fjA7]= Yufo]A] Alx, v Al APHol| F4d(Pre—provisioning) =AU SA
(Security Association) ©A°]A RSPF(Remote Security Provisioning Framework)
£ &3 442 &+ Sloh. RSPFE 7|Hte= 7|18 F/dl= F ¥ EH+= CSE/AES}
MAF(M2M Authentication Function) T+= gt 9] CSE/AE7} € 4 9lt}. RSPF
222 A 38 A7) 7]4E RSPF, Q154 7]8F RSPF, GBA(Generic Bootstrapping
Architecture)7|9t RSPF7} Qlth, Abdol| AA=E tiA7le 3" 7] 7|8k SAEF
(Security Association Establishment Framework) E+x MAF 7|8k tj#7] SAEF 9]
Agd 4 ot AAFE A7) 7I8F SAEFOA= QEE 2F SA S Hdl F dEE
F 3" A7) Kpsa'9h olo] digshe tiA7] AW g ‘Kpsald & ARHEgth o]
7% Kpsa®l Kpsald= AHdo] ARZ=EAY A4 Aol 7Hssith, o] Hrol MAF7|&t
SAEFo| A& mixg Zeld ‘Km'd olo) A3k niag Fzjeld Ad ZHKmld
E ARERt "HA ARAC] 717F A AR == tiA 7] 718F RSPFO) diafl & T ApA|
3] Adrgsich Abdol A diAz] 718k RSPF7F 357 3] HEAEH F2dA
A dANA g7 AEEY, o] 7l Kpm' 22 #7] "ot Kpme FZH3H
HoEX] grod He /S 2T 4= B E QPHZE Fhof EaEojof gt
a8 G-HE gAY dAgsE Kpm' 7|9k RSPF $2 552 yeyy, REA
E] ZodAd A4, FEAEY By A4, FEXEFY HS dEHol2, 55 7] 4
g, Het FoF A=do|2E AT T HH=E AAEY. dA7] Kpmy o]of 435}
L A9 ZF KpldE 52X} (Enrolee)?t MEF(M2M Enrolment Function)ol] A<
AR =] ok, REAER By FADA A Enrolee?t MEFo|= €4 A4 W40
a3t RS0 FAAEY 27| ¥4 A4S Al sEA e o o] A
v S5 dAY Ad(Identity): SEAE AA =H7| 3 diAFS AEE

v MEF®] ¢la: MEF: Kpmld E= M2M S 7)% URIS olgdte] 488 % 98

MEFE 547t 5 H3&(Enrolment Target)29| A& 7hsstA 3h71 A%
o s FEA U4 AFE +3Y 5 ok ol f8 te FESe] FAEH
v 55t AEGEEAE AR H7] A 55 dide AY)
v 5229 dgE CSE-ID E: AE-ID(EEAID), 52 Ao a3 we o,
M2M 55 7|52 55 tdol tt 554 Km, KpsaZt AEE AHo| AlF

v $Z4: Kpmld & o83t M2M 58 7150 4¥8 5 Ue
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@
M2M Enrolment Enrolment Target
Function (MAF, Enrolee B}
Bootstrap Credential Configuration jmmmm k- I
T DT o ——oSCCe R aonaeTIs - : Enrolment Target is already :
| Krp & Krpld, MEF URI are pre-provisioned ]I | Krp & Krpld are pre-provisioned : | configured with its identity |
I S — LS f———— ————— ] |
Bootstrap Instruction Configuration E
______ 4________________| I______________-'.________
| Enrolment Target ID , Enrolment | | Enrolee’s assigned CSE-ID or AE-ID, I
: Expiry : : Enrolment Target ID, Enrolment Expiry |
Bootstrap Enrolment Handshake i
A TLS PSKor TLS DHE PSK ciphersuite.is used E
TLS psk_identity is set to Krpld ,TLS psk is set to Krp i
(DJTLS handshake indicates Key Export is required, as per RFC 5 705
e e e e e e e e e e e e e e 1
: Enrolee generates MIC for session information using Krp, MEF verifies MIC using Krp :
: MEF generates MIC for session information using Krp, Enrolee verifies MIC using Krp :
o o e e i e e e S e e T e s ]
Enrolment Key Generation
il . Export Ke and LocaiiKeid from (DJTLS ‘: i ® Export Ke and LocaiKeid from (DJTLS Session :
i Session secrets as per RFC 5705 i | secrets as per RFC 5705 i
| Generate Keld from LocalKeld and MEF-URI | Ie Generate Keld from LocalKeld and MEF-URI |
! Stores Ke & Keld H . Stores Ke & Keld E
Integration to Association Security Handshake
— Keld }
CDerive Km/Kpsa from Ke and Enrolee Target ID)( Derive Km/Kpsa from Ke and Enrolee Target ID )
i | Km/Kpsa, Enrolee’s assigned |5
Mutual Authentication CSE-ID or AE-ID
g}
( Set Kmld/ Kpsald = Keld ) C Set Kmld/ Kpsald = Keld )
Key —I [parameter] H Communication of [parameters] “@— | utual suthentication
Internal generation of [parameters]
a8 (5-4) Kpm 7|8t RSPF 7=k
= (o] =] ~=]
o], REXEZY oA FTFALL MEF= g EeE AdS 7ids7] S
- o A - 13 . . ”
(D)TLS-PSK #E4o]= BAL Sagtet “psk_iden—tity” ZHehulglols Abd A%
[FEEe S5 diAR 7] AE el Kpmld 7} @A"Y, psk TEhoEe AR
- - 1 H — o [e]
AR A7) S5A] 71 Kpm 7t A4 EY, 557 A o2 Zoh
1 ) .
v 557] ke'¢ RelativeKeld= RFC 57059 A" TLS Key Export 7|5<
= =]
o|-g3sto] (D)TLS Al HEg ez BE P4
1 ) .
v S5E 7] AR} Keld + RelativeKeld2} M2M SZ 7|59 FQDNo 2 HE A4
= = 0o = ¢ ’ = ¢ ’
SEAL M2M 55 752 5 7] Ket 55 7] A2 g Keld A%
I
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vV 55 7] S Y% AFd Z2H|AY giA 5EAF 7] 7]HE RSPFE 58 7] AAS
93t 21=A] 7|4¥t RSPFe} U3t

A 7] 718 RSPFR= Ea], 254 7|4k RSPFY REAE FdH2E QAFA
7h ARgET off O2d (B5-5)+ ¢IFAl 7I¥ RSPF 25 Ut g4 RE
2E# 3dd dAGA = SEX9 MEF7F 3717] QSASE o|&3to AT <&
= s, FEAER IUE d5A= 4 AEE AR A3 "ok MEFS]
ofo|dE B} 5 A2 APl AU 7HYR, o]$, REAERY WY 4
SAA SEAL}E MEFo|= €7 74 gt RoE & et 27 A=Y, 5
E2tol| 27] 974 F4S AYsh] s oY AESo] AAHH

v' MEF URIL: (D)TLS g 2989 2oz A7 FA4e &olsHA &

v MEF QISA 5ol dadt Ju

v S5 B A



@
M2M Enrolment Enrolment Target
Function (MAF, Enrolee B}
i |
. (" Ernroiment (
Bootstrap Credential Conflgurati | Delmger |
________________________________________________ | Targetis |
, Enrolee Private Key, Enrolee Certificate & : ' MEF Private Key, MEF Certificate & : : already :
' (o) Chain. | I Chain } : configured :
| | withits |
: L L identity !
Bootstrap Instruction Configuration R
e e - ;
| Enrolment Target identifier, MEF URI, MEF’s || Enrolee-ID, Enrolment Target Identifier, :
| Certificate information | | & Enrolee’s Certificate information :
T e
Bootstrap Enrolment Handshake
(DJTLS handshake indicates Key Export is
required, as per RFC 5705
e FEnrolee sends Enrolee Cert& (o) Chain
o MEF sends MEF Cert & Chain
______ 1_____________________ JEm— ! A
() | Verifies MEF Cert conforms to MEF certificate I' verifies that CertEnrolee agrees w/ \i
mfo | Enrolees certificate information |
::::::'::::::::::::::::::::________4 _______________ ! i
{ Within the TLS Handshake. i '
: ® Enrolee signs session information using Enrolee Private Key, MEF verifies that |
| signature using public key in Enrolee Certificate. :
: . MEF signs session information using MEF Private Key, Enrolee verifies that signature :
I\ using public key in MEF Certificate. |
Enrolment Key Generation
&  Export Ke and RelativeKeld from ‘E i e  Export Ke and RelativeKeld from 1
i (D)TLS Session secrets as per RFC 5705 | E (D)TLS Session secrets as per RFC 5705 i
i . Form KelD from MEF FQDN and E - Form KelD from MEF FQDN and i
i RelativeKelD i | RelativeKelD |
i®  StoresKe & KelD il e  StoresKe & KelD |
Integration to Association Security Handshake
+— Keld }
( Derive Km/Kpsa from Ke and ) Derive Km/Kpsa from Ke and
Enrolment Target ldentity Enrolment Target Identity
= Km/Kpsa, Enrolee-ID, >
Mutual Authentication
¢ >
(Set Kmid/Kpsald = Keld) (Set Kmid/Kpsald = Keld)
Key _I [parameter] H Communication of [parameters] -+ Mutual authentication
Internal generation of [parameters]
a3 (5-5) 2I5M 7|4t RSRF X2k
=] 5 A = L = [ X} B
REAEY Boh A=ol2 YA SEAle MEFE ohddh HebA AEE 913
5 A O AFNE L =
(DTLS WE=H ol B SaTc 2 AL (52X, MER)E At AEjEle] gFA
I
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M2M Enrolment
Function / BSF

Enrolment Targret
(MAF, Enrolee-B})

Bootstrap Credential Configuration

Enrolee configured with ' MEF conﬁgured with |
I Enrolment Target ID

| I Enrolee’s GUSS :

Ks, B-TID

Ks, B-TID )

Ke =Ks
Keld = B-TID

Enrolment Key Generation

Ke = Ks
Keld = B-TID

Integration to Association Security Handshake

—

KelD |

C

Derive Km/Kpsa (NAF-key) from Ke and )( Derive Km/Kpsa (NAF key) from Ke and

Enrolment Target-ID

Enrolment Target-ID

)

Mutual Authentication

Km/Kpsa, USS (inc.

Enrolee-ID})

Y.

e}

)

C Set Kmld/Kpsald = Keld ) C Set Kmld/Kpsald = Keld

Key

_I [parameter] H Communication of [parameters]

Internal generation of [parameters]

< > Mutual authentication

a2 (5-6) GBA7|HI RSPF XE

nxjgto g2 138 (5-6)2 GBA(Generic Bootstrapping Architecture)”]¥t RSPF

2 epith oBAold AulA/mE wEe 52 g4
AElA/EE wEL Al ZEd Km'e

AL THE B

M2M o & A ol A
Az 7l A
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(J

3= Kpsa'S F937] Yl A53e GBA REAEHPE $3stojof It} w3
£ 53] NAF 7] (Ks_(ext/int) NAF)E F= #of 3t} NAF 7|&= wpxg =g
dd Km' Ex FAEE 29 A2 7] Kpsa' & 9u|gict
REXAEY Igdid AADANAN= S3A MEFE 93t Izdldo] A3
MEF+ BSF(Bootstrap Server Function)?] ¥&-2 it} 52419} MEF7F ASQEL
F3st7] gt ZdEE 54 UNSPo|ty, REXAER] gy 4 dA A s=Aket
MEF, MAFol= #3F Foqet 974 F40] Had HHSo] FA4HY. FEXLEY F
g d=dola dAdA A=Holas SFARL MEF /4 71 Ks'9 49
(Establishment)©] 7}Fs3t=% 3ttt wefF HEAESN & 7|91 Ks7t ou] I35,
E3 FASIHHH REXAEY F5 A=l B EFAsi, 55 7] A4 dA=
71€ GBA RE2EY H 7] Ks& 7H2 & ok 55 7] A AN 55 7l
Ke'e FEAEY 52 d=Ho|a GAA BAPH GBA HEAEH 7] Ks'et 5Y

slof gtk E3 §F 7] AHA Ke-ID'e FEAEY 5F dsola Iy Fo

HeE J=HolA A(association)& AT FF DACNA SFAY 55 W2 vhiH
g4 Km' EE F49 B2 AYA 7] Kpsa s AAsoF gt o] B¢ 55
A2 NAF &S a3t} ueby 5849 55 2 NAF-specific 718 4
sfof gttt 55 A2 MEF/BSFE RE 5229 AREAF Het A% (User security
settings) AEE A% W=t} ol F o wet 2z 7+ 7]9] HAe gkt

v GBA_ME?¢l 7¢, NAF-specific 7]+= Ks NAF
GBA_U9Ql ¢, NAF—specific 7]= Ks_int NAF®} Ks_ext NAF
opAE FEdd B 4 Bt AF 7] Kpsa = NAF-specific key ©]ojof gt}
GBA_MEQ! 7%, Km/Kpsa=Ks NAF
GBA_U¢l 7% weF HTTP Client7} UICCo| = 739 Km/Kpsa =
Ks int NAF o]31, I¥X% ¢o™ Km/Kpsa = Ks ext NAF ¢

D N NI NN

534 55 diA2 vkaH ZFdld ¥ Km-1d EE KelD'9 ghofl Hojd
T4 HeE dF 719 Ak Kpsa-Id' & AA3foF 3ttt 5FAL 55 giA2 ukrH
A Km' EE= 74 2o A2 719 Kpsa' & AR 374 7I(pre shared Key)Z
o]-g3te] (D)TLS-PSK #EH|ZE FasfjoF gir}, qheF UICC7E 97 Het Z2H|A]
Jol AHEl= ATt 3ol A AMEElE 79, GBA-U% Ke=KS int NAF= 153} 7]
W3S 3l ARE Hofof gt}

I
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@
5.4. A& =AY (SAEF)
oneM2M X Fo)|A SA(Security Association)~= Mcc, Mcc EE Mcad ZAx F
MM ©d Fo=z AFE oneM2M A|X&®E2 Z+ QEEA ZHijE dA7IE d=
“provisioned symmetric key SA 84 Wpetml Q1= 7)uk SA AYA wrer, agx
MAF (M2M Authentication Function) 7]¥F SA A W<k A %"fﬁq EApA)
SAEFE Z8dld A4 A, A% HA(Association Configuration) ©7|, A% =
oF =4 o] Z(Association Security Handshake) ©@AZ FEH T}
— |mmmmmmmmmm—— !______ »
| | B is already configured with 1dB :
{ (e s
i Credential Configuration !
L e e
:_ Kpsa & Kpsald are provisioned to RegistA and RegsitB using one of: :
: e Pre-provisioning or :
Il ° Remote Provisioning Framework |
| A configured with IdB to be associated with Kpsald | | B configured with IdA to be associated with Kpsald |
e T R
| 1dB is associated w/ Security Contexts || IdA is associated w/ Security Contexts :
| authenticated using Kpsa | : authenticated using Kpsa :
Association Configuration
: None :
Association Security Handshake: (D)TLS Handshake
Not needed in this Security Association Establishment Framework
i A initiates TLS with B using a TLS_PSK or TLS DHE PSK ciphersuite. i
i TLS psk_identity is set to Kpsald i
i TLS psk parameter is set to Kpsa i
[—————-— et S 1
: . A generates MIC for session information using Kpsa, B verifies MIC using Kpsa. :
| . B generates MIC for session information using Kpsa, A verifies MiC using Kpsa. |
T e I R e I
| |
O (5-7) Z2H|XY 7| 7|4 SAEF FEE
A AR, A7) 71 SAEFE 35 ABl& 848(CSE)RF 4% % Ee CSES
oAEZ Al 2&(AE) Tt 35S 3 3ot old Z+ dEEe ZEujE A7t
45% I AedHR AgE ol 718 FAHE Het 97 sleky o) Kpsa 2
I
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w718kt 7z dlElEl= AR]/FF(Provisioning)® ®HoF A7 7|5 0|83t A=Ho|=
H A X)) MAC(Message Authentication Code)® AZ2E Q1&3it) HeF AHYA 7]
Kpsasz= QHASHA HAEA] o= A9 H A ZAZF 448 & o Jleug st &
Zdoll A= ofoF g,
a9 (5-7)2 SAEFA FAE 718 AHESte A% 5 ol disf vehdo
otdf 1ollA “Entity A"¢} “Entity B Z+Z}2] CSE E+& CSE®F AEZ g8
UTh EE B2 AES CE7F ZH7+9] Entity A, Entity B2 g2 + Sl
9 199l AZAZY FA(credential configuration) @AAE FAE Heb A7
7] ‘Kpsa' ¢t o]o] agate 7] AHA} ‘Kpsald &= ARl AA=] JAY 97 34
Hof ek, @ F4 (Association configuration) GAoA 2z dEEo= 4= &
S Ao Zad FEEo] AAH Y @oF H WE o= (Association
Security Handshake) @AOA = ¢FASE AAE 7WA37] €& (D)TLS-PSK EHo|=
o] et P olA] “psk identity’ TEiuE ol BQF Ao dagh AEA}
72l KpsaldZl A7=w, "psk” getajgols 4 Ht A4 719l KpsaZt A€},
a8 (-8 QUS5A 7I8E SAEFS] F2E uEpdth oA “Entity A"
“Entity B'Y= CES ¥+ CSE ¢ AEZ zZHzF gj¢9 4= 9t A2Z% 1A (Credential
Configuration) TAOIA Z+Z+e] AEEIE 3t 7H217|et AFA= ARFe] F+4 = of
ATE SA T4 DAlIA AEE ALl dlEE Bells HeE AE4o|2 3 F HAgt S
AR, Ad JAR7E AFEHY dEE A HeE WEH|AE XSS HEHaL, i
BRole dEE BY AFA FHe} AEZ(IdB)o] Z3tE T dEE Bell= dEE A7
A El Bet ¢HASHA HEHo|ZE T = U= HT AE7F HA4ET dEHE A9
ﬁ%ﬁ TdA'= <lEE B7l e AE QS3l7] $g gz ARg "ok goF ®Het
Tol=2 FoA Z; QdEEE Ad dEE dFSAE Felstal, TLS 1.2 RFC

52465)4 DTLS 1.2 RFC 63479¢] #4& W2+ Fa3 ASAE o83t AFet

4) |IETF RFC 4279 “Pre—Shared Key Ciphersuites for Transport Layer Security (TLS)”
5) IETF RFC 5246 “The Transport Layer Security (TLS) Protocol, Version 1.2”
6) IETF RFC 6347 “Datagram Transport Layer Security Version 1.2”

5. HOot 2 IOt A|
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Credential Configuration

| A is pre-provisioned w/ A’s PrivateKeyA, and A’s I
: Cert, & optional Chain. :
| If A’s Cert is a CSE-ID or AE-ID Cert, then A is also I

o . I
| pre-provisioned with IdA. |

B is pre-provisioned w/ B’s PrivateKeyA, and B’s Cert, & |
optional Chain. :
If B’s Cert is a CSE-ID Cert, then A is also pre-provisioned |
with IdB. :

| A s configured with IdB,and B’s certificate |
| mfarmattan 1)

I
: IdB is associated w/ Security Contexis :
: authenticated by a Certificate matching B’s |
| certificate information :
I

: 1dA is associated w/ Security Contexts authenticated by a
) Certificate containing A’s certificate information
]

Association Security Handshake: {D)TLS Handshake

Not needed in this Security Association Establishment Framework
i A and B authenticate each other using certificates |

R B B R i s i i i B S S BB B i S |

: ° A sends A’s Cert & (o) Chain :

| ° B sends B’s Cert& (o) Chain |

N R !
P s s ~ 7 T .

: A verifies that B’s Cert & (o) Chain matches B’s :
I
[

\
1

B verifies that A’s Cert& (o) Chain matches A’s certificate |

| certificate information i
‘ i

information

I

| Within the TLS Handshake. :
° A signs session information using A’s Private Key, B verifies that signature using public key in A’s Cert. :

° B signs session information using B’s Private Key, A verlfles that signature using public key m B’s Cert. |

e

(5-8) ABM7|tF HOt SAEF 7=
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=X
@
i :
1 Credential Configuration
FTrTTTTT T T Pre-Provisioned cTr"re' motely provisioned B
: In A: MAF-FQDN, Km, Kmld :
R S In MAE: _Km,_K_m_ID Ll A e e ]
| S 12 o U R
_____ L ___________Association _Egtabllshrqgr_\t_lia_@msse_rg_____________ iy
| A configured with 1dB E i | MAF configured with IdB :
I__:::__:l____::__:::__:::::__:::__:__ ____ 8 R E YN L EE CEEy dei it
| 1dB is associated w/ Security Contexts authenticated : :_B with identity IdB is issued a Kc generated from .i
| by a MAF using Kc generated from Km and 1dB : i : Km and IdB |
_____ gEsssessscsssscscmsesonned o e ]
| Association Security Hanqshake: {D)TLS Handshake
| MAF Haindshake
] PSK-TLS handshake :
: The “psk_identity”’parameter is set to the value of the Master Credential Identifier Kmid. I
: The “psk” parameter is set to the value of the Master Credential Km :
| >
( Ke, Keld )
| i ——
| Kod
| « Kk |
(hekow ) 7T
[parameter] Communication of [parameters] <€ \ytual authentication
Internal generation of [parameters]
O (5-9) MAF7|gt SAEFRET
opjato g 78 (5-9)9} Zro] MAF7|¥F SAEFE= Qg g B7} =g w9l
A9 8" 5 ok AAZPTY WAGA vkaE 28 Km'D ol ks
opAE ZEEE AEZE Kmld'Ee AEE AeH MAFY] ZE|-Z2u|Ay o glAY
RSPFE o|&sto] ¥4 4 Ho Utk @ FATGA A AE e A, dEE Bofl=
FF HOT W= o] WA AFT Ao] AgHE AR HFEL o] HHoA
dEElAE <EE] Be Azt TdB'E ook st e Be <lEE A AEgh
TdA'E ¥olof gtk E3F MAF + <lE]E] B A3t 1dB'E ¥olok 3h4, IdBe IN
I

5. HOot 2 IOt A|
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A Zholl sttt FoF Het dudola I FollA MAF 7[8E SAEFY] dEHo|=2+=
M2M EetF AYA 7] ‘Ke'o $H(Establishment) 7F538H4 $tth. “psk identity”
gtetol el wkAE A4 AEz g Kmld2 A=, “psk” Zebu]gE opAH
FdA ZF Kmoz AAHET. el g A= olgE B(?l.—iﬂ} Lo)o Keld e A4
sttt AdlglE] BE MAFO|A M2M HeF AUl 7] KeE AM & 4= it
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6. AIZS2 HI0i0l1 Hdiol= UH

A oneM2M BE EM

TR—-0006: Study of Management Capability Enablement
TS—0005: Management Enablement (OMA)

TS—0006: Management Enablement (BBF)

FENA= E9F Hutolakt= =gZo] dEHEQ LEE 7|E2E 7|&H
R, =te AR == FRo wEt ADN, ASNE M2M YHpe]x, MN&
M2M AelEHe], IN= M2M AHE E2& o2 ujg=A Hoh oneM2MoA=
olggt L=Eo| wiPH EFF fulo|AE FE stz futolA e 7|&S 7]&st
AUTE oneM2MoA= M2M dHfolAs #E 7|leE AF Wdshr] Hos, g8 4
3tEo] QU3 7E SAHETE w2 7€ HHbols B TEES ARSI E st ol
71E futolA e V& dFo] FHL W0 7|&stdth. olEA AFH 7E
tufol A Y 7]€E5L OMA DM 1.37, 2.09,0MA Lightweight M2M9),
BBF TR—-06910)3} Zc},

olof oneM2MollAl AolH tirtolA ] 7jede] AF 7HE AHE7] o|Hd 7]
£9 futolA e 7|wo] WA AHEI 7]E dulolA #HE 7]&T oneM2M
o] A R, oneM2MeoA A Ydt= tHto|A Fa] g diafjA] ATfgich

K

< ob

N

6.1. 7|& ClHjo|A &2 7= L4

6.1.1. OMA DM

OMA(Open Mobile Alliance)?] DM(Device Management) 7|&2 o|FEAIALo A
FE= 94 Aloj/HstaA} stz FAoA NEEAT, 20029 6EFEH FEE Y
o] Zgg=o] AA7IA] 1049 o|4e] futol e 7]wo] 2 Ho| k. OMA DM
7l 20129 7|ELo® 149 oo HAE| e THE dubolX e FopoA 4
g 2ol Qlod, 1.Xt| WAL 1.1, 1.2, 1.322 AYP=Eoer, HA 13714 s
&/ (backward compatibility)E Al&star k. 7P 2o AdE WA 2.0

) OMA Device Management Protocol Version 1.3, http://openmobilealliance.org/

) OMA Device Management Protocol Version 2.0, http://openmobilealliance.org/

) OMA Lightweight Machine to Machine Version 1.0, http://openmobilealliance.org/
0

;
8
9
10) BBF TR-069, CPE WAN Management Protocol Issue 1 Amendment 4, http://www.broadband—forum.org
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1.302 o]z 334 Qo LAg B =L 2olR] o= Ved AR, ZREZS
7taskete] AfEE et 29 6-1) 9F Zo] OMA DM A¥E tjujolx o E)sh=
DM Zgo|dESt v dZdE & g9lon, DM AClEHoelE J3l 942 2 4 ot

DM Ezjo[HE

__Fumo

-

}
DM &
(Get, Add, Replace,
Exec &)

DM
Aol E%o|

"

II
™
! Battery MO |
@ ClHjo|A

J8l (6—-1) OMA DM LCJH}o|A 22| 7|& &

DM AHjeA DM Zeto|dE DM Egle] AHL4ES DM HHE Tl 2ATFO=ZH
guo]l A ] AMu|A7F 7Hssitt, DM Eglol= MO(Management Object) T =
AdEo] EAEIH, 4 MO= HE fubols e 7]ls2 A5t OMA DMofA
Aoet JEZS MOE & 6-1)¢ 2t}

H (6-1) OMA DM L[HE MO 7|5 MYH
MO IIs
stdMO DM AMH AE FH, CjHolA 7|2 HE S
SCOMO AZEQN MX|, M H &2
FUMO ool YdlolE
DCMO USB, 7itil2t & FH ClHIO|A 2|
DiagMon SLEHZ(HER] 2, App A FE, RF A|IO'E MEef) 2 &

GwMO HOIEY0] E5t 7|5 (Fanout &)

Fsto] Apsisc

[e]
kO
Fo FA) gom,

OMA DME tfHjolA #e] Z2EZI MO= EHHoR WAL &
°o|E B3 tutelx Fe| ZREZ] WAETHEE 7]E MO ¥
MO7} HiZ =t ate trto]lA e ZR2EZO = TS FA @ob 4AqF MO E+= Alf
z2EZo| FYErete Ago| golgit, I FHES FEstLAl sh= FHZ oA



oneM2M AMH|A Z2HE g SiAA
(J

AEERL, FHZole FoiZel A=A FaL, 7 gufels, M2M tufo|AE #e
st7] 3l AlolESe] MO, A4 &4 ¥ MOE Aost= 1 I9L st ok

6.1.2. BBF TR—069

BBF(Broadband Forum)2] TR—069(Technical Report—069)+= ACS(Auto Configuration
Server)?} CPE(Customer—Premises Equipment)7te] T2 EZ2 CWMP(CPE WAN
Management Protocol)& gt Stk ¢4 A9std, CPE+ 4= AZ2% fut
oA (o AT}, AFEA, & AClEHe]), ACSE CPE UHRIAE HEldhs AH,
CWMP: 84 Ao|Ae] tjutolx ] ZzezZa Azketd ok (2 (6-2))
OMA DMe| 544e] FojE clufo]x pejo] 2¥E Wigich, BBF TR-0699)
BF FAGE Hutols o] 3o o] AEEIH, 2004 5€o WA 1.09]
M=o, @A WA 14704 7EEoe] Qo CPE Proxier Proxied t|H}o]X2}
ACSTHE d83t= AC|EH0]|24, CPE Proxier?t ACSTHol= CWMPZLF AREEH,
CPE Proxier2} Proxied tlH}O]A Alolof|= X|1H], EFEA 59 PAN(Personal
Area Network) TR2EZTZ AFEE 4 )

CWMP

CPE «

' Proxied I :

- |_Device |
. . CPE
Proxy Proxier

Protocol . I

N ‘
|| Proxied |
. Device |

2l (6—2) BBF TR—069 Xx| 2| 7|& X

CWMP+= SOAP/HTTP 7|%te] Z2EZ22, RPC(Remote Procedure Call)& F3lA
fujolA B 7|52 $stt;. o]o BBF TR—0699A= RPC Method2} Method¥
ArgumentS< st ¢ltt. RPC Method: ACSo|4 CPE&¢] Method, CPE

6. AIZS2 Mof5t 2talshk= W 123
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oAl ACSZ9 MethodZ FEEFO] oy, MethodE =% AW = glo] 7HEF3]
H 6-2)°] 2Z Method7h& A3t}
B (6-2) BBF TR-069 Method A%

Method 75
CPE, ACSOllAM X|&5tH= RPC Method ZAY
ACSOIA CPES| Tato|Eig A
ACSOIM CPEQ| mato|ElZ &=
CPEOIA TS Ciestss 3
CPE= ACS®} MIME OB Inform Xids

6.1.3. OMA Lightweight M2M

OMA(Open Mobile Alliance)®] Lightweight M2M(¢]s} LWM2M) 7|&< 714
o) ALE tupolA ] F|EEH, M2M TtHpolA #EE B o= gt
201198 E 7S AFske] 20139 129 WA 1.0 viZ3Igch A AFF el
M2M ol A(d: 8—16H]E MCU, 44 KB RAM, ¥ KB ZA wzg)S
Fatr] Y3 EFHOE JNAEI ) Z2EFO] ofF TestA FAE o] Qo

LWM2M
B gy o) 2

B
LEsE

_ ZjoldlE B2
I [t PR
-~ R %A

a2l (6—-3) OMA Ligthweight M2M ZEx| 2] 7|& X

% 479 QlEmo) A o) LWMIM Alvlsh LWM2M Zefoldlss AL ¥ &
Sty REAED QlEHolAE B LWM2M ZeloldEst LWMIM Avuiel BAL
T 5 9k AHL s, outel2d] Bt Solow LWM2M ZetollEt LWMaM
Aelel] Feolole £ st 55 ool LWMIM At tutolx ol
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&5 7T o en, JE FA AdFIH|AE T8 LWM2M SEe|dEE HA
RS o|HIES LWM2M Aol H4d 4= 9},

CoAPL HlQlY ZaEZE ALL31al 9Jom, CoAPL UDP F: SMSE E3) Hd
7Fsstct. vlolyE] TLV(Tag, Length, Value)2t JSONO 2 ZS F st fo|2&
(Payload)?] Hst5 &9on, EgF29] = A 7271 FFHY. LWM2MA=
Q@ HAE (Object)2hz do2 RS FXIPBIGET, Al LEAEE 7 (6-3)1}
2.

H (6-3) OMA Lightweight M2M CiE 2BHE 7|5 MH
Object =
A @ RHRiel M3 Jks Y Mo
ClsfolA & H=, 3% 5|3, 2w

6.2. oneM2M IS HiH

oneM2Mel A= (mgmtObjy ¢t (mgmtCmd) A-d BHl= F2llA 7|E Hupels #e
71ede] Aol 7hssttt. 7IE "uiolx B Ve dFol U], oneM2MojA
7P e bARQl 42 owet 7|E futols #E Ylee AMSIREAl oneM2M
AHlE ASoA HErE tule]A B} 7hsstES sk Aol . oneM2M
Ae|a AF9 ojEg|A el AEE(AE)= OMA DM/BBF TR—-069/OMA Lightweight
M2Me| 7les A LA XstHEE gupelA #E7L Thssith ol s 1™
(6-4y2}t Zo] IN-CSE= Mca FHHL ZJAEE F3l| tnto|x #He| 7edf 7ot
Uniform3t QIEHo]AE AF3tal, IN-CSE= olZ&gAo]lA dEEE 7|& fufo|lA
7ed EYAJA/FHE A (Generic)? FFS Y 7hesith. ¥@S ¥ IN-
CSEe B¥9 B4l =271 A Yshe fHtolx #E] 7|e2 i ¥¥<S st dg
.,
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Device Management
AE

Uniform Management

Interface (Mca)
oneM2M
Domain

IN-CSE
x| pHa|
Domain

Mcn

OMA
OMA DM A{H{ Lightweight
M2M At
OMA DM 1.3 OMA OMA OMA
DM Lightweight | jghtweight
M2M 1.0 M2M

ECL)EM}Q] Em OMA Lightweight
S M2M 2ztojele

a3 (6-4) oneM2M MH|A AFz 7|E HX| 22| 7|& HS

6.2.1. {mgmtObj)E Est Hs HHH

oneM2Mo A& (mgmtObjy A BFYS T34 7|& fupolA B 7jedte] A
o] 7Fsslth <mgmtObjy A Bt B A BdET= th=7 #ES (template) T
e deR, AA A B Aldde #HER 7|dete Feold tiHtolA el A
Etjoll whet €Tt

A mgmtObjy A Bt disiA AHEct, (mgmtObj) A B9 A Y

HES B (6-4% 2t}

E3H(resource type specific) <

&4 o2

t2| X ErR! 0|2 (oll: software, firmware, memory)

rH

mgmtDefinition ClHFO|A

, Cldio|A g2 XHE Etloll oiE=l= 7|& ClHiolA 22| 7|=2| X Ef
CoEeilDE (0f: OMA DM MO)2| URN
objectPaths 7|& ClHo|A #2| 7l&e XHE 8=
mgmtLink ClHiolA 22| XFH EFUOA Ef CIHIO|A 22| XH EIE XS 1 A
[objectAttribute] mgmiDefinition A0 A= C|HIO|A 22| X EFlo] sHEsl= &M
description ClHto|A 22| Xt EfJol| et M
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oA Aol (mgmtObjy A EFYL HERNOEN tujolA T A4
etlell wat [objectAttribute]d] &/E°] EEtAIA "ot AA A& EH HA ol
Hed, 39 6-55 BH, [firmware] HutolA ] Y EFYL (mgmtObj) 2
& SHES ARESHAA [firmware] TiEbolA ] A EBYlo] He $4E0
[objectAttribute] GGl = IS & = Aok FYSA [memory] HHfo]A
] A B (mgmtObjp 2 35 HAES AHESIHA [memory]| TiHle]A e
A Bl gt $4E50] [objectAttribute] F9o] EE S & & UTh

| <mgmtObj> |
[firmware]
§ e e e e - | ===
I mgmtDefiition i *ll( mgmtDefinition ) !
1 | T | [memory]
A" objectios ] ] — > e e N
sl i g%a@z'aa%—} objectis i (8 —————— I
. l[ objectPaths ! [ | - H 1
8 A 0.11 ) 1 |38 448 waig I~ !
oal—————— : 4‘( objectPaths J' 0.1 ( objectiDs :
4”[_ description I : ~ : 1~ “1
For oo Lo L Ly [ P 0l ———————— |
! I'( version ji *rll ( mgmtLink > : —l»l ( objectPaths J:
1~ = |1
10 1 | | o1} description B
1 . '( 1
ILL)I L:-( description ) : besssss=====2
1 |[' URL )i . I(L;)—i———————_—_—_—_—_—_—_—_’—_—_; r41i_C memAvailable ji
1 ~ [l -q§a|—< objectAttribute] ) | El o
H update )' g o [obj ____]____= Memorylo| 521 ﬂ;f :( memTotal :
P — | A\ ———hie—, |

72 (6-5) (mgmtObjyS S5t x| ma| X EtY 7x3|

oneM2MOME % 19749 tistols Ta] 9 B4 Helslay), Bl W 7]
T2 Hutolx Ba] 7158 AT oneMIMOH ol Hutolx Ta] 24 Bl
%= (6-5)9 2},

H (6-5) oneM2M X|2l C|H}O|A Zt2| AMH|A
ClHio|A 22| X} EF) C|HIO|A ZEt2] MH|A

firmware o] O|0|E
software ATEQN MX|, M7H & &2l
memory M2zl 23 ZLEE (M2 Xz A HiZ22] 327])
M2M Area Network 2t XMH X|=Z
(M2M Area Network0l| ZXGH= C|HIO|AL| B2 5)
battery HHE 2| 2t ZLIEfE (HHE2] 2iIE, HHEZ] AEH)
ClHtolA 712 2 wMZE
(ClHIO|A MEH, XMIZAL, ZHIH, HAO, SIEYUH HE )
deviceCapability ClHto|A S| FHEX| (USB, 7|2t &) ZHEE (A7I/17] &)
reboot 2|fE, SEx7[st =
eventLog HOHL A|AHR 27 § ELEE
cmdhPolicy olOo|Ef FEDt gEE 2 A

areaNwkInfo, areaNwkDevicelnfo

devicelnfo

6. Al2SS M|0of5taL 2[5t
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a8 6-6)2 <mgmtObjpE &3 T2 HE A9t IN-AEE= IN-CSE?
(mgmtObjy A EBHUE 22ZHAYA/78A/85/AA)R, IN-CSES] fufo]s e
o] El(Management Adaptor)= oneM2M 7-% HHS 7]& fulolA #eE] PO
HEkste] tjuto]A ] AH(DM Server)oll AE3tct, tjutolA | Awe= g BES
tjutol A 2] SEto|AE(DM Client) ;ﬂ“%ﬁ?}q tutols #e 7|52 sk, 53
AWE fupols #E] AW HAFsHH, tHlo|A #E] AHj= o]E HHlo|A e
o|HE Y] HE3dte] tiutolA TE] $EHE oneM2M SEHSE WHESIS] IN-AEA
Zik=ri=g

031;

<mgmtObj> AR Ete| ==F

T { | IN-CSEBase m

P

OMA DM, BBF-TR069, ASN-CSE
oneMaM &= Lightweight M2M & M &
DM ¥yo= #at CSE1Base

BHE DV Client

/-!

| Em,

a2l (6-6) {(mgmtObj)E £t 7|= Zx| 22| 7|& AHAS

o714 tjufolA ] o]HE el AL oneM2M XZ L 7|E tulolA g
71& BELeR ®gste 7%, dubola ] AWet 83 9 IH M, tupo]art
A Y5t gutolx 2] 714 (OMA DM, BBF TR069, OMA Lightweight M2M)o]
o= ddfola e AW AE, dufolA we] A FHAo] Qi ¥ (6-7) IN-AE
ZRE HEE oneM2M BHE DM 1.3 HH o= Wekshe tulolx Fe ojgE 7159
& HojErt,

128
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UPDAT
wwvv.obe 2m.com/cseBase 200
/node 1/firmware/update
IN-CSE
* Command Management » Status code
Conversion Adaptor conversion
» Address
Resolution
(objectID,
objectPath)
Sessigp 41 Statu$ 200
Exec
Jfum ate

a2l (6-7) oneM2M HHZ OMA DM 1.32=2 HZA oA

6.2.2. {mgmtCmd)E St Hz HiH

oneM2Mo|A = (mgmtCmd) A BUS S3iA 7|& dulols e 7|
dE°l 7Fssitt. 71eA 2= oneM2MolA A Hdh= 7|E fHle|x e 7| HF9
AEo] 71535FA 9, RPC(Remote Procedure Call)2 AFg-3l= BBF TR—-069°] E3}=
Al erdolet & S gk (mgmtCmd) A9 ehde] A2 Bl Shresource type
specific) $4E2 & 6-6)<} Lt}

H (6-6) {mgmtCmd) X Ef S35t &4
£4 0| A
cmdType ClHFO|A 2| HE (ofl: firmware download)
execRegArgs Clatola 2| Ho| m2tolef (o firmware download URI)
execEnable ClHFO|A 22| HE 43
CldtolA g2| FHEo| Bt HE M

I (Of: Efzl =Eo| e X1 = EFZl =59 (group) KHY)
ClHO|A Rta| B2 48 mc A
exechiode (of: 3 23 ub=xoz 48 MBI 28
ClHo|A Rta| mE7to| Z|ABtO| A7t 742
execFrequency (HHEMO 2 A8il= execModeA AMR)
Dl CIHIO|A 2| HZZto| Delay A|Zt
execlelay (HEBIA| 28Tl= execModeOilA AMR)
execNumber ClHIO|A 22| HE 3l Sl

6. Al2SS M|0of5taL 2[5t
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(mgmtCmd) A BFYY F-¢ AL F HY oneM2M ZZo| gQlojof =3PHrt
A HPGoNA= <(mgmtCmd) A BHYe AdE s, F WHA BHoA=
execEnable &/d0] 784l 24 BE< ASstd A WHolA AFE ool & 7|
Bgol 7|& fHupolx e 7leE WHEste] HSHT. execEnable /4ol 74l =2t
FEe AEshd, <mgmtCmd) AP A4 AUO 2 <{execlnstance) A EYE
Aol AAAE=T, ST AHdS AETE dviols Y Te BWHY dYE At
Qlck {execlnstancey A EFY E3Kresource type specific) SAAESE & 6-7)3} 7t}

H (6-7) {execlnstance) Xt EIY Es} &M

N =

execStatus ClHIO|A Zta| AlSH AEH (Of: ASH AR}, AlSH 245 F[AEF)
execResult C|HiO|A 22| Al ZD
execDisable ClHIO|A 22| AldH FA (AA ZZF HE ™Mk A ASH FA E)
execTarget AlSHSH CIHIO|A 22| HEO| EtZl ME HME
9 (ofl: Et7l =E=0o| e X1 E= EFA =59 (group) XHY)
Mod AlSliSt CIHIO|A 22| HE a8 2= A
eXeEiode (Of: Bi 48 HrEmOR 43 PESHH 43)
SIS AIREH ClHlO|A 2| HTIO| F|ASO| A7 7+
(HtExoz HEMEl= execModeOlAl ALR)
execDela AlSHSE CIHIO|A 22| HFHZEO| Delay AlZt
Y (BB} 23E]= execModeO A AMR)
execNumber AIGHSH ClHIO|A 22| HE 3 S
execRegArgs Alstist ClHIO|A 22| H&o| mb2td|E{(0l: firmware download URI)

a8 6-8+ <mgmtCmd)E & 4 HZE AWt IN-AE= IN-CSE°]
(mgmtCmdy A EFYe] AL (YA 78A/Z5/2A)GT, §3] AT tuto]A
w2 ¥H¥= cmdTypeo] AL, sid HHE wetu]HE execReqArgsel 24,
gulo| A T HH Y EFAE execTargeto]] AASIT} ©]F execEnable®] oneM2M
A4ttt IN-CSEQ] tufolA 2] o]HE](Management Adaptor)=
HES 7|E fgulolA e H o R WSt tidto]lA ] AH(DM
Server)o &gttt tutolA e MH= g HHE tubolA T SEo|AdEl
Agsto] fupolX e 7)5o| AL, 3 AuE tufolX ] Ao M-S,
Hutels e A= olE dHtols e offEe] HEstal (execlnstance) AH¢l
B9 S A Hutolx e BE 3 AWE IN-AEA AlFglt,

(
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<mgmtCmd> ARl EfRl A4
4 5
D IN-CSEBase IN-GGE
mgmtCmd |

@

execEnable £A00 4l 3 FE

!
@ﬁ <execlnstance> A2 ==

L]
L]
n
L]
execlnstance

OMA DM, BBF-TRO069,
Lightweight M2M & & & &

ASN-CSE

CSE1Base

oneM2M 2 =
DM oz =5t

2 (6-8) {(mgmtCmd)E &8t 7|1& TX| 2| 7|& S

6.3. oneM2M1} 7|E C|Hjo|A £2] 7|= OHE

oneM2Mo| A= oneM2MI} 7|& tiujolA g 7|& ol o] dHolg g4,
Azl 249 Wy, 2ok I= A% Sof disia TS—00059 TS—00060] A5 Aol
3 EUth oneM2Mi}t 7|& dulolA #E] 7|eE AFIA} T A= Y BAE
Fraste] S st Hr

6.4. oneM2M 7= C|HIO|A Z=2| 7|=

6.1, 6.2, 6.3%= F3)A oneM2M AZT 7|E tulolA T 7[&7te] AF
A dolRteh o]Fdt 7]E futola e 7j&Te] dAF2 FH futolA ]
716 HHSIT Qe M2M Aul2 AL At ool glout, F fufolx
7 714S BRo e A M2M AlHIA AFRAE oneM2M A AL B2
Zd dutolA e T LY olFart AT, o]o] oneM2M HEEo|A = T
Huto]l& #HE] 7] A% 9 oneM2M AlFoA 9] futolA e 7|& EIF AFT

\J
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il

<mgmtObj> A&l Ef (T ASN-CSEBase
g /MN-CSEBase

[y mgmtObj 2
l ClHIO[ A~ ZZ}

ﬁ Clato] &
A

a2 (6-9) oneM2M 7S ClHO|A 22| 7|& S i

-

M2M AElA ABAE 7R WA F AEsts WA Adste] dutels Bl
Sayste "ok 7129 dutelx Bel 7147 A%S IN-CSEY (mgmtOb) E:
(mgmiCimndy A48 Z42 1A BAALE, oneM2M AZ Tufols Be] o2
ASN—CSE, MN-CSE®] <{mgmtObj) A& ZZgozn 7Mssict 18 6-9)=
oneM2M AHlZ tujolA B 7|& 2 gElE RoFrth ASN-CSE E= MN-CSE9Y]
{mgmtObjy AYe Z=Z 2AHS A45HH, ASN-CSE = MN-CSE+= <{mgmtObj)
Zafo] g A Hutolse) AES SWFORA Tutolx Telrt Abstet,

6.5. 2

2 S E3) 7|& tulolA T 7142 OMA DM, OMA Lightweight M2M, BBF
TR-069E 271393, <mgmtObjy, <{mgmtCmd) A¥ YL =3t oneM2M =
1 7|1& I’JHM* e 71e7te] A W] A AmET ol HEY 7
tutolA ] 7leS ARESHA] gl tubolA T E ks WS AlFsta gl olF
oneM2Mo| A= ohefet 8, oA Huto|lAE AT £ Q= WHES A st
QoH, ol T3l M2M Au|A FFAke] &, Ao W= fulolA FE|7t 7Hssit

REOMr iy
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7. 2l0I= OloHoll BSOol= AlE 2HY

A oneM2M BE EM
TR—-0007: Study of Abstraction and Semantic Enablements
TS—-0002: oneM2M Requirements

A JEUS AFEZEY B4l 7l ol&ste] AFREY i glol®: ARIAE AFH
o2 AYT 5 e oS &S LEskL o &, Yu|E ofdstal YPEdh= A=
olg|ylo] AF 7155l E 3] Yste] A 7|12 ZAFSH( Abstraction) @ A|EHE]
(Semantics) 7]<&o] AHEHIL QH},

oneM2Mojl Al 7Hdt Z¢1 A3} 9 AJWlg 7]% B 314 (Technical Report Study
of abstraction and semantic enablements’, TR ABS)= RUE® U Ao 7|5L
AL ff A2 o2 §FFY fHpolA 719 A5E 1LHSk= oneM2M F43F 3}
oneM2M <IEJE|LL Hlojg o AlME HEE F7] 93 4 58, 18 o|F &§3
gufo|A W, 7HE dupolA A Fof Bt A TeE RSk Sloh

A7 orFet Fefel Alig B {2 Ao|AE WAL o|2REH =& A
QPGS BA3t 9o, o]F HiEg SR oneM2M 2o} AAE AWE U
At F2E E2 oneM2M 283 N & U Aot &3] AWy 7ed I
A= T2 75 FE g BA 2 AR Z2EF Jdo] Zasit

27] oneM2M TR ABS9] Z¢] W= oneM2M 43t 583 oneM2M <ME E| 2k
dojg o tist AJME BHS XY= oneM2M 5o 2-L Wt olF E3t
gutol A 7MY} fuHfelA | ThingsE HASH| = S0l dig 4 7|« I %
4 EFHE AR Fo 443 9 AJWY FSHOA oneM2M QAR YR|5H=
71E 9 £24L BEA31 oneM2M TR 9 ZREZ| o3 o]I &R IR

< o2 &E&T 4 S Ao gt B4t IA Sk Aottt oneM2M FEE 1&
ol TR ABS 7= 1A= &= AHoln, &= 28 #ste 7|& TR & H
g J&S Hest=s ZrYol MAS (T, 443 9 AWE) 97 IFNA 23

)
$0 T e
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7.1. 7L

28 128 2# HUC
o, ¥ =27t =271

8

2. 43} C|HIO| A | HRIE
0, ID=000072 7} %l |E{ Q| AQ|X| &

EX 7|59 =M} |

A5 EE Y

o = T2 (syntactic) X| &

3. 578 7|= CIHIO| & & A/ E
0f, 7{ T = <ZigBee Specific Commend>&
C|HFO| A endpoint ID=<ZigBee Specific ID>0]| H| & A

aF (7-1) FAEH W ABHE JHY

fiifarseian <xml> — <xml> r— <xml>
Description (manual) mapping Description of (manual) mapping Description of
Models of of dataand data and procedures data and data and procedures data and
devices procedures between NﬂtiV_E and procedures of procedures of
G of N device - Abstract — 3 N’ device
G device
[ c
2 S
5§ s 55
U = ® U -
-5 a -5
[
<
: Data: ABC Data: X¥Z
Representatlons Of procedure: abc procedure: xyz

(params)

(params)

Information model

interworkin interworking

Systems N
(standardized or a'.nve e
proprietary) device  [proxy function M2M Device Proxy function
Native other Native
System oneM2M System Systam
(Technology)
ZigBee On/Off ZigBee On/Off Abstract Binary BACnet Binary BACnet Binary
Switch in a Switch inter- Device in Input Object Input Object in
EXGmQIE‘-' ZigBee network — worked in oneM2M interworked in a BACnet nwk
oneM2M oneM2M

a8 (7-2) QEYY U A8t
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A7) oneM2MOIA ST Qi TR ABSol= 1% (T-1)3 ol
gulg Bstel & o AestE AuAE 2EE 3 g
HES ol g3 tutelx 7ho] WL X1 WY o5 A A
utelso EYHoR Mg ust WYY on] Relg Ed A%
U= She 243 715 o2 uEgoR E o

o
Loox x o
fil
SUBN
gl
Amt oft

2 L
=
\ |t
1z
£
QL
£
N
ofy
O
=
o
[>
N
fn}

JHEEE ofE & 4 YRS Fo] A5 ¥ =
Rosta gk, olF wigom FIHoD AUL YAT 4+ Yt £ Auaty
Aul2g S8l A HsshA ek,

NeAoz F4E Jlae R B4 e BAAS 47107 s Aol el
$3old gtk M2M AAEE 54 9 tulela FEORRE MM S8
geEc AWy 74 M2M AEH golge] ng Felstux st go=
AelE] 589 Fakbehavior)7HA] Axdo] ol3F 4 YES HAASLA Folct

7.2. A8} (Abstraction) 7|&

7.2.1. st QFA

o3

M2M AMH]LE M2M 5-8°] tHpe|&7)F A ¥k B4 7|ed} Fasto] tHpo]xd
716 WAL ThetteE dRbEQl RS QEHo|AE o 88 4 JER I Fr) ®
(7-1)2 oneM2M 8FANY 7|& ¥ Hod 3443t A9 I 87A3S B
Zt.

voAHEA R Fastel diE 7R A AHAALS MM 8ol MM AlAge
AdEo] g M2 thE 7]%(el, ZigBee, BACnet)E © tulolAE ALgTFsd
EE S 7lgolt uhwe] R4ste] BEE M2M S8 9%(non oneM2M)
tuto 28 EeY clEHol2 (native interface)oll B HHU AW olsh3)
oFsts WaA glo] A HsIES S olt
2ABE B4 FAGule)d] W tetels S8 AR mdR 243} $4 4w
Ldzke] oh XA S48 elacet Bajo] elaagie] wge] HsHES Bt

2T ID v
ABR-001 M2M A|ARI2 O0E] HEBiE flet YAl xS XSsHof Sict.
|

M2M A|AEIS M2M 22 M2M C|HIo|A/A0|E0] 2 |H
Cl= HEtHOIEE Zalet ME ZHIZHo| sHAM HIZLIES MISE & U0 St

ABR-003 M2M AIARIZ Jhet CIHIO|A 2 ThingsE HAE &= U= S=H= MISaloF St

ABR-002

7. 2|0|2 olsli5t WSst= AtE QEU
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TEIYAS ¢t JE =Y FH Zd(Information model) AEE] Ao A 43
2 4 9% &A(properties), AUTA (relationships) ¥ L HFo|HES x3FsH
T Q= AdEEY FASET JFSE Edolth, AdEHEZE & AEEL FAlst
=5 st AdEHolA(HolH £3 ¥ F2)E ettt getuE Y vd, i@ |
9 # AEFEE 7leTh woF dEHo|A7E AR E(procedure caHS)% &
b, seuErt oY 52 =3 S EHAX o B3 HEE wh=A] EZFs|or
ook, AR 2d] 23 54 Alad"oA HE REo AAgo] FAStE FH

(system specific implementation)2. 2 o|Fo]Xc},

AS7HA At AEgS vigoz Ig (7-2)% oneM2Mi} 7]& A|2Ho] AZAF
tato]AS7te] e A FA k] digt A& HoE

722 &L HESH 7|17 S

oo

M2M Gateway M2M Network
GA.1 NA.1

GSCL.1 Device NeCL A NSCL.1
GSCL1 Registration
scls or

L
NScL1 Announcement sos
applications LC-IvSCL.1

I— applications
=3 Native_app1 mid Native_app1
3 Native_app2 Native_app2
P2 Native_app3

Native_app3

applications

NA.1

Native
Device

h 4

GRA

= App1_on/off —— App1_on/off
=3 App2_temp —— App2_temp

== App3_toggle ‘ —— App3_toggle

Device
Abstraction GIP: Gateway Interworking Proxy

GRA: Gateway Resource Abstraction

a8 (7-3) CIHIO|A FASIE X5 st A9 i 72X
ETSI : ETSI+= M2M tujolA ofg] A4kt A" d4 /g AYsta o|&
ETSI M2M #+=of A-835t7] gt ek 7fst iy,

v Fdsh 54 Al met tutols AR md gl 24Jeh HE mAzko] sy Z2AA
v A3 AR mdl: gulolA AH mYgHE 2ARE TR 7|59 AE nd
v gutels HE wd: F8 A 54 71e(l, ZigBee)ol tidt HH xd
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(J

g (7-3)°ll AAIGE guto]x 448 AYs % ETSI M2M 204 Alo|E0]
gl AA A3 (Gateway Resource Abstraction (GRA)) 582 tfea ke 7158
3,
GSCL(Gateway Service Capabilities Layer)ol] 9= Az Eaj 2lAa 2715 A
Non ETSI &3 g|a22A4 i g2z RE 2ASHE i YA
2 gairE fPEe ST 2aae Ja
A5 gAAE NSCL(Network Service Capabilities Layer)ol| 5=
BAE AEE TS ¢ U=E &Y il FF

25 g 2 et 5718
43k AE(G, dubE &4 9 AWE)eF s £ UEYA FEIY 7F
g Al
GRA+= GSCL &2 GSCL#+ =273 dla®t §4lshke 582 WF s8lo] 4= o
GRAE 2l 245 U 9 S22 ) AT 9t xIP (2, GIP, NIP &
DIP)¢}t E3HE = it

|

ok

1Y

D S N N N N NN

(\

iv)
o
flo
me
(=
Y
re
=
DN
=
4
o

N, o

ot

e

i)
J—gﬂllm
H

(W
oot EN

T-4) Q= Azke] At ol AE SE08 Fejshs
P 37 (7-4) B2 7 A3} utol2v} EEod wla
aEo] gt YEYD $8o) 55T 4 YEE AuAdo]

=
(g, ofl
X
£
o
o

U
&
oo N
i)
e 2
o
il
o

<NetworkX_application>

<NetworkX_deviceY_appZ_abstract_container>

|—( subcontainers
—‘ contentinstances

<Native_applicationt>
e.g. Zighee_app1
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HGI (Home Gateway Initiative)
HGIoA = dufolA A3 HES v o= AntE

Home Abstraction Layer)E A2stgom SHALL that
el

v W 71718 & A 714 SPos TE mEo

Eefolufo] Mgt

v B4 Z2EE $402Re TSI 5YH9
v B4 Tl 355 48 P1IE 245 58 deuelas Edut
29 (7-5yell AAT SHALS] Fa BEE thga 2o,

RP7

Remote Access Middleware
(e.g., like oneM2M CSE)

RP4
/ HOME GATEWAY Environment
Acf:sr:ztgeent AEDT - App N
RP1 o R

I N S
Smart Home Abstraction Layer (SHAL)
I . I N . RP2 I N . {- ==
\ D1 D2 D3 Dx
J8 (7-5) HGI & F45 AS
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-

vV S8 NERTE & 7 71700 AMEE B, Alo] 2 HEE 5] ¥ Tustd
APISE Al¥

v & JEATL ZigBee, Z—Wave, F4 m—bus 5o the o|H A= & L7}t §l

T2 317] ¢3te] 31 HAN(Home Area Network) 71€9 Z=HA A&

& ZEIo| AR o2 HGI 33 tuto|a7t HA| o]4] 7hsdt=s g

ABl& B glo] $7H<] HAN 7]& Ago] 7Fsdles AlAg ehgo] golsi=s 3t

2 54 7l& 715 ol8% A2 (pass—through) HIAYUSE o8 &

U=E BfjoF F

AN

AN
(6]
o

7.3. A|HIEl M2M A|AE! J|&
7.3.1. A|HHE! Q1AlSt

AWE2 HE golgu okElolde o8& 7IA7L 1A 7Hsd FEiE ®EdHo| E

NEE O =t o|HT EH= HlolE, AREAL, HHlolA, &, A Fof digh
&t TR AE7F zET AWE-S E3F M2M fujo|A 9 gloEY AR HE
A(attribute)Z 7]&e T F AEE E=obFrh F (7T-2)= oneM2M L8 FAF 7|<&
gof HojE AlWE A #@E AR HoE,

> &

B (7-2) AME! 9| 2 27AR
QFAE ID 29

M2M A|AEI2 =
(A, M, AN, A, SAl/2R, S)E MSsHor Sk
=) =

SMR—-001

VPP M2M AIARS M2M S80] 018 B8 JKSSHES (Things 2ol 27IS &8
AIHE! BSIS 9|5t ZE 2 10|12 X|YsHok Sirt
M2M AJAEIS A|OHEl E3S 2|5t MZ CI2 REE 2ojZi d= saie
SMR-003 HZ 7|L6H0F %f!: = et A= 22 2oizio] A5 s==
o [«) )
M2M AJABIS ABHE! Z30| 7[HISI0] MM 2|AAS 978t & Q= Saig
SMR-004 Hlﬂéuo:: ik I ofl 7|8t5tod IAAS HIZE A Qe Lais
o [y .
VIRV oM AIAEIS MM AIAE 2lgofl s AlHE EHS I 4+ s 5
HMlSsHof St
VPP VoM AIAEIS MM S8, M2M AABIORRE] AIME] Z3o| 7jutet MM
HlolE| BAS 8E & Q

-

: |[AROREE] M2M HIO|EE 0|&%H A|THE|
SMR—-007 HHES +AS 4+ A= SHE MS 7Hssior St (o, 7he ClHio|A A,
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®
7.3.2. A|2HE! 7|=
AHEE 93 d4 7|eS A oS A7HAIE U= 5 o
v AdY oicElo]d: M2M AH|E Algstz] Y3 thekst AMEE (], dlelE, AREAL
=& 5)Y AHE HEE Ay
v 2EZ 1D E&(physical), 7M(virtual) ¥ AHabstraction) AEE]Q] AJWE
< 23] fte] LEEAE AN, 2EEX = EE Ao E AHESHY 714
7 912 & U= FHE Z3Ho| 7T
v AWE Az
— A|DHE! "bZ: A|OHE! MHEof| 7|HF510] 2|AALL AMH|AZS 2245t dAA|F|7| £|5l0d
M2M 2A mFHHES &HE
— A|ME FE: A|BHE of cHIO|ME HO|E{e] 2F 2 ME2 AAMAHE =2
— A|ME o4 Y: MZ2 7} ClHO|AE MAMSID 0|E HIESZ MZ2 M2M ME|AE HE
7.3.3. A|TMHEIZ 2|5t siM J|s
a9 (7-6)2 ot FEiQ) M2M-8&2 3 AJlfES 2| Yshr] $gh dukdl 75
dS "oz I8 (7-6)°f Y= 7|62 ths 7HA] FELE =gFo=g FA4Hrt
v AE|A AAA: Thekst MM S-83to] ClEHo|AE Al
v SS9 A" M2M glojEle} glase] ATHES AYstr] ¢gt S 715
v oglolg AN A M2M HlolHE HAA §H7] T tufo]lA Z2 Ao|Egolet A
248S AF
1) 22X = 5HS 92 #oist= Holg RHZAM EHSH FA(Domain)oll &35t= 73, 7Y Afolg
HHE 7|&stk= @& (Formal) of2le Hetez Ho|=ct
B - = - - = - === e aEasEassSsssessssSssssssssssssssssssssssssssssssssssss
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M2M Applications

Semantic Analysis and Query

Service Access

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, },,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Semantic Mash-Up | y

Reasoning Semantics Repository|

Abstraction e

&

Semantics oS
v

‘ Ontology Modeling and |
‘ Processing r Ontology Repository

sujewoq INZIN@Uo-UON

~

‘ Semantic Annotation r

7777777777777777777777 ¢>77777777777777777777 Data Repository

M2M Data Collection
Data Access

O (7-6) AIME! XIS 93t ULt Tl DY

A 24 2 F7] (Semantic Analysis & Query): AHE ] &EAoA= M2M
S$gozHE e @Y (REQUEST)S AlHEsH £4& 35k 3ol B4 ZAis
e JEE 233t7] {lete AlWE FHl HAXE WEY olE 43 E
>0l e 715 AEUE(, 2EZA EAE, F2, AHY W, )l
Adele IS Seict, 273 JRE FEI Fof M2M 8¢ $HS Hllch

52 (Reasoning): FE2 AWY ogo]ldE dloJHREEE R FAIF A4S
HEo] Wi Exet AR HEof $Eshyl fg wWAUZeIT £ 7leS A
(asserted facts) &2 F&(axioms)2HE =8| RS F5FT ¢ Y=sE L2ZEH
Pz A" 4

2524 ZEZAEZ (Ontology Repository): 2E2X| ZEXEZ= 2EZX|9 A%}
Aolty, 2EEXE AL FE7P] A% 71E Jide F5E oF(vocabulary)E A<
stz euFo)lde TS MPL HASH= ¢lF ¢lo](linguistic artifact)2A A28t

% gk,

b

\J

7. 2|0|2 olsli5t WSst= AtE QEU

141



Telecommunications Technology Association

142

eE27 BEAEIL OWLIIES RDFVE 7148 25242 A%, 244 % o

G 4 gl PHS ATUL R BAC), 2EEAY B, B4, AN, BN, WS,
e 9iste] 4s] e AdS 7H oFE dole YT FeUY 4 lolok @k

o
o] 935} H=] <Aoj(df], RDF Data Query Language (RDQL), QWL Query
Language (QWL—QL), SPARQL Protocol And RDF Query Language (SPARQL), 5

g A9t

2522 wdg 9 27 (Ontology Modelling and Processing): 252X REg2
=H|QlS AAISEL g met S22 AU 5 e 2EEAE UE7] AT ol
LEZX 2EES 93t AojZE=XML-based RDF, RDF Schema(RDFS), OWL o]
ULt

2E22A] A= W, FY M2M EfQle2RE SWEI AAE LEEAE £,
A 9 W 75 = FHcte Aot 2EEA|= #al AlWEo] 7HEstES
THEAY AES U= ©Y3tE doj(d, RDFS/OWL)E 2E2A HZA &g
A AL A

AWE M4 h(Semantic Mash—up): A|WE HHHL M2M A|AHY] Q&= 7|&
M2M ZAAZEE AWHE TFHOZRE I ARG FESte] AAA Y AR E=
N2& 7HF fufolA S B3 2L Av|2E ALY 5 = 7|52 AFs)

AlEl of =g o] (Semantic Annotation): M2M &]|A&2A9] AJWE o-g|o]H-2 A=
o2 M2M 3-&° dIAUA dHolg si4 9 dHoly ALz ede AFstr] st
M2M gazo]| AWE JRE Frlets WHlolth AW ofiglo]dE M2M #Has
= &7t ofd Hol"HE AFd 4 UL, ol dlolErt FAIAE olFsial Qe
M2M 3-&of &3 dZ=tt ol oicElo]lde FH Yr|sle FHS ATt 7|&E
M2M Al&”le] M2M HelE7HA = #38 7HsstA a &tk o714 AldE AR
RDF&} OWLe| 2Jsf ofl=glo]AH

AlWE] FZAEF (Semantics Repository): A|ME ZZAEZE iAo AJWE
oi-Elo]d ARt & ZAAERH MEL FAZQ AWE JEE AFgict E3
& Y3t Aoj(¢f], RDF Data Query Language (RDQL), QWL Query Language
(QWL—QL), SPARQL Protocol And RDF Query Language (SPARQL) 5)& A3t}

tjulo] A FAF3}l (Device Abstraction): TjHFo|A A= E7 72]S gt & T
Hol2 3-8 AH Hdyl 243 3-8 HE HATRY] Wiy Aol ol e,

12) OWL(Web Ontology Language)2 ZAHE Zte| hierarchy, ZAH QUAEA LjoAe =2 HMudx=H S
Zosh o022, HUStD =2|del FES 2= st Ao AFSSiCt

13) RDF(Resource Description Framework)= XMLO|A] 2t 5H SEfO|0Y, subject, object, predicate2 2 0|
O{X|0{, ChesHA 7iHE =2 QIAEA Afo|o] ZHAHE LIERHCH

un
mjo

Bl
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oneM2M AMH|A SSHE &

\J

A2 & IZXW AWMEsHA FARE dufo|Art SAASHE 8 AE Bd9] 7|53
Algst= 7HS gufolAFE F3l FAlo] 7sstESE & =t
glolg #HZAE7 (Data Repository): Hlolg FEZXEgL 7|20z Y2 Ho]

HE AT E ARE dol"HE A4M, 4 9 Ak 7= AT

M2M HoJg 43 (M2M Data Collection): Al Z-& Ao|Egole} dAdE o] Q=
Hulo| AR RE d|ojE(raw data)7} =] Hlo|E HERE AAFHTH

7.3.4. &2 #&Est 7|7 S

>

ETSI AWig 7]
ETSI= oneM2M #£3} o|Fof 119 (7-7)3} Zo] M2Mo| it & 7HiS X3
e wjs) 9 9bALS 913k AW A3 M2M 2EZXE

shwl ofu] AlWE A%,
HEF A9 A $82 AT 5 Y el A(mla (RESD)E IS Foick

Semantic Application Typical M2M Application

reW Home Automation Smart Building
y 4

[
BV ||| e
IVIZIVI mia (RES

ontologies

Semantic engine (semantic
\ interworking, commands
mapping, discovery, etc.)

ETSI M2M NSCL
- Resources are annotated with semantic information

reference

% (7-7) ETSI A[THEl M2M A|AH

=
t_—."O

1. 710l M2M izl AlfE FEE ©7] A% AHY oxdold ¥He

AR e, olE A% Al S (attibutes) T E (T-3)I o] A Fict,

A7 A & A2 AqH FAA BEOZA Namespace URIY & HoAET
= A= 7Y FFHA dEA AWE

ETSIo|A Aeldt e dAxolA Aze 5
P uAY Axe B,

7. 2|0|2 olsli5t WSst= AtE QEU
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v g Qe ZoRloA, AP 2L AuAE A Yt st o4t ¢
gAARHE 9 golgE A A Holth dE2A ©d YA mopzl
=g Adshe ths A4 X 2L YA (aggregator) 2HE @ A A3t
£ Tete det=z ek (metacrawlers)7F AUth FABH, H4Y 71e2 M2M
A 2" 2L M2M ZAAE A7 a8 A2 5 Ut

v M2M AA"A M2M 82 E83 gaiet fARH 355t M2 Ju
(o, 2=kl Bt &= 5)E AT 7H(virtual) things & THEo] ¥ 4= 9k,
ol&d "7M} things & ThE M2M glaAel FUSHA M2M A|2" Yofla HA =1
HAE 4 9tk 28X Y £ thingsThes ¥R 7MY things @] AZE o]
o Enl THET YEYI JdFAE 975K Pt

v Q2L 74 thingo] M2M A|AHle] SEEA oA o, #Wy M2M 2429 g
2E7} thing?] $402A4 7 A3 gt weF 7H) thingo] #HEE AR Al
Aol FHo2 JEE £, Wy f4E FHske v Z2aHY = g
7} o2 ARl A HFEA Hot

v Atk 7H4 thingo] NSCLo| F71EA =W, o2 M2M gaxet 545t HF
Hol A "ok, o]AL 7HE thingso] HHE 5 J=F M2M &l =&
(expose) H oI H=& 2n|ghct,

I8 (7-8)2 A 7HE HHYg A AE HoiEr,

M2M

Application Semantic Engine NSCL

1. Semantic query (e.g., average temperature in
room 1)

2. Discover a virtual thing satisfying the query

A 4

3. Return the URI of the virtual thing

<&
<

4. Request the information of the virtual thing

6. Locate virtual thing in Semantic 5. Return the requested information

Engine <

L

7. Collect data from member M2M resources

8. Return the results
9. Apply service logic to the results P

10. Response the results :

% (7-8) AMHE! JH oY Hxt
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H (7-3) AME! HEE o cH|0|Mat7| I8t £4 (Attributes)

Ol Ay
_ 0| &4 ThingQ| AlTHE] EHS ZESISICE 0] 2E2X|l= Thing?l 2|oj7t 2
semanticinfo OIX|= B oiCy
= e
ol %

| £42 CHE Things2te| MEEAE 7|&5t7| 26t AFRSELCE 0] £482 Py
Z| ZOH(0]|, {relation : link to other thing))& 7}&! £ QICt o2 E™, otof
Relations Zigbee M7} Zigbee ZAE{ZEE{ #10] 2o MO ECHH, (m2m:controlledBy —
URI to Zigbee controller #1)0| Zigbee ZAEZEZ{0l|A BAHZE ESE FT= SHLto
HIAlQ| = 2 QlC}
[@ 2| = T M .

i

0] £4E2 namespace URISE H517| 25t AFEEICE 0] £42 namespace
= 2| A(prefix)2t namespace URIO CHEE HEZE Z&ISiCEH o2 &M, UR
hito://www.etsi—-m2m.orgS 7 X l= m2m namespace= CI21t 20| ESE £ Ct
m2m=http://www.etsi-m2m.org/sensor#.

namespaceURIs

OGC Sensor Web Enablement

v OGC(Open Geospatial Consortium)oA= A EEZHARE E3ste] A EsH7]
At EAE 724 AlAD(sensor web)Z AT AA AL A= A4
=0 HFE 7le2 #e oSttt AXE A5t o]F Yo & dAAA AdE ¥
2, 1 AdH, A = ZUEE st Zidgeldh

v' Sensor Web Enablement(SWE)= OGCoA RE ZF9] AA A|AHIT} o
AZ4H AAES ol&st7] st JidE gA14<l /iE & 2| 3ol
o|2|gt SWEQ| Hx+= golu QlEU H& 7Hsdt AlAEolu 7140l 9= &
sto] oY A EA] AV 3§ 7HsSE S St Aol

OGC= oA AAMZ9 A% 284S FEsP] st AR o2 N9 25
Best Practices £AS $215l%tt, SWES 7]E22Z¢l 9450] thea}t Zho] AlAA Ko
e 2E=3 AAHTEHE A € AHlE 2ESE FEH AYHSG, Z2EE]
= Bt H2EHS I

AA AHEOl Byl Azjojof ffdl EFO02 o3 FF0| Q)
v' SWE Common — SWE AFFEo| ZEo2 AL EE= o]y nd

v Sensor Model Language (SensorML) — t}of3h AIASS 3ASISH & U=,
Ao it wletdolg el 37ka3t et Hiaa, AAE AT

v" Observations and Measurements (O&M) — AA7} T2 E= A3 AA A

EE R ER A £ R PN L



Telecommunications Technology Association

146

Transducer Markup Language (TML) — AlAQ} FLE5ARE gt EHATA
It AHE B@Ysl= ot dolgE 55t AR 9 Adste HAIA] =W
Sensor Observation Service (SOS) — AlA = AlA A|AHOZHE HEFH )
oo st I AlFdte FFE UdHH oA

Sensor Alert Service (SAS) — AlA T=of 7|Hksle] AA FHo2HE ZH(alert)
£ AR A At 5 AHT oA

Sensor Planning Service (SPS) — AREA7} Al Ao JEES Holsla o]F =3 s5t=
A A= FF Qg o] A

Web Notification Service (WNS) — SAS 59 ¢ AH|Ae} AFERI7EE] H|E 7]
2l HAIA] AgS 93 A" oA

W3C A|THE! MM HIERT 2E2X|

W3C(World Wide Web Consortium)2] AJWE AlA YELIT LEZX|(Semantic
Sensor Network Ontology, SSNO) ZFE AA Y ELI st ou|z] AEo
493t 4 LEEA9 Fx, oF], ALY, AR AU e S dis] AFestH,

SHA]

1 u

EEA Y Fa EEd I 4SS AYSAT. ol=A AHY Ade

p

getel AN YEQINN FAHE dokat $Re MAS A4 HolHESd 4

Jud AWyS FAY 4 YES 5] 93 WY LE=A 0|

Deployment Lemm T ~ . deploymentProcesPart only System OperatingRestriction
~

, f hasSubsystem only, some  hasSurvivalRange only
’ T A== i -+
[ DeploymentRelatedProcess ]4’ K N P SurvivalRange

1
hasDeployment only AN SR - :
"""" :
______________ --1 o Bt e e P eratingRange [ 7
Deployment deployedSystem only e [y hasOperatingRange only P 9 9

: deployedOnPlatform only

PlatformSite | _ ~onPlatform only
.

1 ! Device hasinput onl
! inDeployment only ¥ hiasle _D‘ y
Device i :=--| Process I

- 4 - x
Platform |4~ FitachedSystem only Output hasOutput only, some

Data

-
-
,“ detects only N PR \
1 SensingDevice | 4 -~ \ observes only
ObservationValue \ Sensorlnput [-~----=====-----_ i N
S isProxyFor only 2 ~

isProducedBy some implements some
fmmmmmf e mesmm——co=3==—=P Sensor [e=s=gI---=---o____ -
= =5 e o Sensing

/ ~
(e T "
=~ S T IIIz===r==%% Property
A . ’ o T
v zincludesEvent some AR o%e £ isPropertyOf some

.
rﬁbservedProperty on\y;/
.,

.
observationResult only' PLAPT Lo

-

1
observedBy only _-*=7>% ; 'hasProperty only, some
! zzEE=" !
=mm@E S e o
e featureOfinterest only T FeatureOfinterest
i

MeasuringCapability j
hasMeasurementCapability only" forProperty only;

i
~ _=A-{inCondition only inCondition only
[ MeasurementCapability } e E >‘ Condition Iq ___________________

a7 (7-9) SSNO2| =zH

1!

!

1!

1!

i

il

i

i

!

i

1!

1!

1!

!

1!

1!

1!

1!

i

i

_____ "“‘—P[: I:
- S et I
hasValue some__ SensorOutput e ‘ _ =~ “sensingMethodUsed only "
- - 1 [
- !
n

1!

1!

1!

1!

1!

i

1!

i

!

i

1!

i

1!

I

1!

1!

1!

i

1!

>
2
1>
0x
=
ko
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M
]
T3]
H
M
gl=l
nx
x

AF=(Stimuli) —Al1 A (Sensors)—2HObservations) 22X A7 WH-& AJWE AlA
Y7t 53] F3E flolgof tigt do] U 2EZX| 7N HE §3Y ’ﬁl/ﬂ E
e 9% Aot o] W2 off 7HA] & Fgel e AMAREe] THEstESE
2224 =99 92 wet AAEUT, ol HE A 2=E2A 2 XHE] A
Roromw, A=, AA H JEYNES FHCE g 4o FHL E AHAo|
==Y 29 (7-9)¢ SSNOY Fxo|A HEof= A = 11 Bz gt §4
SHS 25t AMHEEHe= $4 2 A7 Ao dE &9, A4, 3, &3
5, AY ZEAAAAY s D T2 3 5), AAY iz 2= EH
Y, AA e 54 762 28 55 &7 stollA AAY AE §4 Fo] St

J]o
o

O:

[
o -
4
0y

32 q

—_

7.3.5. A|HE! X|HS flet &M 27Are

oneM2Mel X AWE EXEE AWSHAA ofe] A 7144 olgre] tht = ure
o A AN AS d8 aTAR ool thedt e AN aTARRS wEshdr

AIHIE] K0

v MM AZYE B 2EEA] Z]uks) M2M Al2de] g3 Hel(AD)E 5§ B
glolE (el BElol)e] Ame oicrlo]de Aok T,

v M2M AlAEE M2M A2Ee] AEE, 059 x nd @ BAE 3
220 o3 7)&=ofok Ft

v MM AZEE BY MM Hazo] dte] B AW 2EAY FA A4S
AU 4 glojof Tt

VMM AARE AWE BES BEG 5 G 5L AT} et

v MM AlAEE AuE BEg B

v MM AZEE AE w, HAY Y

LS}
=

ol
rr

r

e

]_

it

v M2M A|2ElS Mo2M A|AE g E(d], AEs (Application Entities) 2-& CSEs
(Common Services Entities))7} M2M A|AE] Yo AJHE L &RS & 9=
8= AlFalofF gt

2E2X|

v M2M Al2"E HE AR HdE 7o s EHE 2E2A9 oneM2M A|AEE
FHsh= 2224 o] F3E AlFsfor g

v M2M A|&EHL2 AEA AP EE oneM2M S8 A Ystr] {lste] Sgd 28
ZAE A 7HssfoF gt

7. 2|0|2 Olsliste WSsh= A= 2IES
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M2M Al2gle] 2aof ofs AR k2 AEE
& = Qlofok Pt

M2M A28l M2M 5804 dub o A 58 2F2A(A, AR, Az
SEEA $)E ALT 4 Jlofok Pt

M2M AR AJE 2o 7|t A2 222X A, M 9 HEE A
sfof gttt

M2M A|2'2 oneM2Me| 9FoA Hod 2E2XE 7HAHLAY 29T <
Slofof 2t

M2M AJ2&8l2 HESo|W Ao =g glo] M2M AlAF i S22 fofA
Bojd 22X WAl Aol = =S Ffof

M2M Al2"2 M2M 3-8, M2M Hupo]X/Alo]Ege] 5 thE tute]xef 3]
AHEE R BRI s dAYSS Ale Thslior 2.

M2M A" HolE EdE 93t Akl 722 AlF 7ol

M2M A|ARRE AfE|S 2, w4 " dlolE 245 93t 2E2RAS o8t
Hupels gl Auls HRE 2T 4 Y= TS AFsior

M2M Al&~E2 ohefet M2M dutel (o, 7HA7I7)E Aste] AlfE Hupols
HERS A 5 glofof gt

M2M AJAE2 M2M Hufols 8l ooh AAE A AlA AEE (A, F)o AE
BEE AAB] AT T8 LEEANE XYY 4 lofoF Ak,

M2M AJ&FE M2M 58 % 3rd party Al&"el ofsf WA= AAE + =
=7 2EEA] RS Adsfor .

|t

<
o
ol
)
fr

2EEAE A4

AITHE! 2]

v

M2M A& AlHE AEo 7Rk B4 M2M tjufo] 29 Bhdo] 7hs3dles Al
WY H=E AdsfoF gt

AlBHE! 0|42

v

M2M AJ&E2 AHE 23 9 225 0|8 7|€ Hubo|L ik 7Rk 7MY
gufols FAAgE HAdske 53 AlTsior e

M2M A2l glojg 24(d, Althe] 7Hsdt=s M2M A& diof] At E A
e wHd 22 sEE AlTsior

M2M Al2'2 A2 Mu|aE AAsE] fote] shut o] de] Bai2RE AHE

o] EE A3 (aggreage) A = Slojof gt
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v M2M AZEE AWE FHE HASs] MR AHAE 93 M4 clufo] 2]

Ay A9 4 9o,
v M2M A28 7H4 tElol29} Thingse EAT 4 Yt 5L AT Bk
Al z=
v MM AR AHWE ool HE ool Ukt AW LERA] FEL A9
& % glojof it

v MM AARe AWE o) Fjuke AwE 22 A48 5 ook dt

/MM AZEE HEE LEEX gt AWy owHoldE YRRy FAH
AAE Y537 g4 28 5L AAY 4 Yook Bt

AIBHE! QIX|oll 2ls WAE Sxb

v MM ARl AWE oielold % LERAR Y|&E Auls 2<% st
Agahe S ATt gt

7.4. oneM2MOIIA| 445t I ABHE! x| Hpot

741, M7 S0 DAL

L2104 onelzM A2 %% 8ol gas gl Aol BEY 54 S8
AeoU g olgstel N2 HEAgel B 4 YES Atk A2 T2 A=go] AgH
4 dolg (o, £E)2 Al~9—o L S8l HEAES S 57 gste] dol
H7b 2ASHE 3E ZYoz wdtEe] Auivt ATE 4 YRS BF 24D Al
gk iz},

o FAT AZL BAT WAl & AUAI shRe] o FA BEUY
SRS 2T Wast gA o Eoh U fREe A9 S8 Y=l wA
7)ol ok AokElel gla Aol Yukste] THE S8 WAL 4 §l7] T
o473 ol BA FEUS & "ast ek doli o HolHY Fx AWEe
Be ARE ATHA ¢u BUwsz HEd g ol Fui T S8
o3 mle] aolof sta, WAL 4 gick

Az o2 S8 o8 AR J% AAgel AAsR F oo FA% Aade
oneM2M A% Wl meEE 5§ slolde] T2 Aweo] & o WaslA 8
S ootk wes] Aatgel BAo] ofd ATHE %ol dE Fre & ExHom
TE 24018 48T & Ut

I
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AEIE o] HEA $go] AA B2 A7 Hh BgED ok Ay B
ohet o] ARE olgdtel WA WML B Bel AN WY = Yk 9
At Qe U Swols Bel AL Thingse] 93] TAEE Thingse W,
£ A%, =2 9 5ol A3Y 4 Utk FIHOE oA 4BAEL FASE Tt
0|22 o] §¥ $8°| ol ThingsH= HEAEY 4 U= 3H= Aolet,

URE

cHQl 2E CHIOJA 2 Things 7%

a9 (7-10y (a)oll AATE =HQl BHoA oneM2M AH|A= AFHoR & 4
tufojAet FAlo] AAES Utk FFHL=E= &% Things AlY FA &S
Aste] A AAE A ALE 5 =T HAEooF AT, wEka tulo|Aet
Thingso] o]EA AAsHA RUAPEL AEA FAEH 5 YA, £ 7 2do| s
oneM2M A|A"lof| o|BA| AMEEH 4= QA& Auid

- A5

‘ Application

Execute
Command P ——
~ .

S Device \
|

A _ —

Device }—* Thing
Sense / 1

5
_ Actuate = - Operation 1
hasOperation "~

.

———

hasParameter

(S=———————

—( Parameter m ‘

[/

- Aspect 1 } :

hasAspect \ Asoect | J
L P

a2 (7-10) EM|Q! 2E C[HIO|A X, Thing #+X

Y (7-10) (D)% (@) AAIF Tute]2 FE} Thing F2E tiutol 29k Tings
o W4 S HFOR oneMaM Alsdle] B 7% Aol HsHES 57] 95
of Wag AFE Holzth
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712222 Thingse A& T2 AspectE 7HAI it} ol& €W, §2 A7|¢ &
o], &, &% A=Y &2 AHEE 7H & Ut oY Aspect= HEE AFSt= H
Hio]Aote Aoz AAFH ok A &F FE L2 tHlo|A7} SEY 9
oY Aol A 2= T2 Ao FdFE &k ol" thFE Aspecto] thE Tings
oA BAE 7HA I AAE o oF Tt

tHpo] 28] Ao o]d AspectE°] 574 Things +3% &7 o2 4 Utk o
Hhol& §32 AR Hod & gk & 2ol A(MyOperationl)o] % 2H
tutols w3 fF3o] Utk futolA {7 13 fufolA §3 2+ HHiolA 73 &

tutolA §8 12 dulolA £33 19] BE tulo] A9} o|2HE ALHES TE 630
Hute]~E 3 MyOperation 28 AT 4= ok, 7|4 eujo|d2 d Z2

IAE A o3 AFH FAR FRE ol 7)dlste] mdy H £ it
A7 WE& Tt 29 (7-11)3} o] euoldxt getulg o] Agtd H&

£ A& BFHO=E futo|A9] gyt F2E BHo & £ ot olgt
3t 71 =

o

tutolzd] Y W FEE oneM2Me] HE 4 Yx, BA 7% 7@
oz AgF 4 Ut

‘ Concepts ‘ ‘ Types ‘ ‘ Instances

Device My Device 234
Device

I lized b
s realized by Bireet
Type Is of type
Operation Is realized by 1 MyOperation 1
ype MyParameter 7
T L—{ MyOperation 2

MyOperation 1\1 ]

_r__/| Is of type
MyParameter 1

hasOperation

hasParameter

MyParameter 7

3 <7-11) HGI cldiolA2| ofjoil CHEt 7HE, F& R AUARAC CfSt 7L H dEa

--------------------------------------------------------------------------------------- —
7. 2|0|2 o|sh5t WSsh= AFE QUES 151
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==ZXIE 0|&¢et Cl|dlo|A A ClHjo|A HE

b
H
2
L

2dge 2415 F2 S TEt A9 ASE dulols §3E Bd™sty] gt
Aolal 39| AFL futola QIARAE HHF dt7] Y3t Aol 4 ASL &
229 S¥& 9 HA4o® HUYH FolX tupold £ Eél%*ﬂ—é— Alsgct, ol
o2 fulolt {EL o] LERX|9 A £49 dirdizA HUAFHY
Stel AT A ASelA "HER 2P JdrHARA Eﬂ"ﬂ HAd St dut
o|A §3o] fulolA 2EZR| SZFPA2A ATt AA AN tulo|AL o]H

ELECINPC PN EER LE R )

thee il §go] tlutels £33 BEI] net ofgA =W Hu, 2 A
Tufe] sz} lutols ol wet ofgA Bl HEA dE RelEth a9 (T-12%
Sejat B9 Qadam TAHC A9 AT B9 ARS FANE S BES
wejzT}

Upper Layer Lower Layer

instance instance

Device Type Template Device Type Individual Device
(by manufacturer)

Resource:My_SensorNo_3

DeviceType R2D2_Temperature_Sensor * OntRef => R2p2_Temperature_sensor
* Operation * R2D2_TempReading «  Resource: R2D2_TempReading
* Parameter * R2D2_Temerature . RessR2D2_Tempearture
* Datatype * double e 12.345
*  Manufacturer * R2D2_Enterprises
* Product ID * R2D2_4711
a7 (7-12) ClHolA {d "MES, Cjdioja | H JHE ClHio|AL| DA

theolA & ° AAS] futelA "ESS Veste 2524 s & (7-4H9
G4 E (7-5)8 wolEth oA 4% An 2AAT 3E 2Ygac) S44e =
93 ai7] %) AEE & AUk o] A% e gde endolde FES ] AsiA
AT,

otu|g 9] Z@ A= InputParameteret OutputParameter® U0 Xt

InputParameter= 23 Zo]A9] Ja} IAE T, OutputParameter= 23 o]4 2]
==y dAEH
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N\
¥ (7-4) C|HIO|A HIESIZ fISt 2EEX| A
Class =) SubClass AH
DeviceType ANZE &2 C|HiolAL| SeiAM| it MZEXL 82| name/ID OICH,
Operation ClHIo|A S| @ma|o|ME AESITT
- . 2m|0|M0| &5 MHAIX|ZHS RHSO{EICE ClHIO|AE M2 ZHEE 4
=) OutputOperation JACKE OfjAret A oirt
- . m0|M2 U™ HIAX| TteZ Z|0QUCt CIHO|AE AME 2HEE 4
=) InputOperation JACKE SH=ofu 2 oirt
00 s UHH0|M2 M HIAIE 2ot ZREl E2/ACKE DHE0{HCt
Parameter 2m2|o|Me| mj2|0|EE AIESHT}
=) InputParameter Qujgo|Me| =nt A= El nl2to|EE AlEsiTt
ST OutputParameter 2 k(o Fselie=<==inl g = T EN 1= = JENT- Ll
DataType ot2to|E Q] Hlolel f& (o, xsd: double)2 AlESIC
Manufacturer HZ=Xt2| Name/ID
Cluto|AL| FAE AlEHsH| fgt ME=YXt He| handle/ID
Figelaet b (0ll, Type/Model—number)
H (7-5) Cldlo|A HIE3o gt @=2HE U HO|EHFY &4
Domain Property Range
DeviceType hasOperation Operation
Operation hasParameter Parameter Object Properties
Parameter hasParameterType Datatype
DeviceType hasManufacturer xsd:string
Datatype Properties
DeviceType hasProductiD xsd:string
2 #= R2D2 Temperature Sensord 7Y gulo|A QJAAEHAE 7|&3)7] ¢
2224 FH2 ® (7-6) §4 & (7-DE Eost. 7HEHY A +271 49
(Temperature_Sensor) il fulolA FHIHAZF AMET, AZ T2 AXHA 9
oz 439 2% AMAE A=Y G4 AR 5 AT ER S8 wEstE
Qg o] AE APt FASE &% AlA7F R2D2 Temperature Sensoret T
Z. TemperatureSensor?] AEZFIA) T2 9| ASFZE /M"Y, ¥ AS
TR FAAY 2= AAte] FA7t PAH R mdy Hr
--------------------------------------------------------------------------------------- I
7. 2|0|2 o[shst WSst= AFE QEH
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H (7-6) R2D2_Temperature_Sensor0f| st SEZX| A
Class =) SubClass 2%

Device R2D2_Temperature_Sensor QIAEIAO| EX OIAEAZ Q|5

=) Temperature_Sensor AEXL 2| name/ID

=) R2D2_Temperature_Sensor (oll, My_SensorNo_3)
R2D2_TempReading R2D2_Temperature_Sensor QIAEAS| EX Q@m{z|0|M
R2D2_Temperature R2D2_TempReading QIAEAO| EX mjZt0|E
Metadata R2D2_Temperature?| Ztat A= HIEHH|O|E]

H (7-7) R2D2_Temperature_Sensor0|| gt 2EHE 2 H|O|EEIY &M

Domain Property Range
R2D2_Temperature_Sensor hasTemperatureOperation R2D2_TempReading
R2D2_TempReading hasTemperatureParameter | R2D2_Temperature Object Properties
R2D2_Temperature hasMetadata Metadata
R2D2_Temperature hasValue xsd:double Datatype Properties

N

] A

l>
rO
> Ho

22 JgutrloF wo| AMRElL RDF/XML 34 tjile & ¢ 7HEsta ¢
Turtle 2&-& o] 83} OWLAA R2D2 Temperature Sensor®] 7§ tju}o]
27F o|BA REY EHEAE HojFe oolth

Device Instance (in OWL/Turtle)

@prefix : (http://InstanceOntology#) .

@prefix owl: {http://www.w3.0org/2002/07 /owl#) .

@prefix rdf: <http://www.w3.0org/1999/02/22—rdf—syntax—nsi#) .

@prefix xsd: <{http://www.w3.0rg/2001/XMLSchematt) .

@prefix dev: {http://DeviceOntology#) .

@prefix dev—temp: {http://DeviceTemplateOntology#) .

@base {http://InstanceOntology) .

{http://InstanceOntology) rdf:type owl:Ontology;
owl:imports ¢http://DeviceOntology)

‘Resource:My_SensorNo_3 rdf :type dev—temp:R2D2_Temperature_Sensor;
owl:Namedindividual;
dev:hasTemperatureOperation:R2D2_TempReading.

:R2D2_TempReading rdf:type dev—temp:R2D2_TempReading;
owl:Namedindividual;
dev:hasTemperatureParameter:R2D2_Temperature.

:R2D2_Temperature rdf:type dev—temp:R2D2_Temperature;
owl:Namedindividual;
dev:hasValue'23.45"*xsd:double.
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7.4.2. oneM2M Fx T2Afst

AF7H YR EES PANA WY olii 2T L AWSS AU AT
8 87ARE At Rolg:, olF PO FIHOE oneM2MolH HOT
T2 dAAste] AWEL g% A2e TS FE Aol ofd ZWelA oneM2M
delzlo e TE Z0Y Fa ol4E AMET =4 371K wAE FD WS A
shdet.

g 1 — ARE oicgold: A HA 72 FAH= AWE ZYel oneM2M Z3E Yol Al
e oflicEo]dS 7HAl= AL R AlgtEE 9ot oneM2M = 1 FFof F3) &
ontologyRefE AHEE 4= Ut} 7|4 ontologyRefi= ZtAHe] HAEE HHSH7| {6t
AREEE 222X E A5k URIO|H, §-8°] ontologyRef &4 AHEE il AlWY 4
BE gelstar F7HAQ0 FE(A|, A/HE /3, dHolg +x 9 & AJEel 4, 5)E
AAEL7] $J3te] URIE ARESi)

a9 (7-13)2 Al oficgo]Ho] oJEA o]&d £ J=AE HoEt 2EEA]
PEHAAE GF] A dx=ate] HEQ] LEZAE 7HEZIth $82 2E2X Y
AAE ¢aL AWY =z RE & o @2 JRE YA|A5] $ote olE &8It

Application Application, e.g.
interworking func.

. \ \ Semantic S;O
Semantic Query, Device Template | <
e.g. in SPARQL \ \ =

(Resource

] ———
Creation)

— )
—L
— 1
— 1
—L 1
———— 1
—L

a2 (7-13) AIHE! of:cE[o]d

Registration| oneM2M Platform

o
A 7)5E 7T g BW QEs T2E ANSAL 22 95t S8 U
A o) _/_"1
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Al 2 - FHE 7150=2A AW 7leS o8 F WA 7= S AlHE
|

gt LF 71%50] oneM2M EF Wil S0ttt sHAITE e Al 7]so

o] FANME AR X 7

o
filo
)
S
9'1«'
N
1o
Sl‘.
2
>
rl:l
)
!
e
ot
o
1
=5
N
L
it}

o olZe %% 5% oneM2M BAES TEfsh] fhiEe] 7E 2BeAE 9RolA
g8 5 Qe duidth AWE Y 715 A8 WA A5 fas 44 7]
wogx gufols YEUL RAYs] Yol AWEL olgets TR o7t ek,

A8 A= oneM2M YA2AE 7hEFIth
AWE mdsge EX fulolA QQAHAE FHIL hAY JLRE A ¢
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